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	A.
	Security Administration Process

	
	
	
	

	A.1.
	Security administration processes are not defined or are ill defined.
A. A well-defined security administration process exists requiring:

B. Authorization for all users to obtain access to a server, a mainframe session, and/or an application system

C. Manager-level authorization required, either by e-mail or signed document

D. Authorization and authentication criteria for remote (dial-in) access to company network

E. Authorization and authentication criteria for all outside parties and contractors to obtain access to company systems

F. Standard forms (paper or electronic) for specifying and access privileges and providing manager signature.


	
	
	
	

	A.2.
	Security administration procedures are centrally established. Access rights management may be decentralized, however the local administrators are subject to centralized policies and procedures and oversight.  Such policies may include: 

A. Documented authorization for access capabilities and security related maintenance

B. Filing and retention of access request forms

C. Assignment of data ownership for all files and resources

D. Input and verification of security related maintenance

E. Passwords issuance and control

F. Periodic change of passwords and file lockout

G. Password reset procedures

H. Periodic review of user access capabilities

I. Identification of terminated and transferred employees

J. Criteria and authorization for the assignment of sensitive privileges and access capabilities

K. Activity logging and review of logging reports

L. Violation attempt reporting and investigation 

M. Account suspension and removal of inactive accounts

N. Deactivation of inactive terminal sessions (automated time out feature).
	
	
	
	

	A.3.
	Access privileges for transferred/ terminated employees are not  modified appropriately / revoked on a timely basis.
A. A formal process exists for identifying and communicating among business managers, HR, and Security administration personnel regarding employee terminations and transfers, so that security/access capabilities can be appropriately modified.
	
	
	
	

	A.4.
	Access privileges for transferred/ terminated employees are not modified appropriately / revoked on a timely basis.
A. A formal process exists for identifying and communicating among business managers, HR, and Security administration personnel regarding employee terminations and transfers, so that security/access capabilities can be appropriately modified.
	
	
	
	

	A.5.
	A periodic review of access rights is performed to evaluate the access rights of users to sensitive files and transactions.
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	B
	Segregation of Duties
	
	
	
	

	B.1.
	Unauthorized persons gain access to the system.
A. Appropriate segregation of duties exists between those needing/wanting, approving accesses, and setting up/configuring access.
	
	
	
	

	B.2.
	User’s access rights do not enforce segregation of duties.
A. Segregation of duties methodology and matrix of user access on the system to control incompatible roles.
	
	
	
	

	B.3.
	Users share IDs and / or passwords and users are not readily identifiable from their user IDs
A. All users are assigned their own unique ID and password and user accounts follow a consistent naming convention.
	
	
	
	

	B.4.
	User passwords are easily guessed or discovered.
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	C
	User Access Rights
	
	
	
	

	C.1.
	Authorized users gain inappropriate or excessive privileges.  
A. Authorized user’s access privileges are defined and restricted by “group profiles” which provide a template of role-based rights for their designated job function.  The “group profiles” are established by the business areas and used by the security administrator. 

B. Client-server access rights are defined in user groups containing rights to specific servers, applications, drives, and files.  Users are assigned to groups only where there is a business need.  
	
	
	
	

	C.2.
	Users are assigned excessive privileges.

A. The practice of copying an existing employee’s access rights to create a new user’s access rights is prohibited.
	
	
	
	

	C.3.
	Assignment of rights to data and sensitive transactions is based on established Data Classification scheme or on business need
	
	
	
	

	C.4.
	Security Software package (e.g., RACF, ACF2, Top Secret) or other mechanisms that restrict direct access to only specified users and programs/utilities to files and resources.
	
	
	
	

	B.5.
	Application or data base level security restricts user access to the application and/or from specific types of transactions, dollar levels, or even individual data 

A. Defined authorities and limits built into applications and tables

B. Regular or periodic monitoring of the appropriateness of authorities and limits

C. Monitoring of transaction activity
	
	
	
	

	C.6.
	Direct access or updates to data/master files from command lines or batch programs by “power” users is prohibited or restricted.  If access must be allowed, access is restricted to only authorized personnel and is monitored and supported by an adequate audit trail.

A. Access restricted based on business need

B. Programming personnel do not have update access to production data

C. Access for IT or key user personnel is monitored
	
	
	
	

	C.7.
	Special privileges or authorities, such as Administrator rights are assigned to a limited number of individuals (primary and backup personnel who require those rights to perform their job duties.
	
	
	
	

	
	
	
	
	
	

	D
	Monitoring
	
	
	
	

	
	Updating of and/or access to sensitive or key files is not logged and monitored.

A. Monitoring of audit logs/functionality to track key details of changes made to core data tables and/or sensitive master files is performed on a regular basis.
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