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	User Administration

	Objective
	Testing /Results
	Conclusion

	
	Review the /usr/adm/lastlog file, or by running the command /etc/last find all last login dates


	

	Password Security

	Appropriate password controls are in place
	Determine any accounts with null passwords. Review the second field of the password file or the shadow file and ensure that it is not blank.

Determine if this is appropriate for each account.  


	

	
	Look for the shadow password file:

HP - HP-UX 9.n

/.secure/etc/passwd

HP - HP-UX 10.n

/tcb/files/auth/<a>/<user> (where <a> is the first letter of the user name.  For example, the attributes of user 'root' are held in /tcb/files/auth/r/root etc

DEC - Ultrix

/tcb/files/auth/<a>/<user> (where <a> is the first letter of the user name.  For example, the attributes of user 'root' are held in /tcb/files/auth/r/root etc

DEC - OSF/1

/tcb/files/auth/<a>/<user> (where <a> is the first letter of the user name.  For example, the attributes of user 'root' are held in /tcb/files/auth/r/root etc

SCO - SCO 3.n

/etc/shadow 

SUN - Sunos 4.1.n

/etc/security/passwd.adjunct

/ SUN - Solaris 2.5

/etc/shadow

IBM - AIX 4.n

/etc/security/passwd 
	

	
	Determine password parameters and review for appropriateness.  These are typically implemented if shadowing has been implemented.  Examine the following:

SCO - SCO 3.n

/etc/default/passwd

/etc/default/login

/etc/auth/system/default 

IBM - AIX 3.n

/etc/security/user

/etc/security/group 

/etc/security/login.cfg

IBM - AIX 4.n

/etc/security/user

/etc/security/group

/etc/security/.profile

SUN - Sunos 4.1.n

/etc/group

/etc/security/group.adjunct

DEC - OSF/1

/etc/auth/system/default
	

	
	Review the password maximum age. 


	

	
	Test the strength of passwords by cracking and reviewing them.
	

	
	Enter the command /usr/bin/ypwhich or /bin/domainame to determine if yellow pages or NIS is running.  

The local passwd file is checked first if yellow pages is active.  If there is a user entry in the local file, no NIS verification is performed.


	

	User account security

	User access is appropriately restricted
	Identify all generic accounts from the password file and discuss the reasons for these with the administrator.  Ensure that generic accounts are required and do not provide high levels of access.

Review user home directories specified in the last field of the /etc/passwd file.  Ensure that the assignment of user home directories is appropriate (e.g. they are not shared, they are not in the root filesystem etc


	

	Network and Dial-up access

	Network and dial-up access is adequately controlled
	Check to see if the SMTP daemon (usually Sendmail) is running by telneting to port 25 (SMTP)  and examining the banner displayed i.e. telnet 127.0.0.1 25

Is it appropriate to have sendmail running?  If this is not a mail server, then it should not be running.

Ensure that the version of sendmail running is 8.8.5 or upwards and lower versions have a number of security holes.  


	

	
	Examine the /etc/hosts.equiv file and ensure that this is appropriate

/etc/hosts.equiv defines system wide equivalency between the host and remote systems.  This allows remote users touse the remsh and rcp or execute an rlogin without supplying a password.  The /etc/hosts.equiv normally looks like:

· A host name and/or

· A host followed by a username

You obtain user equivalence if the remote host name and username match in one of the following ways 

· The official (not alias) name of the remote host matches the host name in hosts.equiv

· The user name on the remote host matches the user name in hosts.equiv.  If no user name is specified in hosts.equiv, the local user name must match the remote name

· The remote host name may match if appended with a domain extension in a domain naming environment

A  + in hosts.equiv will establish equivalence with any remote host or user

To allow multiple equivalences to a single host or user name, establish host or user names within netgroups (@netgroup-name).

To deny equivalence for a host/user or netgroup, attach a - sign before the name.  However, access may still be granted through a .rhosts file even if denied in hosts.equiv.

	

	
	Examine all rhost files that have been used to setup host equivalency.  Rhost files should be strongly discouraged.

Run the find –name .rhost /print > rhosts.txt to find all .rhost files. Run this command only in the users home directories as rhost files outside the home directories do not work.

Note that if the ‘r’ commands have been disabled in the inetd.conf file, the rhost file is useless.


	

	
	Review the /etc/inetd.conf file and ensure that only necessary services are running.  (This maybe located at /inet/inetd.conf) 

Of particular concern are:

rlogin (remote login)

rshell (remote shell)

rcp (remote copy)

tftp (trivial file transfer protocol)

ftp (file transfer protocol)

netstat

finger

rexec


	

	Data Security

	Ensure that access to data is adequately restricted
	Check the following file permissions:

        Owner         Group
Permission

/etc/group          root             system group -rw- r-- r-- (644)

/etc/ttys or            root          system group -r-- --- --- (600) /

/etc/services        root          system group -rw- r-- r-- (644)

/etc/ftpusers        root          system group -rw- r-- r-- (644)

/etc/hosts.equi   root             system group -r-- --- --- (600) 

/etc/netgroup      root            system group  -r-- --- --- (600)

etc/default/login    root          system group -r-- --- --- (600)

/etc/security         root          system group -r-- --- --- (600)

/etc/inetd.conf or  root          system group -r-- --- --- (600)

/inet/inetd.conf     root           system group -r-- --- --- (600)

$HOME/.rhosts    root            system group  -r-- --- --- (600)

/etc/exports or     root          system group  -rw- r-- r-- (644)

/etc/dfs/dfstab     root           system group -rw- r-- r-- (644)

/etc/passwd     root             system group -rw- r-- r-- (644)

<shadow>          root            system group -r-- --- --- (600) 

/etc/hosts.lpd       root           system group -r-- --- --- (600)


	

	
	Check the to traps, path and umask settings in the global /etc/profile file for adequacy. 


	

	
	Inspect the users’s profile files for appropriateness of trap, umask and path settings.

Traps should be set to 1,2,3 at the beginning of the file.  The trap command is not available for the C Shell (/bin/csh).  Traps must be placed in all command files in the login sequence (/etc/profile - $HOME/.login $HOME/.profile) as well as any nested command procedures.

Unmask should be set to 027 or 022

The PATH variable, like DOS, sets the search path for command execution.  The PATH should be set to an appropriate value (e.g. /bin:/usr/bin:  /usr/lib:/etc)


	

	Administrator level access

	Administrator level or equivalent access is appropriately controlled
	Identify all users with the UID of 0.  These are root users and determine if it is appropriate for them to have this level of access.


	

	
	Run the command ‘find / -user root –perm –4000 –exec ls –l {} \;’ to list all suid root programs.  The programs run with root privileges and can be replaced with Trojans that will execute under root privileges. 

Ensure that: 

· The files are not world writable (or writable by and inappropriate group)

· The file locations look reasonable and are not located in a suspicious directory such as a users' home directory

· The administrator can vouch for the existence of all programs
· The systems administrator monitors the existence and changes to these programs on a regular basis
	

	Group profiles

	Ensure that groups are appropriately used and managed
	Review group memberships and ensure that they are appropriate.

Ensure all group memberships are appropriately authorized and recorded.


	

	Audit Logging and Review

	Appropriate audit logging and review procedures exist
	Ensure that the following auditing is in place and assess the adequacy of the review procedures:

· Failed login attempts

· Dormant user ids. 

· Rhost files
	Controls are adequate

	Developer access

	Developers do not have access to the production environment
	Ensure that developers are not allowed access to the production environment.  

Review the following:

· No development uids exist on the production server (if a separate server is used for production)

· No development groups exist on the production server (if a separate server is used for production)

· Developers are not members pf production groups and are confined to their groups (if production and development share the same server but must be on separate partitions)

· Review production application and data files and directory permissions to ensure that no developers have access to these


	


 /etc/passwd

/etc/shadow

/etc/group

/etc/ftpusers

/etc/inetd.conf

/etc/hosts.equiv

/etc/hosts.deny

/etc/hosts.allow

etc/profile

listing of any .rhosts files being used (run  find / -name .rhost - print)

Review contents of rhost files. 

output from running the command "last" or the /usr/adm/lastlog file

copy of the FTP banner telnet 127.0.0.1 21

copy of the SMTP banner. Telnet 127.0.0.1 25 > smtp.ban

5 user’s login files (whether .login, .profile or .cshrc)

/etc/default/login and etc/default/passwd

full listing of the /etc directory (ie ls-la /etc).

Etc/dfs/dsfstab permissions

A list of SUID root programs.  Issue as root find / -user root -perm -4000 -exec ls -l {} \; 

Do you need sendmail running on the system?

Production application and data files and directories permissions. 

