UNIX SYSTEM QUESTIONS
1. What is the business unit's "Risk Assessment level" for the UNIX devices?

2. Do the UNIX devices have modems installed?

3. If the currently installed O/S is not the most current version available, why was it not the latest? 

4. Can you verify that these operating systems have a valid (site license, individual copies, etc,) license?

5. How is the operating system software protected/stored.

6. How are the System Administrator notified or made aware that a new Service Pack or Hot Fix has been released by the vendor and may need to be installed?

7. Do the UNIX devices have virus software installed? 

8. If installed in what directory?

9. What is the current installed release level of the virus software?

10. What is the currently installed release of the DAT/Pattern file?

11. How are the DAT/Pattern files updated?

12. How often are the DAT/ Pattern files updated?

13. How many years experience do the System Administrators' have working within the UNIX environment?

14. What training have the System Administrators’ received in the UNIX environment?

15. How does the System Administrator keep up-to-date on new CERT, CIAC, vendor specific or similar advisories for the existence of new vulnerability monitored?

16. How are user accounts given (promoted, elevated, etc) to have administrative access privileges?
17. What user accounts have been given administrative access privileges on the UNIX devices?

18. Is there a periodic re-verification of privilege user accounts and user accounts by management?

19. If there was a review how was it conducted?

20. Does the System Administrative (ROOT) account password and user account passwords consist of 8 alphanumeric- characters?

21. Is the System Administrator (ROOT) password being changed every 45 days and are the user account passwords being changed every 64 days?

22. How can this be verified?

23. Is password change history is set at 12 iterations for the ROOT account and 6 for user accounts

24. Are user locked out after a number of invalid (5) access attempts? 

25. What policies and procedures do the System Administrators use for the UNIX Devices?

26. What documentation is required for a user to obtain an account on the UNIX devices?

27. Are initial passwords assigned to new accounts set to pre-expired, requiring the user to change the password upon the initial logon?

28. What process is used to ensures the person requesting that their password be "reset” is the authenticated, prior to resetting their password?
29. Are the UNIX devices producing audit logs?

30. Who has responsibility for monitoring/reviewing the audit logs for abnormal events?

31. How often the audit logs are reviewed?

32. Are audit logs are kept (or are available) for the past 6 months?
33. When are the entries in the audit logs overwritten?
34. Are the audit logs backed up?

35. If the audit logs are being backed up, how often?

36. Who has access (how are they secured) to the audit logs?

