
Unix Audit Script 
 
I have prepared a script which has to be run at the unix root prompt to get an output.  
Then the whole audit of unix system can be done out of the output generated by this 
script. 
 
 
I am forwarding this for publishing in the site as this will make the audit of unix system 
relatively easier.  The script which i am attaching to be made as a audit.sh file and run at 
unix root prompt 
 
 
Name   : P.R. Parthasarathy 
Date   : 15th April 2003 
email  : prpsarathy435@rediffmail.com 
 
 
Beginning of script : 
============================================================== 
 
banner " Processing.. " 
/tmp/out 
cd /etc 
banner "/etc/passwd" >> /tmp/out 
cat passwd >> /tmp/out 
banner "/etc/group " >> /tmp/out 
cat group >> /tmp/out 
banner "file permissions " >> /tmp/out 
ls -l inetd.conf ttytab services hosts.equiv hosts.lpd exports   
/etc/default/login /etc/passwd /etc/group /etc/shadow /usr/kvm/sys/ /etc/utmp /etc/state 
/etc/motd /etc/mtab /etc/syslog.pid /etc/sm etc/sm.bak /dev/mem /dev/kmem /dev/drum 
/usr/lib/uucp/Permi*>> /tmp/out 
ls -ld /etc /bin /usr/etc /usr/bin /tmp  /dev/null /dev/tty /dev/console >> /tmp/out 
banner " ftpusers" >> /tmp/out 
cat ftpusers >> /tmp/out 
banner "hosts.equiv" >> /tmp/out 
cat hosts.equiv >> /tmp/out 
banner " .rhosts" >> /tmp/out 
#find /. -name .rhosts -print >> /tmp/out 
cat /.rhosts >> /tmp/out 
banner " RC2/3" >> /tmp/out 
ls /etc/rc2.d >> /tmp/out 
ls /etc/rc3.d >> /tmp/out 
banner " Protocol" >> /tmp/out 
cat /etc/protocols >> /tmp/out 
banner " Services" >> /tmp/out 



ls /etc/services >> /tmp/out 
banner " .Profile" >> /tmp/out 
find /user -name .profile >> /tmp/out 
banner " Console " >> /tmp/out 
cat /etc/default/login >> /tmp/out 
banner " .exrc file" >> /tmp/out 
#find /. -name .exrc >> /tmp/out 
banner " Router" >> /tmp/out 
cat /etc/defaultrouter >> /tmp/out 
ls -l /etc/notrouter >> /tmp/out 
cat /etc/nsswitch.conf >> /tmp/out 
banner " Loginlog" >> /tmp/out 
cat /var/adm/loginlog >> /tmp/out 
=============================================================== 
 


