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1. User Account Risk

Exposure

NT comes with two default user accounts (Administrator and Guest).  The Administrator account does not comply with the lockout policy.  This is because someone could lock all of the accounts on the system, which would require a re-install of the operating system itself.  Because the Administrator account is vulnerable to a brute force password attack.  

Control

By buying and implementing the NT Resource Kit, a program called "passprop" can be installed which forces the Administrator account to be locked out according to the lockout policy as if it was a normal account.  Yet the Administrator account can still logon to the console.

2. Group Account Risk
Exposure

There are several default groups that are automatically installed with the NT operating system. Some of these groups are very powerful such as Administrators and Domain Admins.  The Administrators members can, for instance, change the password of the Administrator user account.  Each of these default groups and their members need to be reviewed to ensure that only proper privileges are granted to each group and that each group has only authorized members. 

Control

Review the NT2.DOC file on the magic diskette for recommended group rights.  Review membership of key groups to ensure that only authorized members are present.

3. Directory Rights
Exposure

NT's default install configuration sets the Everyone group with full control (RWXD) at the root directory level.  Since the Everyone group is a default group that each user participates within, every user on the system has full control at the root directory level.  Some of the subdirectories (folders) such as the security directory are further protected.  But many of the directories are open for an attack from a normal user account.  

Control

Look at the document of NT2.doc on your magic disk.  This has recommended settings for the directory privileges.  Microsoft also has published a white paper on the subject with recommended directory settings.  These settings are not perfect so work with your particular environment to ensure that you secure as much of the directories as possible unless access is really required.  

One note is that if you deny access to the Everyone group, NT will deny access to all users even the Administrator account.  So use deny sparingly.

4. Account Policy

Exposure

The account policy sets the authentication standards for the NT operating system.  NT's default settings are extremely weak.  

Control

Review the NT2.DOC file on your magic diskette as to the recommended settings.

5. Audit Policy
Exposure

NT's audit policies are set to no auditing as a default.

Control

Review the NT2.DOC file on your magic diskette as to the recommended settings.

6. User Rights Policy
Exposure

User Rights are special rights provided to individual users or groups.  User Rights provide global rights for job functions such as Backup authority.  Some of the User Rights are not fully defined which in this case the rights should not be granted to anyone.

Control

Review the NT2.DOC file on your magic diskette as to the recommended settings.

7. Services
Exposure

Services are not new.  Unix and other operating systems have had programs (services) that perform special functions.  These functions include programs such as File Transfer Protocol (ftp at socket 21), Web processing (http at socket 80), and Telnet (telnet at socket 23).  There are many others (over 6000) that can be installed.  Each of these services run programs that were written by a vendor.  These programs could be attacked and compromised.  Only authorized and security certified services should be running.

Control

Review all services (Control Settings, Services) and determine that only authorized and valid services are installed within the NT environment.

8. Regedt32.exe
Exposure

The Regedt32.exe program and the Regedit.exe (sixteen bit version) allow for direct changes to the NT registry.  The NT registry is a complete set of all NT settings and definitions.  Everything from user accounts and workstation configuration is stored in the Registry.  The Regedt32.exe and the Regedit.exe programs allow for the modification of the Registry values.  The default user rights on these programs are the Everyone group has full control.  These means that everyone can execute and change any registry value that they are authorized to change. 

Control

Change the permissions on the Regedt32.exe and Regedit.exe to read and execute (RX) for the Administrator Group only.

9. Trusted Systems
Exposure

Trusted systems within NT are difficult to administrate.  The Domain groups can be added to with new members without local administrator's knowledge.  The relationships can be become very confusing and may cause too much global access.

Control

Review all the trust relationships and determined that they are properly established and administrated.

10. HACK Attempts
Exposure

Many hack attempts have occurred in the past couple of years.  Each of these can be reviewed by accessing   http:\\www.microsoft.com\security.

HACKs

GetAdmin

Red Button

Password Hack

SYN attack

Control

Ensure that your operating system is up-to-date with the latest system patches.

