Technology Help Desk Review


	A
	Administrative Steps
	W/P Ref
	Done by/

Date

	
	
	
	

	A1
	Prepare the audit program for the area to be audited.
	
	

	
	
	
	

	A2
	Prepare a statement of scope and objectives.
	
	

	
	
	
	

	A3
	Obtain any prior year internal audit report and most recent quarterly follow-up status report.  Follow-up on all issues to ensure they were properly addressed. For closed issues verify the status is correct and for open issues document the current status.
	
	

	
	
	
	

	A4
	Document future audit considerations.
	
	

	
	
	
	

	A5
	Schedule a closing conference with the management team. At a minimum have all issues (both reportable and discussion) in report ready format. Document the attendees and pertinent comments or concerns in a memo.
	
	

	
	
	
	


	
	Reporting Steps
	W/P Ref
	Done by/

Date

	
	
	
	

	R1
	Prepare a draft report to be issued to the senior management with agreed upon dates for completed responses.  Input responses upon receipt.
	
	

	
	
	
	

	R2
	Prepare a final report to be issued to the Audit Committee, CEO, and all other applicable officers and management personnel as noted on the statement of scope and objectives.
	
	

	
	
	
	

	R3
	File copy of original management responses in Reporting section of workpapers.
	
	

	
	
	
	


	B
	Help Desk (HD) Administration and Management
	W/P Ref
	Done by/

Date

	B1
	Document the environment. Determine if Helpdesk operational procedures exist and include FAQ’s, scripts and procedures to access to a problem database. Evaluate if the operational procedures are kept current and updated to reflect changes in the environment.
	
	

	
	
	
	

	B2
	Determine if management has clearly defined/identified the following critical elements:

· Mission statement

· Services to be offered by the HD and a clear delineation of HD responsibilities and those of other support functions

· Management’s objectives for the HD functions

· The customers to which the HD provides a service

· Primary service goals
	
	

	
	
	
	

	B3
	Determine if operating service level expectations are in place and are reasonable. 

· Review and test Benchmarks and Key Performance Indicators to ensure accurate, reasonable, reliable, effective, and timely. 

· Ensure that adequate indicators exist and are measurable by management. 

· Ensure that action plans have been documented for results that do not meet standards.
	
	

	
	
	
	

	B4
	Determine if HD management has a communication mechanism to ensure that staff is aware of upcoming technical changes being rolled out to the community.
	
	

	
	
	
	

	B5
	Determine if HD management and staff receive adequate training and networking opportunities to keep abreast of industry trends, products, services, communication and technical skills and pertinent skills.
	
	

	
	
	
	

	B6
	Determine if management periodically performs any type of action to obtain feedback on the service image perceived by customers.
	
	

	B7
	Determine the level of expertise required by the staff.  Evaluate the type of training given to staff members:

· Training on systems support

· Communication skills

· Customer service 

· Stress Management
	
	


	C
	Operations
	W/P Ref
	Done by/

Date

	
	
	
	

	C1
	Determine if staffing is appropriately scheduled for peaks and valleys in customer demands. 
	
	

	
	
	
	

	C2
	Review and evaluate the overall processes followed by the HD. Evaluate the following areas:

· The routing and handling of incoming calls

· The registration, logging, tracking, escalation, and timely follow up on calls to ensure timely and complete resolution

· The prioritization and classification of requests 

· Validation of users for password resets. (Determine what procedures are followed by HD to authenticate the identity of callers prior to providing information)


	
	

	
	
	
	

	C3
	Review the controls in place to track and limit the purging, closing or archiving of user entries to only authorized individuals.
	
	

	
	
	
	


	D
	Logical Security
	W/P Ref
	Done by/

Date

	
	
	
	

	D1
	Review system access for all HD staff members. Determine if access is reasonable for their individual job functions.  Also, review the types of transactions that can be performed. Assess for the appropriateness of these transactions.


	
	

	
	
	
	

	D2
	Determine if any system logging (audit trails) of HD staff is enabled and reviewed.   Determine if problem resolution transactions have complete audit trails including HD members, date, time, and action taken.
	
	

	
	
	
	


	E
	Problem Management and Reporting
	W/P Ref
	Done by/

Date

	
	
	
	

	E1
	Determine the adequacy of the problem reporting as it relates to aging category.
	
	

	
	
	
	

	E2
	Document and evaluate the controls in place over assignment of reported problems, which cannot be resolved at the first tier. Evaluate the mechanisms in place to ensure that resolution is reported back to the HD personnel so that closure and follow-up take place in a timely manner.
	
	

	
	
	
	

	E3
	Evaluate mechanism in place to perform analysis of call data for evaluation of trends, training needs, (HD members and end users), root cause and development of enterprise-wide solutions.
	
	

	
	
	
	

	E4
	Determine if procedures exist for the timely monitoring of the clearance of customers’ queries.
	
	

	
	
	
	

	E5
	Determine if knowledge gained from assistance is maintained for future reference and communicated to the user community.
	
	

	
	
	
	

	
	
	
	


