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I.  Obtain the following:


- Organization chart


- Network configuration 


- List of system software installed and release/version number


- Standards and procedures for:



- naming conventions



- startup and shutdown procedures



- setting up users and assigning privileges



- computer operations



- network administration policies and use of FTP, UUCP connections to outside networks


- Documentation of users and groups in which they belong


- List of applications that run under UNIX


- List of production source and object modules


- Listing of the following files:



/.profile



/.cshrc



/.login



/etc/auto.master

if file automount is being used



/etc/auto.home

if file automount is being used



/etc/auto.###

if file automount is being used



/etc/aliases



/etc/dfs/dfstab



/etc/default/login



/etc/default/passwd



/etc/dumpdates



/etc/ethers



/etc/exports



/etc/group



/etc/hosts



/etc/hosts.equiv



/etc/inet/inetd.conf



/etc/motd



/etc/netgroups



/etc/passwd



/etc/profile, etc/cshrc, /etc/login  (if used)



/etc/services



/etc/security/audit_control
if the audit subsystem  is being used



/etc/security/audit_event

if the audit subsystem is being used



/etc/security/audit_class
 
if the audit subsystem is being used



/etc/shadow


if shadow password file if being used



/etc/vfstab



/var/adm/cron/at.allow



/var/adm/cron/cron.allow



/var/adm/cron/cron.deny



/var/adm/cron/at.deny



/var/adm/crontab/

any files in these directories



/usr/adm/messages



/etc/uucp/Permissions

if UUCP is active



/etc/uucp/Systems

if UUCP is active



/etc/lib/uucp/remote.unknown
if UUCP is active



/etc/login, /etc/profile, /etc/logout    default login/logout scripts 



system shutdown scripts



eeprom, sysdef -I, uname -a  listing


- Reports for unsuccessful login attempts for the last two months

II. Physical Security

A. Ensure that the Sun workstation and its connecting equipment are physically secure.

B. Using the eeprom command, determine that the configuration boot source is correct and appropriate

     (boot-device=disk and auto-boot?=true).

C. Determine that the function keys are not programmed for login or password information

D. Determine that time-out mechanism is installed (autologoff/autologout)

E. Determine that any mode/fax is protected and is in a secured location


To identify ports using dial up access review the /etc/ttydefs


Determine that the modem has an automatic disconnect feature if the telephone call gets


interrupted, if the caller logs out or the caller’s login process gets killed, or if the tip(1) or


cu (1) program is exited.

III.  System Initialization

A. Determine if the UNIX system software is the most current version.


The software version can be obtained through the uname -a command

B.  Determine that a documented inventory of system software is available and all vendor supplied software

      is supported.

C. Verify that a shadow password file is being used.


/etc/shadow

D. Confirm activation of the audit facility through the existence of /etc/security/audit_control and the 

     existence of the auditd daemon being started in the /etc/rc.local.



Review the audit parameters to ensure that they are set up properly

E. Check the umask value to ensure it is set as ‘027’

F. Examine the rc scripts that the system executes when it is booted as well as the file attributes of those

    scripts

G. Review the /etc/nsswitch.conf file and ensure that a logical configuration has been set up for NIS or NIS+


Also if NIS or NIS+ is being used verify on a sample basis that the client machines and the server


have the correct domain name has been defined in /etc/defaultdomain

H. Verify that users other than root do not have Write access to system directories.  Use the command


find / -type d -exec ls -ld {} \;


Pay special attention to the following directories



/



/bin



/usr



/usr/etc



/etc



/dev



/usr/lib



/export



/usr/sccs



/home



/var



/kernel



/var/admin



/lib



/var/crash



/opt



/var/spool/cron



/sbin



/var/spool/crontabs



/sys



/vol



/tmp

I. Determine if access is restricted to the crontab and the at commands


This can be accomplished by either listing users permitted to use the command in the file


/var/spool/cron/cron.allow and the /var/spool/cron/at.allow or in the list of user not permitted


to access the command in the file /var/spool/cron/cron.deny.


Note: if both files exist the cron.deny is ignored.

J. Verify that the root owned crontabs are only accessible by root.


/var/adm/cron/crontab

K. Verify that the automatic startup command scripts files are properly protected and that only valid entries

     are included within these files:



/etc/inittab



/etc/init.d



/sbin/rc#.d (where # equals run level



/etc/rc#.d   (linked to /sbin/rc#.d)

L. Determine that system “C” compilers are not located on the production machines.

IV. System Administration

A. Obtain a listing of all the user accounts


/etc/passwd  or NIS+ passwd


Determine that all users are authorized to signon to the system

B.  Obtain a listing of all group accounts


/etc/group  or NIS+ group table


Determine that all users within a group are properly authorized.

C. Determine that proper administration procedures are in effect.


Training


Procedures


Change Control

D. Using the following command to determine if any uids are being shared:


awk -f: ‘{if (priv == $3) print; priv = $3}’

E. Determine that Vendor access is properly restricted.


Review the /etc/passwd or passwd.domain_name (where NIS+ is being used) for vendor ids.


Verify that these ids are only enabled when needed and revoked after use.

F. Vendor supplied users and group ids.


Determine that most vendor supplied uids are set up to prevent login capability 



root

Restrict if possible



daemon

Restrict



bin

Restrict



sys

Restrict



uucp

Restrict if possible



noaccess
Restrict




nobody

Restrict



adm

Restrict if possible



lp

Restrict



listen

Restrict



nuucp

Restrict if possible



smtp

Restrict


Restriction can be accomplished by placing an “NP” in the password field.

G. Determine that the default profile for the system has the proper parameters



/etc/default/login




PATH settings   Determine if the path parameter is valid and not writable by 





              unauthorized users.






umask = 027

H. Determine that the assignments of home directories is properly established.



Scan the passwd file to see if users are assigned to a proper home directory.



Review the /etc/auto.home or auto_home_domain_name to ensure that the 



proper home directories are being assigned.

I. Ensure that root and system directories are properly protected and that only root has access to these 

   directories.

J. Password Controls


Verify that password rules are being followed and meet the minimum characteristics.



Password lengths


/etc/default/passwd



Password alpha/numeric - min/max



Password aging



Password attempts before lock out



Password dictionary check



Emergency passwords


Verify that the system terminates a logon attempt after three invalid passwords and the system


disables the ID after six invalid logon attempts.  Because this protection is not offered by SUN


system software, external security packages may be used for disabling of ids after successive


failed access attempts.


Note: Invalid successive login attempts of five or more will be logged to /usr/adm/messages if 


the following line is uncommented form /etc/syslog.conf



auth.notice  /usr/adm/messages

K. Root Signon


Verify that root is restricted to certain devices for signon.  Or that root can not directly signon but


must su to the root account.



Review /etc/default/su




To deny direct login of root on all devices, the following line should be 

                                                commented: 





CONSOLE=/dev/console

L. su logging


Verify su activity is logged and reviewed (especially su’s to root).  su activity will be logged if


the following entries are present in /etc/default/su



SULOG=/var/adm/messages



SYSLOG=YES

M. Adopted Programs


Ensure that all root owned setuid/setgid are authentic.

N. Determine if the chroot call is being used.  Sun provides a chroot front end program /usr/ete/choot 

     which executes the system call to restrict user’s access.  This call makes the directory specified appear

     as the root directory (/) to the user.

 O. Determine if the system administrators are restricting the user functionality through menu scripts which

     are called from the user’s .profile files.   These menus and submenus should have trap commands called 

     at the beginning of the .profile file to ensure CTRL-C and other keyboard interrupts are ignored.

P. Determine that all accounts have passwords.


awk -f: ‘$2 == “” (print)’ /etc/shadow > tempfile1 (NIS+ not used)


or


niscat passwd.domain_name (NIS+ is being used)


For C2 configured systems, all users should have an “NP” in the password field of the /etc/shadow

Q. Determine if the following command files are properly protected:


/bin
owned by root  with 755 permissions


/usr/bin


/


/lib


/usr/etc


/usr


/usr/lib


/etc


/usr/ucb

R. Login Files


Files such as /etc/logindevperm and /etc/ttydefs control various aspects of the login process.


Write access to these files should be restricted to an administrative account.


Obtain a copy and review a listing of /etc/ttydefs.



All ports should have an initial program of /urs/bin/login or similar

S. Crash Dump Files


In the event of a system crash, the contents of main memory are written to the file 



/var/adm/crash.vmcore.n (n is incremented with each instance)


The kernel image is written to



 /var/adm/crash.vmunix.n


The data in these files may be sensitive and should be appropriately restricted to root or adm 
accounts.

T. Backups


Ensure that system and application backups are taken on a regularly and consistent basis.




V. Network Security

Obtain a copy of the network diagram and compare it to the actual network structure.

A. Determine that only valid entries are included in the trusted host file:


$cat hosts.equiv

B. Verify that any admintool being used is properly secured by using the secure RPC.  This can be verified 

     by listing the contents of /etc/inet/inet.conf  which should look like:


/usr/sbin/inetd.conf admind -S2

C. Are password encrypted across the network?  Or is a Challenge and Response system being used such 

    as:


Kerberos


IBM’s DCE

D. Ensure that the following network files are properly protected:


/etc/exports

Validate the entries and do not use root= option if possible





Verify that the -access and the -secure options are present on





all filesystems named 


/etc/hosts


/etc/services


/etc/protocols


/etc/inetd.conf

/etc/inet/inetd.conf contains the active services on the network


/etc/netgroup

restrict to applications


/etc/hosts.equiv

Validate that the entries are local hosts  


/etc/ethers


/home/.rhost

remove any of these files or set the rlogin daemon (rlogind) has the





-l flag set. 


If NIS+ is being used, the listing can be obtained with the following command:



niscat  -h table.domain_name




E. UUCP


Determine if uucp is being used



Ensure that the uucp account is password controlled and that a separate uucp account



is established for each machine that requires access.



Review the /etc/uucp/Permission file for valid entries



Review the /etc/uucp/Systems file for valid entries

F. FTP


Verify that the File Transfer Protocol (FTP) is secured and that no Anonymous FTP accounts


exist.  If there is a business reason for the use of Anonymous FTP, ensure the following:



An asterisk is present in the password field for account, FTP



A home directory (e.g., /usr/ftp) has been defined for FTP. /Bin and /etc subdirectroies 



under this directory should be created.  The home directory should be owned by FTP



while the /bin and /etc subdirectories should be owned by root.  A public subdirectory



should also be created under the dome directory for placement and retrieval of 



transferred files.  FTP should only have write access to the public subdirectory and



if copies of password files are placed in the /etc subdirectory, the only account



listed should be that of FTP.

VI. User Security

A. Using a complete listing or a sample of the user accounts


Determine if their home directory is protected from unauthorized access



Permissions = rwxr-x---

B. Ownership


Determine that the files within the user’s directory are owned by the user.

C. Shell


Determine if the user has a valid entry point within the system.



Most users should be placed directly into an application by executing the application



from the user’s .profile or from the entry in the /etc/password file or as a start point for



the user with the execution of a startup program.

D. Critical Files


Review the user’s home directory for the following files:



.rhost



.netrc



These files contain data for logging into remote hosts for file transfer and remote access.


Review all .exrc files to ensure that they are not in world-writable directories such as /tmp.



These files should be located only in home directories.

E. User Profile


.profile


.login


.cshrc


.kshrc


.logout


Ensure that the .profile is properly protected and does not contain startup parameters that


conflict with the system startup parameters.

F. User Training


Determine that there is a process in place to educate users as to appropriate security procedures.

G. User Security Notification


Determine that the user is notified of the date and time of their last login.

VII. Library Protection

A. Review the production source and object libraries to ensure that only authorized personnel have rights

     to these files.

B. List any hidden files on the system


ls -lad .*

C. Review access rights to the following directories:


/etc

Only system administrative accounts (e.g. , root, bin, sys, daemon) should




have write access to the /etc subdirectories and files.


/dev

Should have permissions of 600 or 640 and owned by root or bin.


/dev/null 
File permissions of 666  (can have this)


/dev/tty

File permissions of 666  (can have this)

Device files should not exist outside the /dev directory:


find / \ ( -type b -o -type c \) -print

VIII. Audit Files


Audit files/parameters reside in /etc/security/ and log files reside in /etc/security/audit_control


Additional logging information is defined in /etc/inetd.conf.


System activity is logged in /var/adm directory


The audit id and root should be the only accounts with access to log files and parameters.

IX. Risk Analysis


Determine if system and application data is properly classified, organized, and documented 


according to levels of criticality or sensitivity.


Determine if encryption is used where appropriate.

X. Firewalls


Determine if a firewall is installed and ensure the following:



/etc/init.d/inetinit should be edited as follows




ndd -set /dev/ip ip_forwarding 0




/usr/sbin/in.routd -q




/usr/sbin/in.rdisc
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