Automation

Sattion 404 does not mandate automated solutions for internal control systems; it doesnt have
! Read why the cost of auditing manuial systems wall drive companies to ek automated
solutions.

ection 404 does not mandate that automated solutions must be used for IT internal
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comprehend the PCAOB standards for Section 404 audits you understand a SOX audit

will cost you more money if the controls being tested and evaluated are manual. This fact
alone should be sufficient motivation to consider automating your IT internal controls and testing
methodology. The more complex a business, the greater will be the need for automated
solutions. Each company's needs will be different. The automated solutions you select will
depend upon the complexity of your business not its size.

Automated controls are assumed to be functioning properly.

KEY TOPICS Manual controls are not. Because they rely on human

™  Automation judgement they are more prone to errors.
Of course it is perfectly acceptable to use manual controls as long

™ Manual controls

™ Audit Fees reliability of financial reporting. But will it be cost effective to do
™ Manageability so?

There are compelling reasons to automate as many of your internal controls as possible. Cost
effectiveness is one important driver. Manual controls are typically more expensive to perform
and maintain. Audit fees are sure to be higher with manual or semi automated controls.

Activity Costs

The use of e-mail systems for alerts, notifications and authorizations; hyperlinks to online
documentation repositories, spreadsheets instead of secured databases are indeed solutions
that many smaller companies are employing for Section 404 compliance.

The initial costs of these approaches may at first appear to be less than an automated
solution. However the activity costs associated with the management of this kind of
compliance system and the deficiency in security might negate the any cost savings.

Paragraph 105 of the PCAOB auditing standard has this to say about automated controls
and testing.

105. In determining the extent of procedures to perform, the auditor should design the

procedures to provide a high level of assurance that the control being tested is operating
effectively. In making this determination, the auditor should assess the following factors:
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FNature of the control. The auditor should subject manual controls to more extensive testing
than automated controls. In some circumstances, testing a single operation of an automated
control may be sufficient to obtain a high level of assurance that the control operated
effectively, provided that information technology general controls also are operating
effectively. For manual controls, sufficient evidence about the operating effectiveness of the
controls is obtained by evaluating multiple operations of the control and the results of each
operation. The auditor also should assess the complexity of the controls, the significance of
the judgments that must be made in connection with their operation, and the level of
competence of the person performing the controls that is necessary for the control to
operate effectively. As the complexity and level of judgment increase or the level of
competence of the person performing the control decreases, the extent of the auditor's
testing should increase.

FFrequency of operation. Generally, the more frequently a manual control operates, the more
operations of the control the auditor should test. For example, for a manual control that
operates in connection with each transaction, the auditor should test multiple operations of
the control over a sufficient period of time to obtain a high level of assurance that the
control operated effectively. For controls that operate less frequently, such as monthly
account UH FR Q F Lla@l Llcanirdls BVEY the period-end financial reporting process, the
auditor may test significantly fewer operations of the control. However, the auditor's
evaluation of each operation of controls operating less frequently is likely to be more
extensive. For example, when evaluating the operation of a monthly exception report, the
auditor should evaluate whether the judgments made with regard to the disposition of the
exceptions were appropriate and adequately supported.*

Automating IT General Controls

Migrating to more automated systems will be a slow process. It should happen only after a
good understanding of the advantages of a particular automated solution and the cost
benefits of implementation has been proven.

However, there are several areas regarding IT general controls that can be automated that
almost any company can benefit.

One of those areas is in Change Management/Control. Many companies use help desk
applications or spreadsheets to track changes to IT infrastructure and software. This is an
adequate solution but missing some of the benefits of a full blown change management
system.

1 Auditing Standard No. 2 2 An Audit of Internal Control Over Financial Reporting Performed in Conjunction with An
Audit of Financial Statements [Effective pursuant to SEC Release No. 34-49884; File No. PCAOB-2004-03, June 17, 2004]
http://www.pcaobus.org
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This is particularly true in regards to management and end user sign-off and workflow. An
automated change management solution has the ability to provide online repositories of
change control documentation and analysis reports

As your
compliance
process and
system
evolves, new

technologies | . . .
can be added | N€ reports these tools produce can not only provide systems security monitoring

ata and evaluation, but can be used as evidence for SOX security controls testing.

reasonable

ace that will L. . . .
P Because systems access security is an important part of Section 404 compliance. You
increase the

efficiency of might want to consider at some point implementing some of the newer alternatives
your available not only to decrease costs but also streamline access security management.
compliance S0Me of the technologies you might want to review include:

efforts

Another area is security vulnerability assessments. There are many scan tools
available which will work against operating systems and databases and check
various configurations including patch levels allowing for a security baseline to be
automatically provided.

X Biometric devices such as fingerprint readers.
x Single Sign-On
X Smart Cards

Currently fingerprint recognition is the most widely used method of biometric authentication
and one of the most cost effective. However it is the Iris scanning technologies that are the
most reliable at this time.

Other areas where automated solutions should be considered include;

Incident Response

Software versioning systems

Firewalls/ Intrusion Detection Systems
Monitoring Systems

Fraud and Error detection systems.
Compliance Tracking Software
Configuration Management

Help Desk

Data center physical security

File integrity checkers

Automated risk assessment applications.
Logging and tracking privileged, administrative and high level user accounts
Monitoring network events.

X X X X X X X X X X X X X
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x Security logs and auditing reporting tools.
x Alert systems.

What To Do First

Analyze the systems you already have in place.

Is there functionality available in those systems thatisn - W VZLWFKHG RQ ZKLFK FDQ E
compliance? Can modifications be made to existing systems that would be more cost

effective than a new purchase? Is compliance functionality available from vendors of your

existing systems that are designed for Section 404 compliance?

Many ERP systems provide additional modules available to use in conjunction with your

current ERP that provides necessary features to comply with Section 404. You would need

to contact your vendor and find out what they have available if WKH\ KDYHQ-W DOUH
contracted you.

Section 404 Automation

There is an array of compliance software applications available specifically designed for Sarbanes
Oxley Section 404 compliance

The design of these products range from simple workflow solutions to complex systems that
address every compliance task. Many provide control templates that can be used in creating a
key control matrix.

In evaluating whether any of the solutions are necessary for your company you must as you
would with any software acquisition, understand your requirements. Then research the
offerings.

However, it is probably better to wait until after your first audit before purchasing an
automated Sarbanes Oxley solution. For an SMB, many of these products will be overkill.

Prices for Sarbanes Oxley compliance software range in price from $15,000 to over
+RZ FRPSOH[ LV \RXU EXVLQHVV" KDW IHDWXUHV G|
to spend a lot to get what you need. Confine your research to the less expensive vendor
offerings. There are a few of these products that do just as good a job as the more expensive
solutions.

Workflow, testing and reporting internal control effectiveness are the three essential
capabilities you should look for when evaluating these types of solutions.

Because compliance will be a company wide effort with most employees involved you need
to automate the collaboration of those involved in order to complete this process in a timely
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and efficient manner. That is why workflow automation is so important to the success of
your compliance project.

Centralizing and standardizing testing methodology will be another challenge. Selecting a
solution that at the very least has either hyperlink capability to your document repository or
a database back end where you can store test plans and test results will greatly improve the
organization of all of this information.

ODQ\ 60%-V DQG ODUJH FRPSDQLHV HPSOR\ VSUHDGVKHH\
spreadsheet usually contains columns that identify for instance, a generic description of an

, 7 JHQHUDO FRQWURO D GHVFULSWLRQ RI WKH FRPSDQ\-V
of the test, who conducted the test, a description of the test activity, the test results and a

column for remediation if the control was found to be weak or non-existent.

In the case of a remediation the information recorded in this column usually contains a
description of the new design for the control, the date it will be implemented and who is
responsible for the remediation process.

Also there is usually a status update column to report any changes or significant issues with a
remediation effort.

Altemative solution:

If your company has a document management system with workflow functionality you
should be able to employ this system for your compliance effort. You do not need to
purchase an application specifically designed for Sarbanes Oxley compliance. The SEC has
not mandated that you do so.

However, if your business is very complex you might consider implementing one of these

solutions. Understand your requirements through careful analysis first, and then make your
decision.
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