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DETAILED TESTING STEPS

	STEP
	DESCRIPTION

	
	SECTION H.  SURVEY
OBJECTIVE: To update and distribute to the Department of Finance a survey in order to gather information on the acquisition and disposal of the defined elements of personal information.

	1. 
	Prepare a section conclusion.

	2.
	Prepare a survey in Word for distribution with the audit notification to the Finance Division Heads via the Director of Finance.

	3.
	Analyze survey results.  Based on the answers provided, assess the level of risk related to privacy protection within each Division of Finance and select for an internal control review those Divisions with significant levels of risk.

	
	SECTIONS I-K.  REVENUE DIVISION, TREASURY DIVISION and the PAYROLL SECTION of the ACCOUNTING DIVISION 

OBJECTIVE: To assess the adequacy of the system of internal controls surrounding the acquisition and disposal of personal information within the selected Divisions of Finance.  To test compliance with regulations and appropriate practices.

	1.
	Prepare a section conclusion.

	2.
	Walkthrough the Division's processes to acquire and dispose of personal information.  Document the process as well as the control strengths and weaknesses.

	3.
	Perform a physical security review. Document the results

	4.
	Perform a systems access review.  Document the results.

	5.
	Complete the General Questionnaire with the Division contact and follow-up the answers with observations where appropriate.

	6.
	Complete the Privacy Framework Questionnaire with the Division contact and follow-up the answers with observations where appropriate.

	7.
	Complete the COSO Internal Control Framework questionnaire with the Division contact and follow-up the answers with observations where appropriate


