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STANDARD AUDIT PROGRAM STEPS
Sections A thru G are Standard Audit Program Steps.

DETAILED AUDIT TESTING STEPS
	Section H. 

Objective:  To document the evaluation of the Security Rule Compliance Survey


	1.
	Prepare a Section Conclusion.


	2.
	Prepare the HIPAA Security Rule Survey.


	3.
	Distribute the HIPAA Security Rule Survey to agencies covered by HIPAA or whose services relate to the enterprise level, i.e., Information Technology.


	4.
	Evaluate the responses to the HIPAA Security Rule Survey for adequacy and preparing testing steps for Section I.


	Section I.

Objective:  To document the testing of the Security Rule Compliance for MHRS


	1.
	Prepare a Section Conclusion.


	2.
	Select key questions form the HIPAA Security Rule Survey for detail testing.

Perform the following Test Steps:



	3.
	Obtain and review the latest vulnerability assessment.


	4.
	Obtain evidence of regular reviews and by whom of information security activity including frequency of review for purposes of identifying security violations:

      - logins

      - file access

      - security incidents

(Applicable to operating, application, and network systems.)


	5.
	Determine who has been assigned responsibilities for security including:

      - ensuring security measures to protect data

      - ensuring individuals act accordingly in the protection of data



	6.
	Obtain and review procedures for reporting and handling security breaches.


	7.
	Obtain and document backup schedule, types of backups, retention, and location where they reside.


	8.
	Determine if backups are being tested.  If so, review evidence of last test.



	9.
	Obtain workstation acceptable use guidelines and observe that they are being followed.


	10.
	Obtain and review a copy of the Emergency Operations Plan (business Continuity Plan) and results of latest.



	11.
	Determine the external network links and ensure a Business Associate Agreement has been executed with each.



	12.
	Obtain workstation acceptable use guidelines and observe that they are being followed.


	13.
	Determine the process for the disposition of electronic data and hardware.


	14.
	Determine the process for removing electronic PHI from hardware prior to reuse.


	15.
	Obtain and review user ID policies.


	16.
	Obtain a list of users with access to MHRS data, their access capabilities (read, write, delete), and their role/responsibilities.



	17.
	Identify software and hardware tools that are being used to provide notification alerts for abnormal conditions.


	18.
	Describe procedures used for verifying identification of users online and offline.


	19.
	Verify that a retention policy for electronic PHI is in place and functioning that requires a retention period of six years.

	20.
	Evaluate results and determine if additional testing is needed.



	Section J.

Objective:  To document the HIPAA Security Rule Testing for GS



	1.
	Prepare a Section Conclusion.


	2.
	Select key questions from the HIPAA Security Rule Survey for detail testing.

Perform the following Test Steps:



	3.
	Obtain and review the latest vulnerability assessment.


	4.
	Determine who has been assigned responsibilities for security including:

       - ensuring security measures to protect data

       - ensuring individuals act accordingly in the protection of data



	5.
	Determine the external network links and ensure a Business Associate Agreement has been executed with each.



	6.
	Obtain workstation acceptable use guidelines and observe that they are being followed.



	7.
	Obtain and review user ID policies.



	8.
	Obtain a list of users with access to PHI data, their access capabilities (read, write, delete), and their role/responsibilities.



	9.
	Verify that a retention policy for electronic PHI is in place and functioning that requires a retention period of six years.


	10.
	Evaluate results and determine if additional testing is needed.



	Section K.

Objective:  to document the HIPAA Security Rule Compliance testing for IT



	1.
	Prepare a Section Conclusion.


	2.
	Select key questions from the HIPAA Security Rule Survey for detail testing.

Perform the following Test Steps:



	3.
	Determine who has been assigned responsibilities for security including:

        - ensuring security measures to protect data

        - ensuring individuals act accordingly in the protection of data



	4.
	Obtain and review procedures for reporting and handling security breaches.


	5.
	Obtain and review a copy of the Disaster Recovery Plan and results of last test.


	6.
	Obtain a list of technical evaluations relating to the systems and networks.



	7.
	Determine the process for the disposition of electronic data and hardware.



	8.
	Determine the process for removing electronic PHI from hardware prior to rescue.



	9.
	Determine if there are any shared IDs or non-unique IDs in use.  If so, indicate where used and the purpose.



	10
	Obtain and review Security Policies.


	11.
	Evaluate results and determine if additional testing is needed.




