	Internal Audit Assurance Strategy and Plans 
2002-2005


	Internal Audit Assurance Strategy and Plans 
2002-2005



Name


INTERNAL AUDIT SERVICES


NAME INTERNAL AUDIT ASSURANCE STRATEGY AND PLANS

2002-2005

INDEX

11.
Role of Internal Audit

2.
Introduction and Purpose of this Strategy
1
3.
Acknowledgements
1
4.
Audit Approach
2
5.
Audit Working Procedures and Practices
3
The Audit Toolbox
3
Audit Reporting
5
6.
Internal Audit Assistance in UWCN Risk Management
5
7.
Fee-Earning Work
5
8.
Links To Institute of Internal Auditors (IIA) and Other Bodies
6
9.
Staffing
6
10.
Operational Plan 2001/02
7
11.
Strategic Plan 2002/05
10
12.
Annex A – Key Risks
21
13.
Annex B - Audit Universe
29
14.
Annex C – Analysis of Systems and Risk
35

 

1. Role of Internal Audit

1.1. Internal Audit (IAS) is an independent and objective appraisal service within the University College.

1.2. Internal audit’s primary role is to provide an opinion to the Principal and Chief Executive, and to the Board of Governors via the Audit Committee, on risk management, control and governance, by measuring and evaluating the effectiveness of these controls and systems in achieving UWCN’s agreed objectives.

1.3. In addition, internal audit provides assurance to management on systems that they are responsible for and assist management in making improvements to these systems.

1.4. Risk management, control and governance comprise the policies, procedures and operations established to ensure:

· the achievement of objectives;

· the appropriate assessment of risk;

· the reliability of internal and external reporting and accountability processes;

· compliance with applicable laws and regulations; and

· compliance with the behavioural and ethical standards set for the organisation.

1.5. Internal audit also provides an independent and objective consultancy service specifically to help line management improve the organisation’s risk management, control and governance.  Such consultancy work contributes to the opinion which internal audit provides on risk management, control and governance.

1.6. Establishment and maintenance of the system of internal control remains the responsibility of management under the oversight of the Board of Governors.

2. Introduction and Purpose of this Strategy

2.1. Internal Audit are required to provide a service that complies with the Standards set out in the Government Internal Audit Manual (GIAM), the Higher Education Funding Council for Wales (HEFCW) Audit Code of Practice and the Standards, Guidelines and Code of Ethics of the Institute of Internal Auditors (IIA).

2.1. This document sets out Internal Audit’s proposed strategy for the delivery of  assurance to the Principal and Audit Committee on the framework of control operating in UWCN for the period 2002 to 2005.  

3. Acknowledgements

3.1. We would like to express our thanks to the staff in UWCN for their help and co-operation in the preparation of this document.

Audit Approach

Risk Analysis

3.2. Risk identification and assessment belongs to management.  They, not internal audit, are accountable for the economy, efficiency and effectiveness of risk management, control and governance.  It is therefore essential that the audit strategy is based on management’s risk priorities.  During 2001-02 UWCN, with the assistance of Internal Audit, has revised its approach to risk management. This approach provides UWCN with a structured methodology to identify, assess and manage risks to the achievement of their objectives.  

3.3. Internal Audit will seek to rely on management’s resulting risk analysis and evaluation to form the basis for this and future plans.  In this way IAS will be able to provide assurance to management on the key risks facing UWCN as well as assist in reducing those risks through its recommendations. 

3.4. As well as using UWCN’s risk assessment as the basis for its planning, IAS will undertake additional work to inform its approach.  We will take account of previous assessments of systems and processes in UWCN, the length of time since specific systems have been reviewed, our knowledge of the strengths, weaknesses, opportunities and threats (both internal and external) and other sources of assurance such as external audit.  

3.5. IAS will have to conduct an annual review of UWCN’s risk management process to ensure that it can continue to place reliance on management’s risk assessment as the basis for audit planning.

3.6. IAS will review its plans annually to take account of revisions in UWCN’s risk assessment, enable new developments to be taken into account and allow for the plan to be rolled forward appropriately. 

Audit Coverage

3.7. IAS’s overall audit objective is to provide UWCN’s Principal and Board of Governors with an opinion which is positive and reasonable.  Positive means that our opinion will be based on seeing evidence of adequate action.  Reasonable means that there will be sufficient evidence underpinning our opinion to make it reliable, but it is not guaranteed that systems will be error free.

3.8. When determining the coverage necessary to provide our assurance, IAS will apply the following considerations:

· UWCN’s risk management arrangements will have to be reviewed every year to confirm the validity of the analysis as the basis for planning;

· Some high risk areas require more frequent review;

· The need for audit coverage to encompass the whole range of risks which UWCN has identified as “key” to the achievement of its objectives;

· The need for an adequate range of non-key risks to be included to ensure our opinion is based on comprehensive coverage across UWCN;

· Historical knowledge of strengths and deficiencies in UWCN’s risk management, control and governance will inform our assessment of the level of audit coverage in certain areas;

· The need to audit projects and developments will be identified as they impact on UWCN’s risk management, control and governance processes;

· Changing processes are riskier than those that are well established, and will require increased audit coverage; 

· The extent to which IAS will rely on the work carried out by others, such as our External Auditors;

· Advice work carried out by IAS can contribute to the overall assurance provided.

3.9. Audit coverage will be achieved by a combination of strategic and operational audits.  Strategic audits will focus on the extent to which risk management, control and governance arrangements are well directed, whilst operational audits will cover the extent to which these arrangements are working in practice.

3.10. The audit approach and strategy are based on the following elements:

· A three year audit cycle;

· Audits at an operational level to be conducted over the audit cycle;

· Audit coverage will address the range of risks that UWCN identified as “key” to the achievement of objectives;

· Systems classified as low risk will not routinely be included in audit plans;

· Annual follow-up of the implementation of relevant actions;

· Annual assurance on financial controls UWCN.

Reliance on the Work of Others

3.11. Sharing of information between internal and external audit can avoid     duplication of effort and enhance knowledge of the whole system of risk management, control and governance for both parties.  IAS will work with external audit to develop practical processes for effective co-operation using the guidance set out in ‘Internal-External Audit Co-operation: A Good Practice Guide’. 

4. Audit Working Procedures and Practices

The Audit Toolbox

4.1. IAS may deploy the following range of audit reviews in the delivery of its plan: 

4.2. Corporate Governance
Definition
A high level overview covering UWCN’s key corporate systems.  

Application
Corporate level review will be conducted at least once during the lifetime of the plan.  

4.3. Systems Audit
Definition
A “full” audit in which every aspect and stage of the audited area is fully considered.  It will include review of both the design and operation of controls.  

Application
All critical and high risk systems will be subject to full systems audit at least once during the lifetime of the plan.

4.4. Compliance Audit
Definition
A summary review which tests compliance with established controls within a system.

Application
  Certain high risk systems that have been subject to a full system review during the period and where compliance failures would materially affect UWCN’s risk management, control and governance arrangements.

4.5. Key Controls Audit
Definition
 A limited review which tests compliance with key controls within a system.

Application
  Certain high or medium risk systems that have been subject to a full system review during the period and where non compliance in key aspects would materially affect UWCN’s risk management, control and governance arrangements.

4.6. Systems Development
Definition
Review of developing plans and designs for new systems and processes aimed at identifying potential weaknesses in control before the plans and designs are fully implemented.

Application
  Developments in UWCN’s information systems or significant changes to working practices will be subject to this kind of review.  

4.7. Analytical Review
Definition
This type of review is employed to complement systems audits.  It follows up on the critical controls identified in the last systems audit, and supplement this with a critical look at data and data relationships. 

Application
Usually used in areas where there is a high volume of transaction processing and allows a cross organisation view of critical controls.  

4.8. Follow-Up
Definition
Short review designed to revisit areas previously subject to audit.  It provides assurance that accepted recommendations in IAS reports have been implemented effectively resulting in improvements in the management of identified risks.

Application
All reviews conducted during the plan period will be subject to regular, appropriate follow-up action.

Audit Reporting

Assignment Level

4.9. IAS will prepare a written report summarising audit coverage, findings, recommendations for improvements in control (where appropriate) and an overall audit opinion on the system reviewed.  

Organisational Level

4.10. IAS will prepare regular progress reports to the Audit Committee, timed to co-incide with the programme of committee meetings.

4.11. The Internal Audit Manager will prepare an Annual Report summarising audit activity throughout the year and setting out his overall opinion on UWCN’s risk management, control and governance arrangements. 

Quality Assurance

Standards

4.12. IAS staff will be required to conduct all audit activity in accordance with the professional and ethical standards set out in the Government Internal Audit Standards and HEFCW Audit Code of Practice.  The UWCN Internal Audit Charter and Manual have been written to meet these standards and will be updated and maintained to reflect any future changes to the standards.

Performance Measures and Indicators

4.13. IAS has set out proposals to introduce a range of performance measures and indicators in its Charter. 

5. Internal Audit Assistance in UWCN Risk Management

5.1. Internal Audit have been closely involved in the review and re-launch of UWCN’s Risk Management process.  This has involved acting as a trainer, consultant and facilitator in the process whilst not taking ownership of the risk management process itself or the decisions made during its operation.

5.2. Internal Audit intends to continue this relationship both at a Corporate level and also in the planned further roll out of risk management to the Schools and Departments.  This benefits both Internal Audit in the assurance it can derive from this involvement and the University College by making use of the knowledge, skills and experience IAS has in this area.

5.3. This planned future involvement will be accounted for in the detailed plan.

6. Fee-Earning Work

6.1. Part of IAS’s agreed role is to recover some of its costs by providing fee earning services to customers external to UWCN.  In the past this has included work for other HE institutions and Local Authorities and this year has involved conducting a review for the National Assembly for Wales through their internal audit department.

6.2. It is planned to continue this work and develop it further where possible by making use of the Internal Auditor in this role as well as the Internal Audit Manager.

6.3. Planned targets for this year are:

· to continue to develop the relationship with the National Assembly internal audit department as a regular source of work and to position the Internal Auditor to provide work in this area in the future through training and development and a possible secondment.  At present we are being offered more work than we can fulfil;

· to identify further fee earning opportunities to supplement the work at the Assembly, concentrating where possible on higher fee earning areas such as Risk Management training and consultancy.  This will include making further contact with local HEI’s as well as exploring spin off work from the reviews carried out at the National Assembly for Wales.

6.4. It is anticipated that the new Internal Auditor, who takes up her post in September 2002, will provide little fee earning work in the first year as she develops her internal audit skills and experience and develops her role internal to UWCN.  However, it is anticipated to make greater use of her in this role in the future and this is reflected in the detailed plan.

6.5. At all times the priority of IAS will be the completion of the UWCN internal audit plan to allow us to provide adequate assurance to the Principal and Board of Governors on the framework of control.

7. Links To Institute of Internal Auditors (IIA) and Other Bodies

7.1. The Internal Audit Manager has taken on active roles within the Institute of Internal Auditors UK and Ireland by sitting on the Marketing Committee of the National body and on the South West Regional Committee.  This benefits UWCN by raising its profile, by ensuring that IAS are aware of the latest changes in internal audit and risk management, by influencing the development of the profession and making links with other Heads of Internal Audit allowing the sharing of information and developing sales leads.

7.2. IAS are also a corporate member of the Council of Higher Education Internal Auditors.  This is a specialist group affiliated to the IIA.  IAS attends their quarterly meetings and this again benefits UWCN as stated above.

7.3. The work involved in these activities makes minimal impact on the time available and has been accounted for in the plan.  Other, similar events will be identified and their benefits assessed as they arise.

8. Staffing

8.1. IAS will deploy staff with the appropriate skills, qualifications and experience to deliver the requirements set out in audit plans.  Their deployment will be controlled by the Internal Audit Manager.

8.2. A new Internal Auditor is due to commence employment from 24th September 2002.  She is a qualified accountant with several years external audit experience, latterly as a Senior Auditor with a firm of accountants.  As her experience is not directly related to internal audit there will be a need for some on the job and formal training.  This will be discussed and agreed between the Internal Audit Manager and the Internal Auditor.

8.3. The Internal Audit Manager will carry out further training in the field of IT Audit to further his knowledge in this area with an aim to completing the IIA’s specialist IT Audit paper (QICA) in July 2003.  

8.4. Further development for both the Internal Auditor and Internal Audit Manager will be agreed during the year and is likely to include attendance at relevant seminars and conferences to keep up to date with advances in the fields of internal audit and risk management and to ensure awareness of specific risks and issues facing the University College.

9. Operational Plan 2001/02

Introduction

9.1. Established internal audit practice had been to review all major systems within an organisation at least once over a fixed planning cycle, usually 3 to 5 years.   In accordance with this, IAS practice had been to agree a three year audit cycle with UWCN, based on a detailed audit needs assessment.  However, ongoing developments in the approach to Corporate Governance within the public sector, coupled with developments in the internal audit profession have resulted in organisations and internal audit practitioners reviewing their approach to planning and risk assessment.

9.2. IAS plans for 2002-03 reflect this changing environment. IAS agreed to assist, on a consultancy basis, in reviewing and implementing a risk management framework in UWCN, which it was agreed would also form the basis for IAS’s audit assurance strategy.

9.3. This consultancy work will inform the Internal Audit Manager’s annual opinion on the organisation’s risk management, control and governance arrangements.

9.4. The following is IAS planned work for 2002/03.  The plan states the name and description of the area of work and its planned timing.  It also states its relative priority.  In the event that IAS fall behind in the completion of the plan, due to unforeseen events, additional work or systems proving more complex than originally assessed, the low priority assignments will be moved to the following year.  The priority is set based on the relative risk of the systems under review as described in Annex C.

	
	Planned Reviews 2002/03/ Priority
	Description
	Planned 

Timing

	1. 
	Student Records Replacement System

Priority 1
	As stated in the Strategic Plan.
	On-going throughout the year.

	2. 
	Annual Review of Core Systems

Priority 1
	As stated in the Strategic Plan.

The full reviews of the core systems will be carried out simultaneously.
	Planning to start in October.

Review to be conducted in November and December 2002.  To complete in January 2003.

	
	Full Review of Core Systems
	
	

	3. 
	Finance Asset Management

Priority 1
	As stated in the Strategic Plan.
	Review to be conducted in November and December 2002.  To complete in January 2003.

	4. 
	Finance Cash and Bank

Priority 2
	As stated in the Strategic Plan.
	Review to be conducted in November and December 2002.  To complete in January 2003.

	5. 
	Finance Debtors

Priority 2
	As stated in the Strategic Plan.
	Review to be conducted in November and December 2002.  To complete in January 2003.

	6. 
	Follow-Up of Cleaning Services Review

Priority 3
	As stated in the Strategic Plan.
	October 2002

	7. 
	European Funding

Priority 2
	Planned assistance to Community University of the Valleys project to facilitate a self assessment of their operating procedures.
	October 02

	8. 
	Academic Standards

Priority 1
	As stated in the Strategic Plan.
	October/November 02

	9. 
	Corporate Governance

Priority 1
	As stated in the Strategic Plan.
	November/December 02

	10. 
	Intellectual Property Rights

Priority 2
	As stated in the Strategic Plan.
	January/February 03

	11. 
	Contingency Planning

Priority 2
	As stated in the Strategic Plan.
	January/February 03

	12. 
	Health and Safety

Priority 3
	As stated in the Strategic Plan.
	March 03

	13. 
	Learning Resources

Priority 1
	As stated in the Strategic Plan.
	March/April 03

	14. 
	IT/IS - Operating Systems

Priority 1
	As stated in the Strategic Plan.
	March 03

	15. 
	Franchising

Priority 1
	As stated in the Strategic Plan.
	April/May 03

	16. 
	Sports Centre

Priority 2
	As stated in the Strategic Plan.
	May 03

	17. 
	Risk Management

Priority 1
	As stated in the Strategic Plan.
	July 03

	
	Non-UWCN Assurance Work
	
	

	18. 
	Fee Earning Work

Priority 2
	As stated in the Strategic Plan.
	Short assignments to be fitted in throughout the work if time available.

Aim to carry out large assignments in summer 2003.

	19. 
	Attendance at IIA/CHEIA committees/events

Priority 3
	As stated in the Strategic Plan.
	Events occur quarterly throughout the year.

	20. 
	Training and Development

Priority 2
	As stated in the Strategic Plan.
	On-going throughout the year.

QICA exam in June 2003.

	21. 
	UWCN Risk Management

Priority 2
	As stated in the Strategic Plan.
	On-going throughout the year.

	22. 
	Recommendation Follow Up

Priority 1
	Tracking and follow up of recommendations issued by Internal Audit.
	Quarterly.

	23. 
	Annual Planning and Reporting

Priority 1
	As stated in the Strategic Plan.
	July/August 2003

	24. 
	Advice, Follow up and Contingency

Priority to be decided on a per case basis
	As stated in the Strategic Plan.
	As it occurs.


Strategic Plan 2002/05

Introduction

9.5. The basis for the development of this plan were the risks identified by UWCN as part of its risk management process and the mapping of those risks to UWCN’s systems. Annex A shows the key risks
 identified by UWCN and Annex B is a breakdown of the systems that exist within UWCN. 

9.6. The resulting tables identify our planned audit coverage for the period 2002-05.  Achievement of this plan will focus on UWCN’s identified risk priorities whilst ensuring a sufficient body of work across the full range of  UWCN’s operations.  Although planned audits have been mapped to UWCN’s key risks, the audit areas subject to review will also provide assurance on a wide range of non-key risks.  Table 1 details our proposed audit coverage over the period of the plan, and Table 2 maps this coverage to UWCN’s key risks, as identified by the Management Board.  

9.7. We have prioritised audit coverage based on the amount of risk the systems  represent to UWCN, IAS’s opinion on the stability of the system and the length of time since it was last reviewed.  The relative priority of the audits will change during the life of this plan as the relevant risks change, are managed by UWCN and IAS confidence in the management of those systems increases following review.  Annex C gives a summary of the risks covered by each suggested audit.  Further detail on the analysis carried out to reach this conclusion is available from Internal Audit.

9.8. The audits performed will consider the specific risks identified by the risk management process in addition to providing overall assurance on the system. 

9.9. The plan has been produced on the assumption that there will be a full time Internal Audit Manager and Internal Auditor in post throughout the period of this plan able to contribute 220 days each

Table 1:
Schedule of Audit Coverage 2002-05

	
	
	
	Audit Days

	Priority
	Planned Audits/ Level of Risk Risk Coverage
	Description
	Year 1
	Year 2
	Year 3

	1. 
	Academic Standards


	Full review of the controls operating that ensure that the courses and lecturing provided by ourselves and franchises are of optimum quality.
	30
	0
	0

	2. 
	Accommodation Services
	Full review of the controls that ensure that accommodation provided students and others are of sufficient quality.
	0
	25
	0

	3. 
	Annual Review of Core Systems
	Compliance and substantive testing to confirm the continuing operation of key controls operating over the core systems.

This review will be carried out annually and will incorporate the use of data interrogation as well as manual checks.

The reviews will provide management with assurance that the key controls within the core financial systems continue to operate effectively.

Additional days allocated in the first year to carry out a review of the audit approach to this area and to incorporate the use of data interrogation.
	30
	25
	25

	4. 
	Full Review of Core Systems
	During the 3 year life cycle of the plan each of the Core Financial Systems will be subject to full internal audit review in addition to the testing focussed annual review.

The reviews will provide management with an in depth assurance of the efficiency and effectiveness of the Core Financial Systems.
	0
	0
	0

	· 
	Finance Asset Management
	Full review of the controls that ensure that assets are effectively and securely held, used and disposed of, with sufficient, complete and accurate information available for incorporation into the financial accounts.
	5
	0
	0

	· 
	Finance Cash and Bank
	Full review of the controls that ensure that cash and bank accounts held by UWCN are held and used effectively and securely.
	5
	0
	0

	· 
	Finance Debtors
	Full review of the controls that ensure that credit control is working effectively and debts are identified and promptly resolved.
	5
	0
	0

	· 
	Finance Creditors
	Full review of the controls that ensure that payments to UWCN’s creditors are accurate and timely, and that the payment mechanisms are secure and efficient.
	0
	0
	5

	· 
	Finance Financial Accounting
	Full review of the controls that ensure that UWCN’s financial accounts are prepared using accurate, complete and timely information and that appropriate accounting procedures, methods and standards are applied.
	0
	5
	0

	· 
	Finance Income
	Full review of the controls that ensure that funds due to UWCN are promptly and securely collected.
	0
	0
	5

	· 
	Finance Management Accounts
	Full review of the controls that ensure that UWCNs management accounts are prepared using accurate, complete and timely information and that subsequent reports meet the needs of UWCN and are themselves accurate, complete and timely.  Full review of the controls operating over the corporate and departmental budgeting process to ensure that UWCN accurately predicts its financial requirements, sets budgets effectively and adequately manages those budgets.
	0
	10
	0

	· 
	Finance Other
	Full review of the controls that ensure that UWCN’s insurance, tax and VAT are appropriately managed.
	0
	0
	5

	· 
	Finance Payroll
	Full review of the controls that ensure that UWCN’s payroll is accurately and securely paid to legitimate employees.
	0
	0
	5

	· 
	Finance Procurement
	Full review of the controls that ensure that UWCN achieves value for money from its procurement of goods and services and that the procurement process is efficient and effective.
	0
	5
	0

	· 
	Finance Treasury Management
	Full review of the controls that ensure that UWCN’s investments and financing achieves value for money and is secure.
	0
	5
	0

	5. 
	Building and Grounds Maintenance
	Full review of the controls that ensure that UWCN’s buildings and estates are efficiently and effectively maintained.
	0
	0
	15

	6. 
	Capital Works
	Full review of the controls that ensure that capital projects best meet UWCN’s needs, are planned and executed to budget and time and represent value for money.
	0
	0
	25

	7. 
	Catering
	Full review of the controls that ensure that UWCN’s catering facilities meet the objectives of the University College, satisfy the expectations of its customers and offers value for money.
	0
	20
	0

	8. 
	Conference Management
	Full review of the controls that ensure the use of conference facilities is optimised and that events are efficiently and effectively organised and conducted.
	0
	20
	0

	9. 
	Contingency Planning
	Full review of the controls that ensure that UWCN is able to quickly and effectively continue operations and return to normality in the event of a disaster.
	10
	0
	0

	10. 
	Corporate Governance
	A full review of the Corporate Governance mechanisms and structures will be carried out once during the life of the plan.  This will be supplemented with annual reviews of risk management.

The review will provide management with assurance that key controls operating over the governance and probity of UWCN are effective.
	25
	0
	0

	11. 
	Corporate Planning
	Full review of the controls that ensure that UWCN makes effective corporate and operational decisions, effectively communicates its decisions to staff and other stakeholders and is able to take prompt and effective action in light of changes to its environment or variation from its planned activity. 
	0
	30
	0

	12. 
	Estates Strategy
	Full review of the controls that ensure that the future needs of UWCN’s building, estate and utilities will be met. 
	0
	0
	25

	13. 
	European Funding
	Full review of the controls that ensure that UWCN makes optimum use of European funding and complies with the requirements of that funding.

It is also likely that further on-going advice will be given in this area.  
	15
	0
	25

	14. 
	Follow-Up of Cleaning Services Review
	Limited compliance testing at the request of the Audit Committee to give assurance that the recommendations of the Cleaning Services review have been implemented.
	5
	0
	0

	15. 
	Franchising
	Full review of the controls that ensure that UWCN makes optimum use of franchising opportunities in the UK and abroad and that the standards and conduct of such partner institutions meets UWCN expectations.
	30
	0
	0

	16. 
	Health and Safety
	Full review of the controls that ensure that the health and safety of UWCN staff and students is protected as far as is possible and that relevant legislation is complied with.
	15
	0
	0

	17. 
	Human Resources
	Full review of the controls that ensure that UWCN has sufficient staff with the required skills and experience to meet its objectives.
	0
	0
	25

	18. 
	IT/IS - Installation
	Full review of the controls that ensure the computer systems, hardware and installation activity operate in a controlled, secure and managed environment.
	0
	15
	0

	19. 
	Intellectual Property Rights
	Full review of the controls that ensure that UWCN’s intellectual property is effectively exploited and protected.
	20
	0
	0

	20. 
	Learning Resources
	Full review of the controls that ensure that students of UWCN have access to sufficient learning material and support.
	25
	0
	0

	21. 
	IT/IS - Networks
	Full review of the controls that ensure that UWCN’s network is effecitve, robust and secure.
	0
	0
	15

	22. 
	IT/IS - Operating Systems
	Full review of the controls that ensure that UWCN’s PC operating systems are effective, robust and secure.
	15
	0
	0

	23. 
	IT/IS - PC Controls
	Full review of the controls that ensure that UWCN staff and students have sufficient support and training to carry out their work, have sufficient hardware and software and have an effective, robust and secure electronic environment in which to operate.
	0
	0
	15

	24. 
	IT/IS - Procurement and Development of Information Systems
	Full review of the controls that ensure that information systems and procured, developed by UWCN best meet the needs of the University College, represent value for money and are effectively implemented.
	0
	0
	20

	25. 
	Research
	Full review of the controls that ensure that UWCN maximises its research potential in support of Corporate Objectives.
	0
	25
	0

	26. 
	Resource Management
	Full review of the controls that ensure that the usage of UWCN’s rooms is optimised and HEFCW targets met.
	0
	25
	0

	27. 
	Risk Management
	An annual review will be made of the risk management process to ensure that it continues to operate effectively.  The review will focus on ensuring that risks continue to be identified, assessed and managed throughout UWCN.

The review will be supplemented by a full review of Corporate Governance which will consider the on-going effectiveness of the process in more detail and in comparison to best practice.

The review will provide management with assurance that the risk management process continues to be robust and to allow internal audit to place reliance on the risk management process in providing direction for its work.
	5
	5
	15

	28. 
	Sales and Marketing and Public Relations
	Full review of the controls that ensure that UWCN’s courses and fee earning activities effectively meet the demands of their respective markets and are optimally priced and promoted.  Also the controls that ensure that optimal relations are maintained between UWCN, its stakeholders and the public in general.
	0
	0
	25

	29. 
	Sports Centre
	Full review of the controls that ensure that UWCN’s sports facilities meet the demands of students, staff and other customers, income levels are optimised and the health and safety of staff, students and other customers is safeguarded.
	20
	0
	0

	30. 
	Student Records
	Full review of the controls that ensure that student records are accurately and completely captured, stored and reported and that access is secure and effective. 
	0
	35
	0

	31. 
	Student Records Replacement System
	On-going systems development review to provide assurance that controls are operating that will ensure that the replacement student records system selects the optimum replacement that best represents value for money, that system will be efficiently and effectively procured, developed and implemented, and financial budgets and time targets will be met.
	20
	20
	20


	
	Non-UWCN Assurance Work
	0
	0
	0

	32. 
	Fee Earning Work
	Time set aside will be used to identify, win and deliver fee-earning work on behalf of UWCN.

Initially this will primarily be supplied by the Internal Audit Manager but it is planned to include the services of the Internal Auditor in future years.

Initial targets will be to supply further work for the National Assembly for Wales Internal Audit Services and further develop this relationship.  Beyond this additional  targets will include other local HEIs and possible spin off work from Assembly internal audit assignments.  Additional work will focus on high fee earning areas such as risk management training and consultancy.
	30
	50
	50

	33. 
	Attendance at IIA/CHEIA committees/events
	Attendance at these events raises the profile of UWCN, ensures that IAS is aware of the latest developments in the fields of Internal Audit and Risk Management, allows us to influence developments in the profession and provides possible contacts for fee earning work.
	15
	15
	15

	34. 
	Training and Development
	To ensure that IAS continues to maximise the service it provides to UWCN and fee earning clients requires that its staff continue to develop their skills and experiences.

The Internal Auditor has come from an external audit background.  So while she will not require further training to acquire professional qualifications, some on the job training and courses will be required in the first year to develop as an internal auditor.  This has a time implication on both the Internal Auditor and the Internal Audit Manager.

The Internal Audit Manager is also undertaking to complete the IIA’s specialist IT Audit paper (QICA) in June 2003.  This is being undertaken using IIA study guides and builds on knowledge already obtained as part of his current professional qualifications.

Further development opportunities for the Internal Audit Manager and Internal Auditor will be identified and agreed in year.
	40
	25
	25

	35. 
	UWCN Risk Management
	IAS will continue to provide assistance in UWCN’s risk management process by providing training, facilitation and advice.  This is expected to expand to the Schools and Departments following its integration at a corporate level.
	10
	10
	10

	36. 
	Annual Planning and Reporting
	The Strategic and Operational Plans will be reviewed annually to ensure that they continue to cover the key risks facing the University College.

A report is produced annually to the Audit Committee and Board of Governors giving assurance over the framework of control and reporting on Internal Audit’s in year activity.
	5
	5
	5

	37. 
	Advice, Follow up and Contingency
	Further advice and guidance will be provided to Schools and Departments as required throughout the year.  IAS may also be called upon to carry out specific reviews during the year.

This contingency also provides scope to expand the work conducted on audits already planned during the year should the need arise.
	59
	63
	62

	
	Total Audit Days
	440
	440
	440


Table 2:
IAS Approach to the audit of UWCN’s Corporate Risks

The following table maps the planned audit coverage for the next three years to the Corporate Risks identified by PMG.  This demonstrates how Internal Audit will assist management in the reduction of these risks by reviewing the systems through which they are managed and making recommendations to improve those systems.


UWCN Corporate Risks
Audit Approach

	Risk Code
	RiskArea 
	Total Risk
	Prob
	Imp
	
	Planned Coverage
	Year

	4
	Government Policy
	
	
	
	
	Corporate Governance

Sales and Marketing and Public Relations

Corporate Planning
	2002-03

2004-05

2003-04

	13
	Activities of staff or students.
	
	
	
	
	Corporate Governance

Human Resources
	2002-03

2004-05

	11
	Retention of key staff
	
	
	
	
	Human Resources
	2004-05

	9
	Recruitment of staff
	
	
	
	
	Human Resources

Core Systems
	2004-05

Annual

	7
	Admin and support - Information Systems
	
	
	
	
	Procurement and Development of Information Systems

Student Records Replacement System
	2004-05


On-going

	5
	Attaining Constituent Institution Status
	
	
	
	
	Corporate Governance

Research
	2002-03

2002-03

	1
	Home and EU Student Numbers
	
	
	
	
	Sales and Marketing and Public Relations

Academic Standards

Franchising
	2004-05

2002-03

2003-04

	15
	Research Strategy
	
	
	
	
	Research

Corporate Planning
	2002-03

2003-04

	6
	Competitor Activity
	
	
	
	
	Corporate Planning

Sales and Marketing and Public Relations
	2003-04

2004-05

	16
	Utility Service
	
	
	
	
	Estates Strategy
	2004-05

	8
	Staff Relationships
	
	
	
	
	Human Resources
	2004-05

	2
	Academic Quality and Standards
	
	
	
	
	Academic Standards

Franchising
	2002-03

2003-04

	3
	Financial Resources
	
	
	
	
	Core Systems

Finance Management Accounts 

Finance Treasury Management
	Annual

2003-04

2003-04

	23
	Franchise Student Numbers
	
	
	
	
	Franchising
	2003-04

	21
	Strategic Management Decisions
	
	
	
	
	Corporate Governance

Corporate Planning
	2002-03

2003-05

	27
	Admin and Support – Manual Systems
	
	
	
	
	Various
	

	14
	Terrorism
	
	
	
	
	Contingency Planning
	2002-02

	10
	Health and Safety
	
	
	
	
	Health and Safety

Corporate Governance
	2002-02

2002-03

	12
	Governance Mechanisms/Probity
	
	
	
	
	Corporate Governance

Core Systems
	2002-03

Annual

	18
	Intellectual Property Rights
	
	
	
	
	Intellectual Property Rights
	2002-03

	24
	Short Course Numbers
	
	
	
	
	Sales and Marketing
	2004-05

	25
	Student Debt
	
	
	
	
	Core Systems

Finance Debtors
	Annual

2002-03

	22
	International Student Numbers
	
	
	
	
	Sales and Marketing

Corporate Planning

Franchising
	2004-05

2003-04

2003-04


10. Annex A – Key Risks

Internal Audit provided a consultancy and facilitation service to UWCN to assist in the development of the risk management process and their initial brainstorming and assessment of risks.  This initially resulted in the identification of 23 risks by the Management Board.  Further work is planned for next year to expand this process to include active risk management by the specific schools and departments of the University College.  These will be considered in future internal audit plans.  Following assessment of these risks the Management Board identified the key risks that they would focus on
.  

Details of those risks follow in this annex and help inform the preparation of this strategy.

REMOVED - CONFIDENTIAL

11. Annex B - Audit Universe

The following are the key identified systems that make up the University Colleges operations

	Auditable Unit (System)

	Control Environment

	Governance - Compliance with Good Practice

	Monitoring of Executive Management

	Register of Interests

	Committee and Board Organisation and Administration

	Legal Office

	Financial Regulations

	Policies and Procedures

	Compliance with Funding Council Memorandum

	Fraud Policy

	Whistleblowing

	Risk Management

	Relationships with external bodies, including NAfW and HEFCW

	Complaints

	Corporate Planning

	Strategic Planning

	Organisational Structure

	Resource Allocation

	Performance Monitoring and Review

	VFM Strategy and Planning

	Risk Management

	Identification and Assessment

	Contingency Planning

	IS / IT Planning and Organisation

	Information Strategy

	IT Strategy

	Data Protection Act Compliance

	IT Policies

	IT Project Management

	IS/IT Acquisition and Implementation

	Automated Solutions Identification

	Application Software

	Technology Infrastructure

	Systems Development Methodologies

	Systems Installation & Accreditation

	Change Management

	Equipment Acquisition

	Installation Review

	IS/IT Delivery and Support

	Performance & Capacity Planning

	Service Continuity

	Equipment Maintenance

	Systems Security

	Access Control

	User Education & Training

	IT Customer Support

	Configuration Management

	Problem Management

	Database Management

	Facilities Management

	Data Control and Operations Management

	Systems Software Management

	Network Management and Control

	End-user Developed Systems

	IS/IT Monitoring

	Process Monitoring

	Performance Monitoring

	Acceptable Use Policy

	Equipment Inventory Management

	Software Inventory Management and Licence Control

	IS/IT Developing Systems

	Student Records Replacement System

	Other key systems as identified

	Estates

	Strategy, Policy & Management

	Estates Property Management

	Acquisition/Disposal of Land & Buildings

	Space Management/ Timetabling

	Rent/Rates/Leases

	Energy, Utilities Management

	Car Parking

	Minor Works

	Maintenance of Premises

	Services Maintenance

	Emergency Procedures

	Stores

	Grounds Maintenance

	Capital Projects

	Project Planning, Design & Appraisal

	Project Control

	Capital Contracts

	Capital Financing Charges

	Asset Management

	Acquisition

	Accounting

	Asset Register

	Stores & Stocktaking

	Disposal of Furniture & Equipment

	Assets on Loan / Use by Staff

	Old / Valuable Assets and Artworks

	Procurement

	Purchasing Policy & Management

	Purchasing Procedures

	Tendering Procedures

	Low Value Orders

	Supplier Contracts/ Service Agreements

	Vehicle Purchasing/ Leasing & Hire

	Capital Equipment Purchases

	Goods Receiving

	Purchasing Management Information

	Finance

	Strategy

	Financial Planning

	Finance Income

	Funding Council Grants, Access Funds & other Grants

	Endowments, Trust Funds

	Research Grants

	European Union  and ESF Grants

	Contracts, Consultancy & Overhead Recovery

	Tuition Fees

	Accommodation Fees

	Finance Debtors

	Policy & Management

	Credit Management

	Student Debtors

	Sundry Debtors

	Debt Accounting & Collection

	Debt Review & Write off

	Finance Expenditure

	Payments to suppliers

	Reimbursement of Expenses

	Cheque Control

	BACS Payments and Controls

	Finance Cash & Banking

	Cash Office Accounting Procedures

	Cash Collection & Till Management

	Cash Security & Banking Procedures

	Petty cash & Imprests

	Post Opening Procedures

	Foreign Currency/ECU Accounting Policy & Practices

	Banking Arrangements

	Bank Account Reconciliations

	Finance Treasury Management

	Short Term Investments/Loans

	Trust Funds/Long Term Investments

	Capital Loans/Other Financing

	Finance Management Accounting

	Preparation of Year End Accounts

	Management Accounting System

	Control & Reconciliation Accounts

	Financial Management Information Systems

	Budget Preparation

	Budgetary Control & Forecasting

	External Returns and Certification

	Finance Financial Accounting

	Accounting Policy & General Ledger Operations

	Journal Transfers & Internal Invoices

	Suspense & Control Accounts

	Finance Other

	Insurance

	Tax Management

	VAT Accounting and Management

	Personnel and Payroll

	Organisation & Management

	Human Resources Strategy

	Staff Planning & Control

	Recruitment, Appointment, Induction and Probation

	Employment Contracts and Job Descriptions

	Staff Training & Development

	Welfare, Discipline, Industrial Relations

	Salary Review, Promotion Procedures

	Starters/Amendments/Resignations & Retirements

	Pay Negotiations

	Annual Leave

	Staff Benefits

	Hospitality and Gifts

	Voluntary Severance/Early Retirement/Redundancy

	Health and Safety

	Occupational Health

	Equal Opportunities

	Payroll - Weekly, Monthly, Temps, Casuals

	Payment Methods: BACS, Cheque, Cash

	Overtime/Other Additions

	Sickness, Maternity, and other absences

	PAYE & NI

	Staff Loans and other Deductions

	Part-time, Visiting Lecturers

	Pensions Administration

	Support Services

	Security

	Caretaking & Portering

	Cleaning

	Telecommunications

	Central Filing and Archives Management

	Postal Services

	Vehicle Fleet Management

	Reprographics

	Audio Visual Services

	Day Nursery

	Photographic & Illustration

	Academic Systems

	Teaching Quality Assurance Arrangements

	Research Assessment Exercise

	Curriculum Planning and Development

	Course Development & Review

	Franchising

	Chemical, Biological, Radiation Safety

	Library

	Planning & Resource Allocation, Budgeting

	Purchasing & Stock Control

	Fees & Fines

	Access to Databases

	Student Systems

	Planning Student Numbers

	Student Records & Enrolment

	Student Tuition Fees

	Bursaries and Fees Assistance

	Examinations

	Awards and Course Certification

	Graduation Ceremonies

	Credit Accumulation and Transfer

	Research Degree Records

	Registry Archive Management

	Validation of Other Institutions

	HESA Returns

	Management Information and Statistics

	Courses Database

	Health/Welfare/Counselling

	Careers Office

	Departmental/School Audits

	Strategic Planning

	Budgeting

	Research Grant Project Management

	Short Courses and Summer Schools

	Field Courses and Other Visits

	Residences

	Management of Halls, Head Tenancies, Catering

	Room Allocations & Occupancy Rates

	Receipt & Return of Deposits

	Catering

	Strategy &  Management Control

	Purchase & Stock Control

	Charging Policy & Procedures

	Cash & Credit Sales

	Vending, Cash Machines & Gaming Machines

	Conferences

	Conference Office

	Third Mission Activities

	Consultancies

	IPR Protection & Royalties

	Applied Research

	Contracts

	Franchising

	Management

	Contracts

	Academic Quality Review

	Costing and Cost Recovery

	External Development Activities

	External Affairs

	Marketing and Promotion

	Public Relations

	International Liaison

	Schools & Colleges Liaison

	Students' Union

	Governance and Management

	Bar Management

	Event Management

	General Funds

	Shop

	Sportsgrounds/Sports Centre

	Management

	Income and Cost Recovery

	Environmental

	Policy & Management

	Disposal of waste


12.  Annex C – Analysis of Systems and Risk

An assessment was carried out by Internal Audit of the key risks that apply to each system identified in as operating in UWCN.  Each of those was then assessed as to their overall risk to UWCN.  The key driver for making this assessment was the risk profile produced by PMG.  It also considered the length of time since internal audit last reported in that area and the opinion given at that time and internal audit’s knowledge of each system and any strengths, weaknesses, opportunities or threats that we are aware of affecting those systems, both internal and external to the University College.

Risk levels were graded between 1 and 8 with 1 representing Low risk, 4 representing Medium risk, 6 as High Risk and 8 as Critical Risk.

A full document of this process is available from Internal Audit.

Each of these systems was then mapped to a proposed Internal Audit.  The following shows the coverage of systems and risks for each proposed Audit.

System and Risk Coverage

	Audit
	Total Risk Coverage
	Number of Systems Covered
	Average Risk of Systems
	Highest Risk System
	Include in Audit Plan?
	Last Reviewed
	Notes

	Student Records Replacement Review
	
	
	
	
	Y
	
	

	Sales and Marketing
	
	
	
	
	Y
	2002
	

	Corporate Planning
	
	
	
	
	Y
	2001
	

	Academic Standards
	
	
	
	
	Y
	
	

	Student Records
	
	
	
	
	Y
	2000
	

	Procurement and Development of Information Systems
	
	
	
	
	Y
	2002
	

	Conference Management
	
	
	
	
	Y
	
	

	Contingency Planning
	
	
	
	
	Y
	
	

	IPR
	
	
	
	
	Y
	
	

	Human Resources
	
	
	
	
	Y
	2001
	

	Installation
	
	
	
	
	Y
	2001
	

	Estates Strategy
	
	
	
	
	Y
	2001
	

	External Affairs and PR
	
	
	
	
	N
	2002
	Incorporate into Sales and Marketing

	Franchising
	
	
	
	
	Y
	
	

	Operating Systems
	
	
	
	
	Y
	
	

	Resource Management
	
	
	
	
	Y
	2000
	

	Risk Management
	
	
	
	
	Y
	2002
	

	Sports Centre
	
	
	
	
	Y
	2001
	

	Corporate Governance
	
	
	
	
	Y
	2001
	Includes coverage of the Highest risk identified by PMG – Government Policy

	PC Controls
	
	
	
	
	Y
	2002
	

	IT Operations
	
	
	
	
	Y
	2001
	

	Finance Management Accounts
	
	
	
	
	Y
	2002
	Also covered by Core Systems

	Networks
	
	
	
	
	Y
	2001
	

	Research
	
	
	
	
	Y
	
	

	Building and Grounds Maintenance
	
	
	
	
	Y
	2002
	

	Capital Works
	
	
	
	
	Y
	2001
	

	Accomodation Services
	
	
	
	
	Y
	
	

	Finance Asset Management
	
	
	
	
	Y
	2002
	Also covered by Core Systems

	Learning Resources
	
	
	
	
	Y
	
	

	Catering
	
	
	
	
	Y
	2002
	Finance element covered by Core Systems

	Finance Payroll
	
	
	
	
	Y
	2002
	Also covered by Core Systems

	European Funding
	
	
	
	
	Y
	2002
	

	Finance Financial Accounting
	
	
	
	
	Y
	2002
	Also covered by Core Systems

	Finance Treasury Management
	
	
	
	
	Y
	2002
	Also covered by Core Systems

	Finance Procurement
	
	
	
	
	Y
	2002
	Also covered by Core Systems

	Finance Income
	
	
	
	
	Y
	2002
	Also covered by Core Systems

	Finance Cash and Bank
	
	
	
	
	Y
	2002
	Also covered by Core Systems

	Finance Other
	
	
	
	
	Y
	2002
	Also covered by Core Systems

	Health and Safety
	
	
	
	
	Y
	
	

	Students Union
	
	
	
	
	N
	2001
	Financial controls included within Core Systems

	Finance Crediors
	
	
	
	
	Y
	2002
	Also covered by Core Systems

	Finance Debtors
	
	
	
	
	Y
	2002
	Also covered by Core Systems

	Follow-Up of Cleaning Services Review
	
	
	
	
	Y
	2002
	

	Included in Core Systems
	
	
	
	
	Y
	Annual
	

	
	
	
	
	
	
	
	

	{systems not covered by an audit]

	
	
	
	
	
	
	Decision made not to cover due to the relatively low risk represented by these systems.


� Those risks that were assessed by UWCN as having an overall risk rating of High or Critical


� It was decided to focus on those risks which represented an overall High of Critical risk


� Support Services - Postal Services; Vehicle Fleet Management; Reprographics; Audio Visual Services; Day Nursery; Photographic & Illustration.


Student Services - Graduation Ceremonies; Health/Welfare/Counseling; Careers Office





Internal Audit Services
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