REMOTE ACCESS POLICY

Policy Statement

This policy statement is intended to establish guidelines and responsibilities for the user of remote access into the corporate wide-area network (WAN).

Objectives

· To define the Corporate’s approved uses for remote access regardless of application/service.
· To define the users’ responsibility and accountability in their use of remote access
· To preserve the integrity, confidentiality and privacy of the information within the  corporate WAN, utilizing the appropriate controls.
· To preserve and support the audit, legal and security concerns

Remote Access Usage

· The WAN is to be used for the business of  the Corporate; all other activities are strictly prohibited.
· Protection of the information within the Corporate’s WAN is the responsibility of all users and support staff, and the user is accountable for the appropriate use and dissemination of the information obtained through remote access communications (sessions).
· With the appropriate approval, sessions may be reviewed by the Corporate, at their discretion, either on-line or when retrieved from magnetic storage media.
· Userids and passwords are used to establish individual accountability within the Corporate’s WAN. Users are not to divulge heir passwords for any reason.  userids are not to be shared, and any activity performed by a particular userid will be the full responsibility of the sure assigned to that userid.  As an additional protection mechanism, dial-in session users will be authenticated utilizing a ‘challenge-response’ device, prior to allowing any physical connection to the Corporate’s WAN.
· Users of remote access services will permit the Corporate to install a security device on their modem telephone line for authentication purposes. The Corporate assumes no liability in the interruption of telephone service or resulting “problems” experienced by the user as a result of doing so.
· Remote access users will not be compensated for time spent accessing the Corporate’s networks and services.  This facility has been introduced to allow management and authorized staff alike to administer/support functions under their control, on their own initiative.
· The provision for this service does not permit staff to ignore their responsibility to come in to work, nor does it entitle staff to take time off as a result of activities/projects undertaken with the user of remote access.
· The following actions are strictly prohibited:
1. Attempting to bypass the dial-in session authentication process

2. “Automation” of the dial-in session (is. coding of passwords into readable programs)

3. The downloading/uploading of application software

4. Dismantling of the security device or attempts to access its internal circuitry

5. Allowing no-authorized persons to access information/services obtained via remote access

Consequences of Policy Violations
Remote access is a privilege, and should be regarded as this Corporate’s faith in its staff to act responsibly and within the guidelines of this policy.  Any breach of this policy and related security controls will result in the immediate removal of the user(s) remote access capability, and as this is considered a serious offense, the violator(s) will be subject to dismissal.
ELECTRONIC MAIL (E-MAIL) POLICY

Policy Statement

This policy statement is intended to establish guidelines and responsibilities for the use of E-Mail.

Objectives

· To define the Corporate’s approved uses for the E-Mail system

· To define the user’s responsibility and accountability in the use and maintenance of the information within the corporate E-Mail system

· To preserve the integrity, confidentiality and privacy of the information within the E-Mail system, utilizing the appropriate controls

· To preserve and support the audit, legal and security concerns.

E-Mail Usage

1. The Corporate’s E-Mail system is to be used for the business of the Corporate, all other activities are strictly prohibited.

2. Protection of the information within the corporate E-Mail system is the responsibility of all E-Mail members, users and support staff, and the user is accountable of the appropriate use and dissemination of the information.

3. E-Mail communications may be reviewed by the Corporate’s management in relations to staff under their control, at their discretion, either on-line or when retrieved form magnetic media.

4. Userids and passwords are established individual accountability on the Corporate’s E-Mail system.  Users are not to divulge their passwords for any reason.  Userids are not to be shared, and any activity performed by a particular User ID will be the full responsibility of the user assigned to that userid.

5. For disk optimization/space saving requirements, all messages will be automatically purged by the E-Mail System Administrator sixty (60) days after creation/storing.  Any message that a user requires to be retained beyond this time period, that user must “save” that message to their local file server.

6. The E-Mail server is not to be used by a user for the saving and /or archiving of messages, or for file attachments or enclosures

Consequences of Policy Violations

Employees violating this policy may be subject to disciplinary action.

