PeopleSoft Audit Program

Release 7.X

I.     General

1. Obtain a company organizational chart.




2.   Obtain a copy of all security policies and procedures.




3.   Obtain a diagram of the PeopleSoft application architecture.




4. Obtain a copy of “problem tracking” or “incident report” for the application being                                                                      

      audited.  


5.   Obtain a copy of all system enhancements that are queued up for implementation.


6.   Obtain a copy of the application’s documentation.




7. Obtain a copy of the development methodology used to complete the 

      system.(Business and Design Requirements Processes)




8.   Obtain a copy of any service level agreements established for the application.



9.   Obtain a copy of the contingency/backup plan for the application




10. Obtain a copy of the Corporate Disaster Plan

11. Determine which release of PeopleSoft is installed

12. Identify the modules installed.

13. Determine the interfaces to the production system

16. Determine what level of custom programming in on-going

17. Evaluate the overall PeopleSoft security architecture

18. Determine the operating systems and database management systems running within 

      the environment




II.    Design And Implementation    

1. Determine if proper planning has been formalized

· Has a clearly established functional or geographical approach been established?

· Has a structure methodology been adopted?

· Has a top-down plan been developed to address system integration issues?

· Have PeopleSoft release dates been taken into consideration as part of the plan?

· Does the plan consider the time to perform a post-implementation review?

2. Determine if the proper organization and staffing for the team has been completed.

· Has a Steering Committee been organized to include all functional business areas?

· Have enterprise-wide standards been established?

· Are users assigned to key project management positions?

· Has an integration team been established with members from all functional areas?

· Has a technical team been established separate from the functional team to share technical responsibility and to ensure standard techniques are employed?

· Is the staff size appropriate for the scope of the implementation?

· 8-10 members for each core module.

3. Determine if adequate training is conducted.

· Review the training program to ensure that it is adequate and addresses all functional areas.

· Ensure that the training approach is integrated into the project methodology.

· Ensure that adequate time for all levels of training is scheduled.

4. Determine if the project is properly controlled through budget, quality, and schedule.

· Are standard project control tools and documentation formats used across teams to ensure consistent communication and minimize impact of team turnover?

· Are weekly or even daily cross-team progress meetings held along with monthly steering committee meetings to communicate status and resolve issues?

· Are issues logs used to resolve project delays?

· Ensure that a consistent implementation methodology across all teams is being employed.

· Is the project measured by workplan tasks and deliverables rather than hours spent?

· Are support systems such as Lotus Notes or e-mail established at the beginning of the project.

5. Determine to what extent re-engineering is being employed.

· If the project team is going through a large re-engineering effort, ensure that it is completed prior to the beginning of the implementation process.  Otherwise, the changes can be incorporated during the analysis and design phases.

· Ensure that all re-engineering processes are formally signed-off.

6. Determine if an adequate global design is completed.

· Have practices and processes globally been harmonized along with PeopleSoft functionality?

· Have worldwide representatives on the project been present during the prototyping and Join Application Develop (JAD) sessions to ensure that system decisions are properly conducted.

· Are key system checkpoints mapped to the global design to ensure the system meets the needs of each region?

· Are the use of prototyping and playbacks used to validate the design?

· Have key data items such as order number, customer number, chart of accounts, and company codes been standardized?

7. Determine if proper integration has been designed into the system.

· Determine if an overall integration plan has been developed and reviewed by the integration team?

· Has the integration team been involved throughout the project?

·  Are the integration points tested throughout the project?

8. Determine if the PeopleSoft software is properly configured.

· Has the organizational hierarchy been properly established within the software?

· Have any modifications to the supplied software been completed?  If so, determine the risk impact of such modifications.

· Are cross-checks conducted periodically for table configurations with all team members?

· Are checks conducted to ensure that table and file structures are consistent across all locations?

9. Determine if matrixes are used to define job functions and proper separation of duties.

10. Determine if data ownership responsibilities are defined for the system.




III. Preliminary Step

A. Determine the scope of your review

1. Work Station Security

2. Network Security

3. Operating System Security

4. DBMS System Security

5. PeopleSoft Application Security

6. Interface Security

7. Conversion Security

B. Obtain the following items

1. List of all Operating System user accounts

2. List of all DBMS user accounts

3. List of all Operator Ids

4. List of all Operator Classes

5. List of all Process Groups

6. List of all Object Groups

7. List of all Access Groups

8. List of all PeopleSoft directory and file rights.

9. List of any audit reports

10. List of any violation logs

11. List of any incident reports

12. List of any outstanding application requests.

C. Obtain the following privileges

1. Operator/Operator Classes and Menus/Panels/Actions

2. Process Groups assigned to Operator Classes

3. Object Groups assigned to Operator Classes

4. Access Groups assigned to Operator Classes




IV.
PeopleSoft's Security Architecture

Obtain a network diagram of the PeopleSoft architecture.  This should include all application servers and database servers.

Determine where the physical data is located.  The physical location is the primary control point.  The security surrounding the physical data protects it from unauthorized access.  




V.
Work Station Security

A. Authentication Security

Determine that adequate authentication security is established for each PeopleSoft's workstation.

B. Configuration Files

Windows Operation System


WIN.INI


SYSTEM.INI


PSTOOLS.INI

Windows95


To access the configuration files under Windows95 you will need 


to access the registry.  The easiest way to access the registry is to 


Use the Configuration Manager Interface.  To start the 


Configuration Manager use File, Preference, Edit Configuration

Audit Step


Ensure that no startup passwords have been defined in clear text on 


the workstation.


Connection ID passwords may be stored on within the Registry. 


The storage of the password in clear text or encrypted form is not 


secure.

C. Trojan GUIs

Ensure that only authorized users can write to PC start up files.  

Determine if the configuration files of the PC are automatically checked to ensure that no changes are made without proper approval.  Tools such as SMS from Microsoft and Norton Administrator will automatically check the consistency of any file on the PC each time the user signs onto the application server.




D. Key Stroke Capture Programs

Determine that no terminal-stay-resident programs such as a key stroke capture program is present on the PC.  These programs can pick up the user's password and store it on the PC for later retrieval.




VI.
Operating System Security

A. NT Audit/Security/Control

Restrict access to the PSVER directory

Review access rights to PSVER\SQR

Audit Step

Determine which users have read/write access to this directory.  Evaluate whether this level of access is required to perform their job function.

1. User Account Risk

Exposure

NT comes with two default user accounts (Administrator and Guest).  The Administrator account does not comply with the lockout policy.  This is because someone could lock all of the accounts on the system, which would require a re-install of the operating system itself.  Because the Administrator account is vulnerable to a brute force password attack.  

Control

By buying and implementing the NT Resource Kit, a program called "passprop" can be installed which forces the Administrator account to be locked out according to the lockout policy as if it was a normal account.  Yet the Administrator account can still logon to the console.

2. Group Account Risk
Exposure

There are several default groups that are automatically installed with the NT operating system. Some of these groups are very powerful such as Administrators and Domain Admins.  The Administrators members can, for instance, change the password of the Administrator user account.  Each of these default groups and their members need to be reviewed to ensure that only proper privileges are granted to each group and that each group has only authorized members. 

Control

Review the NT2.DOC file on the magic diskette for recommended group rights.  Review membership of key groups to ensure that only authorized members are present.

3. Directory Rights
Exposure

NT's default install configuration sets the Everyone group with full control (RWXD) at the root directory level.  Since the Everyone group is a default group that each user participates within, every user on the system has full control at the root directory level.  Some of the subdirectories (folders) such as the security directory are further protected.  But many of the directories are open for an attack from a normal user account.  

Control

Look at the document of NT2.doc on your magic disk.  This has recommended settings for the directory privileges.  Microsoft also has published a white paper on the subject with recommended directory settings.  These settings are not perfect so work with your particular environment to ensure that you secure as much of the directories as possible unless access is really required.  

One note is that if you deny access to the Everyone group, NT will deny access to all users even the Administrator account.  So use deny sparingly.

4. Account Policy

Exposure

The account policy sets the authentication standards for the NT operating system.  NT's default settings are extremely weak.  

Control

Review the NT2.DOC file on your magic diskette as to the recommended settings.

5. Audit Policy
Exposure

NT's audit policies are set to no auditing as a default.

Control

Review the NT2.DOC file on your magic diskette as to the recommended settings.

6. User Rights Policy
Exposure

User Rights are special rights provided to individual users or groups.  User Rights provide global rights for job functions such as Backup authority.  Some of the User Rights are not fully defined which in this case the rights should not be granted to anyone.

Control

Review the NT2.DOC file on your magic diskette as to the recommended settings.

7. Services
Exposure

Services are not new.  Unix and other operating systems have had programs (services) that perform special functions.  These functions include programs such as File Transfer Protocol (ftp at socket 21), Web processing (http at socket 80), and Telnet (telnet at socket 23).  There are many others (over 6000) that can be installed.  Each of these services run programs that were written by a vendor.  These programs could be attacked and compromised.  Only authorized and security certified services should be running.

Control

Review all services (Control Settings, Services) and determine that only authorized and valid services are installed within the NT environment.

8. Regedt32.exe
Exposure

The Regedt32.exe program and the Regedit.exe (sixteen bit version) allow for direct changes to the NT registry.  The NT registry is a complete set of all NT settings and definitions.  Everything from user accounts and workstation configuration is stored in the Registry.  The Regedt32.exe and the Regedit.exe programs allow for the modification of the Registry values.  The default user rights on these programs are the Everyone group has full control.  These means that everyone can execute and change any registry value that they are authorized to change. 

Control

Change the permissions on the Regedt32.exe and Regedit.exe to read and execute (RX) for the Administrator Group only.

9. Trusted Systems
Exposure

Trusted systems within NT are difficult to administrate.  The Domain groups can be added to with new members without local administrator's knowledge.  The relationships can be become very confusing and may cause too much global access.

Control

Review all the trust relationships and determined that they are properly established and administrated.

10. HACK Attempts
Exposure

Many hack attempts have occurred in the past couple of years.  Each of these can be reviewed by accessing   http:\\www.microsoft.com\security.

HACKs

GetAdmin

Red Button

Password Hack

SYN attack

Control

Ensure that your operating system is up-to-date with the latest system patches.

B. Unix Audit/Security/Control

Restrict access to the PSVER directory

Audit Step

Determine which users have read/write access to this directory.  Evaluate whether this level of access is required to perform their job function.

Determine who has root authority on the system (uid = 0).

Determine who has psadm or hradm PeopleSoft authority and ensure that they require this level of authority for their job function.

See the magic diskette, specifically the Unix article on the top ten risks.




VII. 
DBMS System Security

A. Oracle

Two new PeopleSoft roles have been defined.  These are PSUSER and PSADMIN.  
The PSUSER role has the privilege to log into the database and perform selects against PSDBOWNER, PSLOCK, and PSOPRDEFN ( all required during signon).  PSADMIN role is a subset of Oracle's DBA role.  This role should be granted to PeopleSoft database owners.

Determine who can logon to the database directly and what rights they have within the database.

Determine which users have administrative rights and ensure that these individuals require this level of access.

Change any default user ids such as:

· Sys                   Password = Change_On_Install

· System
       Password = Manager

· Sysadm
       Password = Sysadm

· DesktopDBA    Password = DesktopDBA

PeopleSoft normally uses SYSADM as the owner ID when tables are created within the DBMS.  The owner ID is granted CONNECT, RESOURCE, and DBA privileges.  Oracle users can change this default name for owner ID from SYSADM to something else using PSORASQL.  

This may help to prevent a brute force password attack on the SYSADM user account.  

PeopleSoft validates the user id and password using the SQL*Net Oracle middleware product.  This runs at socket layer 1521 - 1525.

Be sure to look at the magic diskette, specifically the Oracle article.

1. Determine that proper segregation of duties are in place for DataBase Administration

2. Obtain the Database initialization file INIT.ORA.




3. Obtain major Data Dictionary Views            

·  DBA_OBJECTS   

·  DBA_TAB_COLUMNS  

·  DBA_USERS

·  DBA_VIEWS




4. Review all user profiles to ensure that only authorized users have access to the application files.




5. Determine the users that have physical access to the application files and ensure that this privilege is necessary to support their job function.




6. Determine that all default userids and passwords have been changed. 

· SYS 

· SYSTEM 

· SCOTT

· Sysadm




7. Ensure that all users are required to enter a password along with their userid to authenticate to the application.




8. Determine that the passwords are required to be changed on a periodic bases.



9. List off all Roles within the database.




10. List off all users that have Resource or DBA privileges.

11. Obtain a listing of all the application objects such as tables and views.




12. Review the objects rights to ensure that only authorized users are allowed to operate against these objects.

· DBA_TAB_GRANTS 

· DBA_COL_GRANTS Direct table access and stored procedure access should be investigated to ensure that only authorized users or programs have access to the application files.




13. Ensure that the WITH GRANT OPTION is only assigned to appropriate users for appropriate objects.




14. Determine what level of auditing has been turned on by reviewing the INIT.ORA file to see if AUDIT_TRAIL is set to TRUE and the DBA_SYS_AUDIT_OPTS & DBA_TAB_AUDIT_OPTS.




15. Determine that the audit trail is reviewed on a regularly bases.




16. Determine who has been assigned import and export capability.




17. Review all operating system roles OSOPER for assignment to valid users



19. Ensure that any assignment to the user “Public” is highly restricted.



B. DB2

Accessing the host computer through PeopleSoft must be set up in host security with a signon (using RACF, ACF2, or TopSecret).  PeopleSoft also supports DB2 secondary authorization Ids implemented using the DB2 exit DSN3@ATH and RACF/ACF2 source groups.

DB2/MVS:  Access ID is a mainframe logon ID that must be able to logon through the gateway.  Each operator is assigned an access ID when they are added in Operator Security.  You can use one or many access IDs for each PeopleSoft database.




VIII.
Application Security

A. Authentication

1. Obtain a listing of all users and all user classes

2. Obtain a copy of all security authentication standards that have been established.

3. Determine if users (Operators) have valid sign on times established

4. Determine if users (Operators) have effective Time-out periods are set.

5. Determine if the following authentication standards are in place:

· Password required

· Password lengths

· Password construction rules

· Number of invalid password attempts

· Retention time of invalid password count

· Lock out time period

· Session time outs

· Password aging

· Sign on time of day restrictions

· Restriction by workstation id

· Challenge and Response Authentication Protocol (CHAP)

PeopleSoft exits allows for the integration of the organization's security system.  To enable this option you will need to modify the PsGetLogonInfo procedure in the PSUSER.C file and recompile it.

B. Authorization

Authorization is determined by establishing a relationship between a user and the granted Menus/Panels.  Multiple users can share a profile by assigning users to an operator class.  Release 7.X allows for the attachment of more than one operator class to an operator ID. The PeopleSoft system is delivered with several predefined classes and operator IDs.  ALLPANLS and TRNPANLS are two operator classes.  ALLPANLS has all authority within the system.

Before employing  Security Administrator PeopleTool your organization should built a matrix analysis of a user's responsibilities to system Menus/Panels/Tables.

Every profile (Operator Class) has three authorization lists.  They are:

· Authorized menu items and related panels (Operator Classes)

· Authorized signon times

· Authorized Process Groups for batch jobs

Review the OPRID/OPRCLASS assigned menus/panels/actions to determine if the assignment is required for their job function.

Primary Class has the security attributes for which class information cannot be combined.:


Background Disconnect Interval


Time-Out Minutes


Business Process Map


Process Profile

When an operator is linked to multiple classes, permissions are inherited as follows:


Menu items

All classes


Signon times

All classes


Process groups
All classes

To open a security defintion:


Select Go, PeopleTools, Security Administrator, File, Open, 
Menus/Panels/Actions

Actions are:  Actions are based on effective dating.  Current and future are 

                     Effective Date greater than or equal to current row.


         History can add or update with no effective date checking.


Add



Add a new item


Update/Display

View current and future







Update future only


Update/Display All

View history, current and future






Update future only


Correction


View history, current and future






Update all existing rows

Who ever has Correction can change any row of information for the specified panel and related database.




Security Administration

In the past you could only grant all-or-nothing access to Operator Security With PeopleSoft 7.X you can give each Security Administrator user varying levels of access to the tool.  When you add Security Administrator menu to an operator or class profile definition, you can pick from the following:


Operator


Operator Class


Access Profile

For each of these you can select the following:


No access



Definitions of the specified type can not be opened,



created, deleted, or printed.


Read-only access



Definitions of the specified type can be opened and 



manipulated but the changes cannot be saved.


Update access

Definitions of the specified type can be opened, saved, and printed.  But not as "saved as".


Full(Create) access

Definitions of the specified type can be opened, saved, "saved as", created, deleted, and printed.

In addition, you can deselect:


Application Designer Security


Security Administrator Security

Batch Processing

There are three levels of security for batch programs.

1. Each batch program must have a run control file that is defined 

Before the batch program can be executed.  The run control is set up using Process Scheduler.  The Process Scheduler access can be controlled through Operator security.

2. Through Operator security you can grant or deny a user access to individual or multiple batch processes by assignment of the user to a Process Group.

3. Access can be restricted to Ad Hoc reports that run directly against the DBMS.  By using DBMS security, you can restrict a user's access to SELECT (Read only) and to what tables or fields the user can access.

Review the Process groups (Batch Security) assigned to each OPRID/OPRCLASS to determine if the assignment is required for their job function. Process Scheduler Security minimum panel level security is triggered with access to PRCSRUNCNTL panel.

To Display use - View, Menu Item Display, Signon Time Display, or Process Group Display.

Process Profiles determines the default settings for an operator or operator class.  Process Profiles are defined using Process Scheduler - Operator Profile dialog.  In the dialog, the following can be specified:

· Default file and printer locations for both the client and the server

· Process Monitor run defaults

· The authority level for viewing and updating process requests

· DB2/MVS specific controls

Business Process Maps

A business process map is a graphic representation of a business process, which can be displayed in the Navigator.  For each security profile (Operator Class), a business map can be used to determine Time-Out Minutes and Background Disconnect Interval.  The Default Business Process Map is always displayed in the heading section of the Operator Security window.

Row Level Security

Row level security is controlled by Security Views utilized as Search Records in Menu definitions.  


As Search Records within the Menu Designer - HRMS


As Prompt Tables for fields in Records - Financials which comes 


with no row level security in effect.

Row level security can be hierarchical or flat.  Hierarchical such as Department id in HRMS is defined first in the Tree Manager. Flat is based on individual field values such as Business Units or Ledgers.  The flat approach uses the field values as primary keys.  These security views are filters that limit what a user may select within the database.

Field Level Security


Using PeopleCode by using a %OperatorClass check.  


PeopleCode is attached to Record.Field combinations in the Data 


Designer.  To search for a reference to %OpertorClass use Data 


Designer, View, Search PeopleCode.


Adding new panel definitions.




C. Accountability

Review the audit reports on the system to ensure that they are adequate to determine who entered what transaction when.

Review the use of the following integrity tools:

· SYSAUDIT

The purpose of PeopleSoft's System Audit (SYSAUDIT.SQR) is to identify "orphanned" PeopleSoft objects and other inconsistencies within your system.  This report should be run during new releases, major updates, or customizations.

· DDDAUDIT

The Data Designer/Database Audit Report (DDDAUDIT.SQR) finds inconsistencies between PeopleTools record and index definitions and the database objects.  This should be run when major releases, major updates, or customizations.

· SQL ALTER

Determines discrepancies between the record definitions and SQL tables.

· Database Audit

Alerts users to changes made to records and fields that have had the audit flag turned on in the Data Designer PeopleTool.

Menu: Start, Administer Workforce, Administer Workforce (U.S.)

Database Audit is delivered default turned off in the PeopleSoft application.

This is your record and field level auditing within PeopleSoft.  Turn on Database Record or Field audit to track changes to the database.

The audited information is stored in the PSAUDIT file.

· Batch Job Audit

Process Monitor tracks the status of all submitted and completed process and job requests from the PeopleSoft Process Scheduler Utility.

D. Menus are maintained in the Menu Designer.  Operator Security simply authorizes access to these menus.  There are system-defined menus and user-defined menus.  Any of these can be assigned to a specific operator or operator class.


IX.
Object Level Security

Object security uses the operator classes and operator ids to restrict object level security. PeopleSoft is delivered with no application object security.  All operators and operator classes have complete access to all PeopleTools objects.

Application Designer replaces many of the individual development tools prior to PeopleSoft 7.X.

Application Designer Access Dialog lists many of the objects and their access rightss:


No access


Read-only access


Full access

Object Groups

Object Security defines object groups and link them to Operator Security profiles.  An object group is a collection of one or more objects that form a logical group for security purposes.  For instance all payroll objects could be assigned to a pay object group and the pay object group could be assigned to a specific security profile (Operator Class).  Object security can be applied only to object groups not to individual objects.  Each object should be assigned to an object group.  Multiple assignments can be established for each object.  All objects should be assigned to at least one object group or anyone can update it.  If an object is assigned to an object group but the group is not assigned to an Operator Class, then no one can access the object.

To open object security:  Start, PeopleTools, Application Designer Security.

· All Objects

All Objects

Object type = A

· Import


Import Utility

Object type = I

· Menus


Menu Designer
Object type = M

· Panels


Panel Designer
Object type = P

· Records

Data Designer

Object type = R

· Fields


Data Designer

Object type = R

· Tree structures

Tree Manager

Object type = E

· Query Definitions
Query


Object type = Q

· Translate Field
Conversion 

Object type = X

· Business Process



Object type = B

· Business Process Map 


Object type = U

· Tree Structure




Object type = S

Audit Step

Review all operator ids and classes that have **ALL OBJECTS** group. This is the supergroup and includes all system objects.  Granting access to this group overrides any other group ID assignments.

Review all operator ids and classes that have PeopleTools object group access.

Review all operator ids that have the special super user class of PSADMIN class.

This class has all rights and does not have any security checking performed.

List all of the Object Groups. (Object Groups associate various objects into functional groups).  Review all objects/object groups and their associated operator ids or classes.  Determine if their job function requires them to have this level of access.  


X.
Query Security

A. PeopleSoft Query

Security is a two step process.  First a query tree is defined in Tree Manager which defines access groups containing records that can be accessed.  Then in PeopleTools, Utilities by, a grant to OPRID/OPRDCLASS for specific access groups is assigned.

Row level security can be enforced by assigning a Query Security Record for each record in the Data Designer.

Review the query security by evaluating the Tree Manager/Access Groups that are tied to OPRID/OPRCLASS.  PeopleTools, Utilities, Use, Query Security provides a tree name with an associated access group.  Determine if the access rights for each OPRID/OPRCLASS is proper according to their job classification.

Review the Query Profile, which is accessed by using PeopleTools, Utilities for different Operator ids.  There are three uses of Query Profile.

1. Only Allowed to run Queries (is the most restrictive) first box turned on. 

2. Run Public queries, create private queries (experienced user) - neither box turned on.

3. Allow creation of Public Queries - second box turned on

4. Allow creation of Workflow Queries - Run by the system and does not verify access to a specific access group.

B. PS/nVision

In order for a user to access PS/nVision, the user must have access to the tool under Operator Security. The menu nVision has the bar name with item name and actions/panels that a user can perform.  

C. Review the use of any other dynamic report writers and who has the capability to run these reports.  Ensure that the access rights are proper for the user's job responsibilities.

· SQR Reports

· Crystal Reports

· Ad Hoc Reports




XI.
Network Security

1. Determine that all authentication processes within the application architecture are 

secure as they go across the network.




2. Determine that all authentication processes within the Client/Server architecture 

            are secured as they go across the network.                  

· Bridges

· Routers

· Hubs




3.  
Determine that the administrative rights to the gateway are properly assigned.




4. 
Determine that the authentication mechanism to signon to the gateway is secured.




5.
Determine if the configuration parameters for the gateway are properly set.




6.
Determine if sensitive data travels across the network in clear text.




1.       Ensure that network diagnostic tools are properly assigned and locked up when 

            not in use.


8.
Determine if the SNMP agent is enabled within the network components.




9.
Ensure that only authorized users can access the SNMP’s capabilities.







XII. Change Control

2. Determine that proper segregation of duties are in place for the migration of test to production

3. Determine and evaluate change control procedures for

Emergency fixes 

Master Data 

Custom Programming

SQR code

Peoplecode

4. Determine who has the authority to migrate modified customer-defined objects to production

5. Sample some recent changes for your audit and review the procedures followed.

6. Identify the architecture of the change environment

· Development

· Quality Control

· Production




XIII. Contingency Planning

1. Obtain a copy of the disaster recovery/contingency plan.

2. Review the plan for adequacy.

3. Evaluate that the plan has been recently tested

4. Ensure that backup copies of critical or sensitive data is properly protected.

5. Determine is one of the following is implement to ensure system reliability:

· Mirroring

· Duplexing

· Fault tolerance machines

· On-Line vaulting 

7. The contingency plan should include the following:

A. Workstation

B. Network

C. File Server

D. DBMS

E. Interfaces

F. Programs

G. Data

XIV.
Key Tables

A. PSOprDefn
OPRIDs and passwords (encrypted) DES 

B. PSAuthItem
Menus/Panels and actions by operator

C. PSAuthSignon
Records signon times by operator

D. PSLock
Contains a column OWNERID

E. PSRPCSRQST
Process Control request

F. PS_PROCESS_SQL
This table and the next one define the SQL tables     

                                                     accessed by each batch report 

                                                     and access rights such as SELECT, UPDATE, or 

                                                     DELETE.

G. PS_PROCESS_TBL


H. PSOPRCLS
Maps one operator to multiple operator classes

I. PSACCESSPRFL
Security table used to allow a "super user" to 


Create an access profile that would contain an 


AccessID and Access Password


XV.     Audit Points

A. Both the OPERPSWD and the ACCESSPSWD are encrypted by the system.  If the ACCESSPSWD is changed through non-PeopleSoft tools a user will not be able to log onto the system.

XVI.
 Security, Audit, and Control of Remote Communications



1.
Obtain a listing of all remote connections attached to the environment.




2. 
Determine that all remote connections enter through a secured point of entry.




3.
Validate the signon requirements for remote authentication. 




3. Ensure that direct access to Personal Computers or File Servers is restricted 

            without first going through the authentication server.




5.
Ensure that the authentication process does not go across the network in clear text.


6. 
Determine that a log file records all connections.




8.       Ensure that any hacking activity is properly controlled by good authentication 

            controls.








XVII.  Review The Interface Security And Control Mechanisms
1. Identify all system interfaces

2. Review reconciliation procedures in effect to ensure that they are adequate.

· Record counts

· Total number of customer/vendors processed

· Total credits

· Total debits

· Total amounts

· Total volume

1. Identify the mode of submission and the authentication practice employed to ensure  

      that a proper audit trail is in force.

2. Review the use of standard utilities to transform interfaced data into a PeopleSoft

      format.  

3. Identify any critical or sensitive data that is redundant to ensure that changes are made to both systems in a timely fashion.

XVIII.    Application Support

1.  Determine the existence of a qualified group (or individual) designated to support the 

     application.




2. Review the job functions statement and interview users of the service to determine the scope and effectiveness of the position.




3. Determine if remote workstation processing locations are provided with “hot line”  

consultation on problems relating to workstation hardware and software.

4. Determine if all incidents and resolutions are properly recorded.


1

