Network Security/Vulnerability Audit

RFP 02-

The City of Fort Worth ("City") is soliciting responses to a Request for Proposal ("RFP") for a “Security/Vulnerability audit of the City’s computer network. Contained herein are the guidelines and instructions for responding to this solicitation.

Section I

General Provisions

1.0  SUBMISSION OF PROPOSAL
1.1
One original and two copies of all proposal documents shall be submitted in sealed packages. Proposer's name and address should be marked on the outside of the envelope. To ensure consideration of the proposal, the RFP number and the published opening time and date should also be clearly shown on the lower left corner of the return envelope. Facsimile transmittals or offers communicated by telephone will not be accepted or considered. Proposals that are not submitted in sealed packages will not be considered.

1.2
Mailed proposals shall be sent to:

CITY OF FORT WORTH PURCHASING OFFICE

ATTN:
ROBERT COMBS, PURCHASING MANAGER

P.O. BOX 17027

FORT WORTH, TX 76102

1.3
Proposals may also be delivered in person to:

CITY OF FORT WORTH PURCHASING OFFICE

(Southwest comer of the Lower Level)

ATTN:
ROBERT COMBS, PURCHASING MANAGER 

1000 THROCKMORTON

FORT WORTH, TX 76102

1.4
Receipt and delivery of this document may be sent through RFPDepot.com. Users of the service must comply with RFPDepot’s terms. All returned RFPs have guaranteed electronic security and cannot be accessed by anyone except password-enabled City of Fort Worth Purchasing Division employees.

2.0
DELIVERY OF PROPOSALS
Proposals must be received in the Purchasing Office no later than the time indicated on the cover sheet of this solicitation or subsequent addendum. The Proposer is responsible for the means of delivering the proposal documents to the locations listed in 1.2 or 1.3 on time. Delays due to any instrumentality used to transmit the proposal including delay occasioned by the Proposer or the City's internal mailing system will be the responsibility of the Proposer.  The proposal must be completed and delivered in sufficient time to avoid disqualification for lateness due to difficulties in delivery. The clock in City of Fort Worth Purchasing Office is the official clock for determining whether proposals are submitted timely. Late proposals will not be accepted under any circumstance.
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3.0 
PUBLIC  OPENING
Proposals will be publicly acknowledged at 2:00PM on the published opening date at: City Council Chambers, 2nd Floor, 1000 Throckmorton, Fort Worth, TX 76102.

Proposers, their Representatives and interested persons may be present. The proposals shall be received and acknowledged only so as to avoid disclosure of  the contents to competing offers and kept confidential. After the contract is awarded, all proposals will be open for public inspection, to the extent permitted by law.

4.0
PROPRIETARY INFORMATION
4.1
If a Proposer does not desire proprietary information in the proposal to be disclosed, it is required to identify all proprietary information in the proposal. This identification will be done by individually marking each page with the words ‘Proprietary Information’ on which such proprietary information is found. If the Proposer fails to identify proprietary information, it agrees that by submission of its proposal that those sections shall be deemed non-proprietary and  made available upon public request.

4.2
Proposers are advised that the City, to the extent permitted by law, will protect the confidentiality of their proposals. Proposers are advised to consider the implications of the Texas Public Information Act, particularly after the proposal process has ceased and the Contract has been awarded. While there are provisions in the Texas Public Information Act to protect proprietary information, where the Proposer can meet certain evidentiary standards, please be advised that a determination on whether  those standards have been met will not be decided by the City of Fort Worth Purchasing Office, but by the Office of the Attorney General of the State of Texas. In the event a request for public information is made, the City will notify the Proposer, who may then request an opinion from the Attorney General pursuant to 552.305, Texas Governmental Code. The City will not make a request of the Attorney General.

5.0
COMPLETION OF PROPOSAL

Proposals shall be completed in accordance with the requirements of this RFP. Statements made by a Proposer shall also be without ambiguity, and with adequate elaboration, where necessary, for clear understanding.

6.0
CLARIFICATIONS AND ISSUANCE OF ADDENDA

Any explanation, clarification, or interpretation desired by a Proposer regarding any part of this RFP must be requested in writing to the City of Fort Worth  Purchasing Office at least seven (7) days prior to the published submission deadline, as referenced on the cover of the RFP or addenda. If the City, in its sole discretion, determines that a clarification is required,
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such clarification shall be issued in writing. Interpretations, corrections or changes to the RFP made in any other manner other than writing are not binding upon the City, and Proposers shall not rely upon such interpretations, corrections or changes. Oral explanations or instructions given before the award of the Contract are not binding. Requests for explanations or clarifications may be faxed to the City of Fort Worth Purchasing Office at (817) 871-8440. The fax must clearly identity the Request for Proposal Title, Number and the name of the City's Senior Buyer, Virgie Wade. After faxing, Proposers may phone Virgie Wade to ensure receipt.

Any interpretations, corrections or changes to this RFP will be made by addendum. Sole issuing authority of addendum shall be vested in the City of Fort Worth Purchasing Office. Addendum will be mailed or faxed only to Proposers who are known to have received a copy of this RFP. Proposers shall  acknowledge receipt of all addenda within the response.

7.0
WITHDRAWAL OF PROPOSAL

A Representative of the Proposer may withdraw a Proposer's proposal at any time prior to the proposal submission deadline, upon presentation of acceptable identification as a Representative of such Proposer.

8.0
AWARD OF CONTRACT
It is understood that the City reserves the right to accept or reject any and all proposals and to re-solicit for proposals as it shall deem to be in the best  interests of the City of Fort Worth. Receipt and consideration of any proposal shall under no circumstances obligate the City of Fort Worth to accept any proposal. If an award of  contract is made, it shall be made to the responsible Proposer whose proposal is determined to be the best evaluated offer taking into consideration the relative importance of price and the other evaluation factors set forth in the RFP. Any reference to the word “bid” contained in this RFP shall mean "proposal".

9.0
PERIOD OF ACCEPTANCE
Proposer acknowledges that by submitting the proposal contained herein, Proposer makes an offer that, if accepted in whole or part by the City, constitutes a valid and binding contract as to any and all items accepted in writing by the City. The period of acceptance  of this proposal is ninety (90) calendar days from the date of  opening, unless the Proposer notes a different period.

10.0
TAX EXEMPTION

The City of Fort Worth is exempt from Federal Excise and State Sale Tax; therefore, tax must not be included in this proposal.
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11.0
COST INCURRED IN RESPONDING
All costs directly or indirectly related to preparation of a response to the RFP or any oral presentation required to supplement and/or clarify a proposal  which may be required by the City shall be the sole responsibility of and shall be borne by Proposer(s).

12.0
NEGOTIATIONS

The City reserves the right to negotiate all elements that comprise the successful Proposer's proposal to ensure that the best possible consideration be afforded to all concerned.

13.0
CONTRACT INCORPORATIOIN
The contract documents shall include the RFP, the Response to the RFP and such other terms and conditions as the parties may agree. 

14.0
NON-ENDORSEMENT
If a proposal is accepted, the successful Proposer shall not issue any news releases or other statements pertaining to the award or servicing of the agreement that state or imply the City of Fort Worth's endorsement of the successful Proposer's services.

15.0
PROPOSAL PRESENTATION
In addition to their written submission, all Proposers may be required to make a formal presentation to an evaluation committee at the Proposer's expense prior to a selection being made. If presentations are desired, the City will contact each Proposer to arrange a presentation date, time and location  after the RFP submittal deadline has been reached.
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Section II

Standard Terms and Conditions

These standard terms and conditions and any special terms and conditions become part of any contract entered into if any or all parts of the Proposal are accepted by the City of Fort Worth.

1.0
ASSIGNMENT

The successful Proposer's may not assign its rights or duties under an award without the prior written consent of the City of Fort Worth.  Such consent shall not relieve the assignor of liability in the event of default by its assignee.

2.0
ERRORS OR OMISSIONS
The Proposer will not be allowed to take advantage of any errors or omissions in this RFP. Where errors or omissions appear in this RFP, the Proposer shall promptly notify the City of Fort Worth Purchasing Office in writing of such error or omission it discovers. Any significant errors, omissions or inconsistencies in this RFP are to be re-ported no later than seven (7) days before time for the Proposal response is to be submitted.

3.0
INDEMNITY AND RELEASE
3.1
Successful Proposer shall defend, indemnify and hold harmless the City of Fort Worth and all its officers, agents and employees from all suits, actions, or other claims of any character name and description brought for or on account of any injuries or damages received or sustained by any person, persons or property due to any negligent act or fault of the successful Proposer, or of any agency, employee, subcontractor or supplier under the successful Proposer in the execution of; or performance under, any contract awarded.  Successful  Proposer indemnifies and will indemnify and hold harmless the City of Fort Worth from liability, claim or demand on their part, agents, servants, customers and/or employees whether such liability, claim or demand arise from event or casualty happening or within the occupied premises themselves or happening upon or if the halls, elevators, entrances, stairways or approaches of or the facilities within which the occupied premises are located.  Successful Proposer shall pay any judgment with costs that may be obtained against the City of Fort Worth growing out of such injury or damages.

3.2
In addition to the indemnification requirement above, successful Proposer shall execute a statement releasing Fort Worth from any liability for injury or property damage incurred during this contract, unless such injury or property damage was the result of intentional conduct committed by an employee of the City. Further, all employees, officers, and agents of the successful Proposer or any subcontractor shall be required to execute the release prior to entering into performance of any work associated with the contract to be awarded hereunder.
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4.0
TERMINATION

If this award results in a contract, it shall remain in effect  until contract expires, delivery   and acceptance of products and/or performance of services ordered  or terminated by the City with a thirty (30) day written notice prior to cancellation.  In the event of termination,  the City of Fort Worth reserves the right to award a contract to  next lowest and best   Proposer as it deems to be in the best interest of the City of Fort Worth.  Further, the City of Fort Worth may cancel this contract without  expense to the City in  the event that funds have not been appropriated for  expenditures under this contract. The  City of Fort Worth will return any delivered but unpaid goods in  normal condition to the Proposer.

5.0
TERMINATION REMEDIES AND CANCELLATION

Right to Assurance. Whenever the City has reason to question the successful Proposer's   intent to perform, the City may demand that the successful Proposer give written assurance of successful Proposer's intent to perform. In the event a demand is made, and no assurance is given within ten calendar days, the City may treat this failure as an anticipatory Repudiation of the contract.

The City may terminate this agreement if the successful Proposer fails to cure a material breach which substantially impairs the value of the contract as a whole within thirty (30)   calendar days of receipt of written notice being given by the other party. If more than  thirty (30) calendar days are required to cure such default or breach, a reasonable time in excess of said days may be established, provided both parties agree in writing as to the time period to be substituted. In the event such default or breach is not cured within a specified time, the City may terminate this agreement upon thirty  (30) calendar days  written notification.

The City may also cancel this agreement for convenience upon    thirty (30) calendar days written notice to the successful Proposer. Effective date of such  notice shall begin three  (3) days after date of posting with the United States Postal  Service with said notice being sent to last known address of successful Proposer

6.0
CHANGE ORDERS
No oral statement of any person shall modify or otherwise change or affect the terms, conditions or specifications stated in the resulting contract.  All change orders to the contract will be made in writing by the City of Fort Worth  Purchasing Office and approved by City Council.

7.0
VENUE

This agreement will be governed and construed according to the laws of the State of  Texas. This agreement is performable in Tarrant County, Texas. Venue shall lie  exclusively in Tarrant County, Texas.
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8.0
CONFLICT OF INTEREST
 No public official shall have interest in this contract in accordance with Vernon's Texas Codes Annotated, Local Government Code Title 5, Subtitled C., Chapter 171.

9.0
INSURANCE
Successful Proposer must carry insurance in the following types and amounts for the duration of this agreement, and furnish certificates of insurance along with copies of policy declaration pages and policy endorsements as evidence  thereof:

9.1
Workers Compensation and Employers' Liability coverage with limits consistent with statutory benefits outlined in the Texas Workers'  Compensation Act (Art. 8308-1.01 et seq. Tex. Rev. CIF. Stat.) and minimum policy limits for Employers  Liability of $100,000 bodily injury per accident $500,000 bodily  injury disease  policy limit and $100,000 per disease per employee.

9.2
Commercial General Liability with a combined single limit of  $250,000 per  occurrence for bodily injury and property damage and a minimum  annual  aggregate of $500,000 for coverage A & B including  products completed  operations, where appropriate.

9.3
Business Automobile Liability Insurance for all owned,  non-owned and hired vehicles as follows:

$500,000 Bodily Injury per person, each accident

$1,000,000 Bodily Inju7 each accident

$100,000 Property Damage

or

$1,000,000 Combined Single Limit.

9.4   General Requirements

•
Successful Proposer shall be responsible for deductibles and  self-insured  retentions, if any, stated in policies.  All deductibles or self- insured retentions shall be disclosed on the certificates of insurance  required above.

•
If coverage is underwritten on a claim made basis, the retroactive date shall   be coincident with or prior to the date of this Agreement and the  certificate of  insurance shall state that the coverage is claims made and the retroactive date. The successful Proposer shall maintain coverage for the  duration of  this Agreement and for five (5) years following completion of the  services  under this Agreement or for the warranty period whichever is longer. The successful Proposer shall provide the City annually with a certificate of insurance as evidence of such insurance.

•
If insurance policies are not written for amounts specified above, the successful Proposer shall carry Umbrella or Excess Liability  Insurance for  any differences in amounts specified.  If Excess Liability Insurance is provided, it shall follow the form of the primary coverage.   
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•
Successful Proposer shall not commence work under this   Agreement until he/she has obtained the required insurance and until such insurance has been reviewed by the Contract Manager. Successful Proposer shall not allow any subcontractor to commence work until required insurance has been obtained and approved.  Approval of insurance by the City shall not  relieve or  decrease the liability of the successful Proposer hereunder.

•
Insurance shall be written by companies licensed to do business in the State of Texas at the time the policy is issued and shall be written by companies with a rating of A- or better in the current A.M. Best Key Rating Guide or have reasonable equivalent financial strength and solvency.

•
The City of Fort Worth shall be an additional insured as their interests may  appear on the Commercial General Liability, and Business Automobile Liability.    Successful Proposer shall produce endorsements to each affected  policy;

· Name the City of Fort Worth, Attn:  Purchasing Manager, Purchasing Division, 1000 Throckmorton, Fort Worth, Texas 76102 as additional insured (except Workers' Compensation).

· That obligates the insurance company to notify Purchasing Manager, Purchasing Division, 1000 Throckmorton, Fort Worth, Texas 76102, of any non-renewal, cancellations or material changes at least forty-five (45) days prior to change or cancellation.

· That the "other" insurance clause shall not apply to the City  where the City of Fort Worth is an additional insured shown on the policy. It is intended that policies required in this Agreement, covering  both the City and the successful Proposer shall be considered primary coverage as applicable.

•
The City shall be entitled, upon request and without expense, to receive copies of policies and endorsements thereto and may make any reasonable requests for deletion or revision or modification of particular policy terms, conditions, limitations, or exclusions except where policy provisions are established by law or regulations binding upon either of the parties hereto or the underwriter on any such policies.

•
The successful Proposer shall not cause any insurance to be canceled nor permit any insurance to lapse during the term of this Agreement  or as required in this Agreement.

•
The City reserves the right to review the insurance requirements of this section during the effective period of the Agreement and to make reasonable adjustments to insurance coverage and their limits when deemed necessary and prudent by the City based upon changes in statutory law, court decision or the claims history of the industry as well as the successful Proposer.
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•
All certificates shall include a clause to the effect that the policy shall not be reduced, restricted or limited until thirty (30) days after the City has received written notice.

•
Successful Proposer shall provide owner thirty (30) days written notice of erosion of the aggregate limit below the per occurrence limits outlined above.

•
Actual losses not covered by insurance as required by this Agreement shall be paid by the successful Proposer.

10.0
WAIVER OF SUBROGATION
The contract to be executed will require that successful Proposer and City waive all rights against each other and any of their contractors, subcontractors, sub-subcontractors, agents and employees, each of the other, for damages arising out of this contract to the extent covered by insurance obtained pursuant to this paragraph. The policies shall provide such waivers of subrogation by endorsement or otherwise A waiver of  subrogation shall be effective as to a person or entity\ even though that person or  entity would otherwise have a duty of indemnification, contractual or otherwise, did not pay the insurance premium directly or indirectly, and whether or not the person or entity had an insurable interest in the property damaged.
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Section III

Scope of Work and Special Contract Provisions

1.0
BACKGROUND

The City of Fort Worth has an extensive, complex network of computers and other electronic media. The network is accessible to City employees, officials and contractors through PCs, dial-in capabilities, and various mobile data devices. The network is administered by the IT Solutions Department. The City desires to evaluate its vulnerability to unauthorized access to or use of its network resources.

2.0
INTRODUCTION

The successful proposer, working in conjunction with the Internal Audit Department, will conduct an audit of the City’s network security and vulnerability.

3.0
OBJECTIVE

To evaluate whether potential problem areas exist in the City’s existing network security operations and to provide effective recommendations to eliminate and/or compensate for any potential problem areas identified.

4.0
SCOPE OF WORK

1. Evaluate security controls to detect and/or prevent unauthorized access to the City of Fort Worth’s computer network through its internet web pages.

2. Evaluate security controls to detect and/or prevent unauthorized access to the City of Fort Worth’s computer network through its dial-in system.

3. Evaluate existing internal network security controls that limit access and/or prevent unauthorized use of the City of Fort Worth’s network resources by employees, contractors and vendors.

4. Prepare a written report, in a format agreed to by the City Auditor, listing security vulnerabilities identified and recommendations for abating those vulnerabilities.
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5.0
PROPOSAL FORMAT

Prefacing the Proposal, the Proposer shall provide an Executive Summary of three (3) pages or less, which gives in brief, concise terms, a summation  of the Proposal. The Executive Summary shall indicate a brief statement of intent to  perform the services, qualifications for selection, and signature of an authorized  officer of the firm who has legal authority in such transactions. Unsigned proposals will be reflected

In addition, the Proposer's Executive Summary shall expressly state that, should the enclosed proposal be accepted, the Proposer agrees to enter into a contract under the terms and conditions as prescribed by this Request for Proposal. Any and all exceptions to the RFP must be listed on an item-by-item basis and cross-referenced within the Executive Summary. If there are no exceptions. the Proposer must expressly state that no exceptions are taken.

The proposal itself shall be organized in the following format and informational sequence:

5.1
Part 1- Organization
State the full name and address of your organization and identify the parent company, if you are a subsidiary. Specify the branch office or other subordinate element that will perform, or assist in performing work herein. Indicate whether you operate as a partnership, corporation or individual. Indicate the state in which you are incorporated or licensed to operate.

5.2
Part II- System Concept and Solution

Define in detail your understanding of the problem presented in  Paragraph 4.0 Scope of Work, and your system solution. Provide all details as required in Paragraph 4.0, Scope of Work, in addition  to those facts you deem necessary to evaluate your proposal.  
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5•3
Part III- Program
Describe your technica1 plan for accomplishing the required work. Include such time-related displays, graphs, and charts as necessary to show tasks, sub-tasks, milestones, and decision points related  to the Scope of Work and your plan for accomplishment.

Specifically indicate:

5.3.1
A description of work program by tasks. Detail the steps you will take in proceeding from the first to the final tasks.

5.3.2
The technical factors that will be considered in the Scope of Work and the depth to which each will be treated.

5.3.3
The degree of definition provided in each  technical element of your plan.

5.3.4
The points at which written, deliverable Reports will be provided.

5.4
Part IV-Project Management Structure
Provide a general explanation and chart which specifies project leadership and Reporting responsibilities; and interface the team with City project management and team personnel.  If use of subcontractors is proposed, identity their placement in the primary management structure and provide internal management description for each  subcontractor.

5.5
Part V-Prior Experience
Describe only relevant corporate experience and individual experience for personnel who will be actively engaged in the project. Do not include corporate experience unless personnel assigned to this  project actively participated.

5.6
Part VI-Personnel
Include the names and qualifications of all professional personnel who will be assigned to this project. State the primary work assigned to each person and the percentage of time each person will devote to this work. Identify key persons by name and title. 
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5.7
Part VII- Authorized Negotiator
Include the name, address, and telephone number of the person in your organization authorized to negotiate contract terms and render binding decisions on contractual matters.

5.8        Part VIII-Cost Proposal

Information described in following subsections is required from each Proposer. Your method of costing may or may not be used but should be described. A firm fixed-price or not-to-exceed contract is contemplated, with progress payments as mutually determined to be appropriate. 

6.0
COMPETITIVE SELECTION

This procurement will comply with the applicable City of Fort Worth Policy. The City, on a rational basis, will select the successful Proposer. Evaluation factors outlined in Paragraph 7.0 below shall be applied to all eligible, responsive Proposers in comparing proposals and selecting the successful Proposer. Award of the Contract may be made without discussion with Proposers after proposals are received. Proposals should, therefore, be submitted on the most favorable terms.

7.0
PROPOSAL EVALUATION FACTORS

The evaluation criteria will have the following assigned point values. 'The criteria shall have a maximum total value of  100 points in accordance with the following ranking:

7.1
Cost-





Maximum  of 40 points

7.2
Proposer Experience -



Maximum of 30 points

7.3
Business Plan & Technical Proposal -
Maximum of 25 points

7.4
Delivery Time




Maximum of  5 points

The City shall be the sole and final determinant of points awarded in the evaluation Process.
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8.0
CONTRACT PAYMENT -COMPLIANCE STATEMENT

8.1
Payment

Payment will be made monthly upon receipt of Proposer’s invoice specifying the amount of work done, and

8.2
Successful Proposer shall state his compliance with all-applicable rules and regulations of Federal, State and Local governing entities. Successful Proposer must state his compliance with terms of this RFP.

9.0
CONTRACT ADMINISTRATOR
Stephen Price is designated as Contract Administrator for this RFP. Proposers having any questions concerning this RFP should contact Stephen Price by email at Prices@ci.fort-worth.tx.us or fax at 817-871-6133.

Vendor Response Sheet

Name:

Address:
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Phone:

References:

Training Proposal:

Price:

Additional Information:
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