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	_______   ________   ________
	Objective T:  To determine the reliability of computer generated data for audit purposes.

	
	

	_______   ________   ________
	Issue TA:  What computer generated data will be necessary during this audit?

	
	

	_______   ________   ________
	A. Review fieldwork objectives and identify those that require obtaining and using computer-generated data.  Include:

	
	1. Data that will be provided by the agency;

	
	2. Data to be created by the agency;

	
	3. Data that will be obtained from other sources; and

	
	4. Data that will be obtained from other sources, such as counties and agency contractors.

	
	

	_______   ________   ________
	B. For each data source identified in step A, document the audit purpose to be served by the data.  For example, will the data be reported as general background, or will it be analyzed to evaluate the agency’s performance regarding an audit issue?  Will it be reported in a separate, detailed appendix?

	
	

	_______   ________   ________
	C. Assess the criticality to the audit of each data source.

	
	

	_______   ________   ________
	D. In consultation with team leader, audit manager, and methodologist, determine whether the remainder of Objective T is applicable to each data source.  Examples of data sources that may be considered for termination at this point include: 

	
	· Data that will not be used, based on lack of criticality to the audit;

	
	· Data from the agency’s accounting system, which is subject to regular financial audits; and

	
	· Possibly some data from sources not accessible to auditor, such as federal agencies or multi-state criminal record networks.  

	
	

	
	


	_______   ________   ________
	Issue TB:  What will be involved in obtaining, analyzing and using the data?  

	
	

	_______   ________   ________
	A. In conjunction with TC, for each data source identified above, obtain descriptive information to facilitate obtaining, analyzing, and using the data.  Interview appropriate people and obtain relevant documentation (such as codebook or data dictionary).  Include the following items:

	
	· Type of data (Examples:  Excel spreadsheet, Access database, Oracle database);

	
	· Structure of data (Example:  database field list and description of relationship between databases); and

	
	· Information required to interpret the data.  (Example:  meaning of field names, dictionary of codes used in fields – e.g. “D” for “discharged” in “patient status” field)

	
	

	_______   ________   ________
	B. Identify previous work performed on the data system by the Office. 

	
	1. Consult the audit tracking databases, administered by the PAD Administrative Manager and the FAD Information Technology Specialist and contact ITS to identify for consultation the OAG staff members working with the agency under analysis.

	
	2. Identify what, if any, test work has been done.

	
	3. Identify what, if any, other analysis of the system has been done.


	_______   ________   ________
	Issue TC:  For each data source identified in TA, obtain information necessary as a basis for assessing the extent to which direct test work should be performed.  

	
	

	_______   ________   ________
	A. Obtain general information on the data system:

	
	1. Data uses:  How the data are used by the agency.  Also, who else (outside the agency) uses that data, and for what purposes?  Obtain sample reports as appropriate.   

	
	2. Data’s weaknesses:  Have interviews or auditor review of agency information disclosed any control weaknesses?  Did users report concerns about the accuracy of data or suitability for the way the agency uses it?  Have auditors been informed of recent changes in the structure or procedures that could suggest previous data validation studies are no longer pertinent?  

	
	3. Data entry:  Who does the data entry, and what is the source of their information (e.g., manager enters key dates from own handwritten case notes)?  Are there procedures for checking data entry?  What edit checks exist to prevent data entry errors?  

	
	4. Access to data.  This can be a narrative description or a list.  In either case, identify all those with access to the data (including people outside the agency) and describe their level of access to the data (e.g., can they query the data, can they enter new data, can they change existing data?)

	
	5. Developer and programmer information (if known):  Who initially developed the data source, and who is currently responsible for making any necessary programming changes? Are developments and changes tested by users and approved by IT and user management before implementation?

	
	

	_______   ________   ________
	B. Obtain and review other reports on the data system, such as consultants’ reports and federal reviews.

	
	

	_______   ________   ________
	C. In consultation with team leader, manager, and methodologist, assess the need to test the data.  For example, it may be unnecessary to test the data if step A reveals substantial weaknesses and the data cannot be used.  

	
	

	
	


	_______   ________   ________
	Issue TD:  Develop and implement a test plan for each data source.  

	
	

	_______   ________   ________
	A. In consultation with team leader, manager, methodologist, and ITS staff, develop a plan for conducting specific test work to determine data reliability.  Consider:

	
	1. Risk of controls;

	
	2. Risk of error and omission;

	
	3. Any other issues and concerns that might affect data reliability.  

	
	

	_______   ________   ________
	B. Document the basis of the test plan (see page 19 of the GAO publication, Assessing the Reliability of Computer-Processed Data.)

	
	

	_______   ________   ________
	C. Develop specific audit steps for carrying-out the test plan.  

	
	1. For systems with an adequate paper source, consider vouching to paper.

	
	2. For paperless systems, or where more practical, after consulting with ITS:

	
	a. Review controls applicable to your data. Consider using the AICPA Computer Applications Checklist and creating a memorandum for application controls.

	
	b. Determine the controls have been placed into operation through on-site observation and examination.

	
	c. If there is a high reliance on the data (i.e., the data are directly related to the audit/evaluation objectives), perform tests of the IT controls. This step should only be performed in coordination with ITS.

	
	

	_______   ________   ________
	D. Review the test plan and audit steps with ITS and the methodologist.  

	
	

	_______   ________   ________
	E. Perform the steps and assess the results.  If necessary, revise the test plan, and carry-out any required additional steps.  

	
	

	
	


	_______   ________   ________
	Issue TE:  Conclude on reliability of data, and prepare documentation for work papers.  

	
	

	_______   ________   ________
	A. Summarize the testwork and the results.  Identify barriers to testwork and any limitations.  

	
	

	_______   ________   ________
	B. Draw conclusions about the reliability of the data.  Document conclusions.  

	
	

	_______   ________   ________
	C. Based on audit purpose of the data and data reliability, determine whether and how to use and report the data.  Document decision.

	
	

	_______   ________   ________
	D. Review results and conclusion with team leader, manager, methodologist, and ITS staff, as appropriate.  
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