Microsoft Windows 2000 Risk Matrix











     Implication

	Critical Updates

Issue: Confidentiality, Integrity and Availability of server
	Use MSBA to report critical patches that have not been applied



	High
	If critical updates are not reviewed and installed on a timely basis, an unauthorized user may attempt to exploit these venerabilites to gain access to system resources.


	 

	Password Policy
	Use Dumpsec “Policies” to display current password policy

Check for:

Minimum length

Maximum Age

Password History

Complexity enforcement

Account lockout settings
	High
	If strong passwords are not required unauthorized users may guess a weak password and gain access to system resources
	

	Auditing


	Use Dumpsec "Policies" to display auditing settings:

Check for auditing to be enabled.  

Ask administrator about procedures for auditing these logs

These logs should audit the following at a minimum:

Account management

Logon events

Object access

Account logon events

Policy change

Privilege use

System events


	Medium
	If the audit policy does not capture enough detail to adequately review events that occur in the domain,  unauthorized activities and attempts that occur will not be tracked in a timely manner.  Additionally, if the client does not capture success events, the client will not be able to track unauthorized activity after it has occurred.
	

	Administrator accounts
	Use MBSA to view Admin accounts.

Determine the need for multiple users to have administrator rights.

Has the administrator account been renamed?  

Is a strong password used for this account?
	Medium
	Users with privileges that are greater than those required to perform their job functions increase the risk that high-level unauthorized access may be gained, as the number of administrator level accounts are greater than the amount required for proper operation of the domain.
	

	Guest Account and unnecessary other accounts


	Use MBSA to view user accounts.

Is this account “disabled?”   Is it necessary to have this on the system at all?  Are there any other accounts that do not have a need to be active on the system?  ie. TSinternetUser

Have these accounts ever logged in?
	Medium
	If the client has not disabled the built-in guest account this account may be used to gain access to domain resources.  Use of this account also increases the risk that user accountability cannot be tracked.
	

	File Permissions

Recommended that the “everyone” permission be changed to “authenticated users”
	Use Dumpsec 

Ensure users have access to files to the appropriate files. 
	Low
	This permission is used for guest anonymous access.  Since guest should be disabled.  This permission is not needed.
	

	File Shares


	Ensure the appropriate accounts have access to system files and directories
	Medium
	
	

	Services


	Are all services running necessary?  Check for venerable services like

• (Internet Information Server) IIS services: FTP Publishing Service, IIS Admin Service, Network News Transport Protocol (NNTP), Simple Mail Transport Protocol (SMTP), and the World Wide Web Publishing Service, DHCP Server, Domain Controller, Remote installation services, index service, certificate service, DNS Server

•Server service. Disable if server is not being used for file and print sharing.

•SNMP service. Disable if SNMP monitoring is not required.


	Medium
	
	

	File System
	Use MBSA to determine:

Verify that all disk partitions are formatted with NTFS
	High
	
	

	IIS Logging Enabled

(if applicable)
	Use Dumpsec

Ensure IIS is logging the following:

Date 

Time

Client IP Address

User Name
	Medium
	
	

	IIS Vulnerabilities
	List vulnerabilities found during examination of the web piece of the OS.  Use tools such as:

Nessus

AppScan

MBSA
	High
	
	

	Anonymous Access
	Use MBSA to view this setting:


	Medium
	
	


