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Background

FDIC FIL-68-99 (July 7, 1999)

“To ensure the security of information systems and data, financial institutions should have a sound information security program that identifies, measures, monitors, and manages potential risk exposure.”…”A financial institution’s Board of Directors and senior management should be aware of information security issues and be involved in developing an appropriate information security program.  A comprehensive information security policy should outline a proactive and ongoing program incorporating three components: Prevention, Detection, and Response.”

Generally Accepted System Security Principles (GASSP), IIA (February 2001)

“Information Security governance…should provide guidelines for: 

1. Accountability – Information security accountability and responsibility must be clearly stated and acknowledged.

2. Awareness – Parties with a need to know should have access to available principles, standards, and should be informed of applicable threats to the security of information.

3. Ethics – Information should be used, and administer, in and ethical manner.

4. Inclusion – Information security is achieved through the combined efforts of responsible information system owners, and should address the considerations of all parties.

5. Resource Allocation – Information security controls should be proportionate to the risks of modification, denial of use, or disclosure of the information. 

6. Integration – Principles, standards, and mechanisms for the security of information should be coordinated and integrated with each other and with organizational policies and procedures to maintain security throughout an information system.

7. Timeliness – Accountable parties should [be able to] respond in a timely, coordinated manner to prevent/respond to threats to the security of information and information systems.

8. Ongoing Assessment – The Board should require periodic reporting by management and independent assessments from internal and external auditors.

9. Compliance – Standards for the compliance, review, monitoring, and oversight functions must be incorporated into the overall security architecture.

Control Objectives for Information and Related Technologies (CoBIT), 3rd Edition by ISACA (January 2001)

“Critical to the success and survival of an organization is effective management of the information and related technology systems…in each of the four primary domains: Planning and Organization, Acquisition and Development, Delivery and Support, an Monitoring.”

Auditing Approach 
The administration of information security, and the responsibilities as assigned to the Information Systems Security Officer (ISSO) will be reviewed under a combination of the guidelines defined above.  Primarily, information system administration is related to the first and last domains of the ISACA CoBIT philosophy: Planning and Organization and Monitoring.  The following program concentrates on these domains, and incorporates the importance of the nine principles of the IIA, and the three categories required per the FDIC.

Program Steps

	Step


	Procedure
	Conclusion
	W/P
	Recommendation/Response
	Initials/Date

	
	
	
	
	
	

	I. PLANNING, ORGANIZATION, and MONITORING



	I.A.
	Document the Information Systems Strategic Plan



	I.A(1)
	Ensure that management has developed and implemented long- and short-term plans that [identify and] fulfill the organizations strategies.


	
	
	
	

	I.A(2)
	Ensure that information systems security is adequately addressed in the organizations long- and short-term plans.


	
	
	
	

	I.A(3)
	Document the management of the information systems security was established and applied using a structured approach.


	
	
	
	

	I.B.
	Information Security Organizational Structure



	I.B(1)
	Document the reporting structure and placement of the ISSO function within the organization.  Ensure the position is responsible to the appropriate level of management and is appropriately separated from the information systems department.


	
	
	
	

	I.B(2)
	Determine whether management has defined and implemented security levels related to the sensitivity of specific corporate information.


	
	
	
	

	I.C.
	Information Security Policies and Procedures



	I.C(1)
	Identify existing information security policies.  Conclude on the adequacy of these policies to address Confidentiality, Integrity, and Availability in the following areas:

· Web pages

· Firewalls

· Employee Surveillance

· Electronic Banking

· Viruses

· Encryption

· Digital Signatures/Certificates

· Contingency Planning

· Laptops/Portable

· Logging Controls

· Internet/Intranet

· Privacy

· Emergency Response

· Micro-computers

· LAN

· Passwords

· E-mail

· Data Classification

· Telecommuting

· User Training

· Ethics


	
	
	
	

	1.C(2)
	Identify procedures and practices used by the ISSO to monitor compliance with the above policies.  Ensure the ISSO has been given the positional authority to address policy violations, or reports to a level of management that is able to address policy violations.


	
	
	
	

	1.C(3)
	If applicable, document the actions taken to address a recent policy violation.


	
	
	
	

	I.D.
	IS/Organization Relationship



	I.D(1)
	Ensure that management has appointed a planning or steering committee to oversee the information services functions, including security.  Conclude on the level of management comprising the committee.


	
	
	
	

	I.D(2)
	Ensure management has formally assigned the responsibility for assuring logical and physical security of organizational informational assets to an information security officer, whom reports to senior management.  Document the responsibilities that management has assigned to this role.

Note that is some institutions, the role of the ISSO is an organization-wide level.  System security for specific lower level applications is often assigned to “Application Security Managers”.


	
	
	
	

	I.D(3)
	Determine through discussion that the organization uses the concept of “data ownership” to assign responsibility for specific corporate information.


	
	
	
	

	I.E.
	Information Security Staffing



	I.E(1)
	Document that management has established formal position descriptions for the information security position.


	
	
	
	

	I.E(2)
	Review the position description with the ISSO for consistency with his/her understanding of positional responsibilities [as communicated from senior management].


	
	
	
	

	I.E(3)
	Conclude on the adequacy of the staffing levels in the information security environment.


	
	
	
	

	I.G.
	Risk Assessment/Ongoing Analysis



	I.G(1)
	Ensure that senior management has established a systematic framework to assess information security risks, the methodology adopted for the assessment, and the responsibility for periodically performing the analysis.


	
	
	
	

	I.G(2)
	Ensure that the risk assessment adequately defines essential elements of risk, provides a qualitative/quantitative measurement of risk, and addressing acceptable risk conclusions.


	
	
	
	

	I.G(3)
	Ensure that the risk assessment is appropriately reported to senior management, provides for the definition of an action plan [if necessary], and allows for the formal acceptance of the residual risks by management.


	
	
	
	

	I.G(4)
	Document adequate insurance coverage for the residual risks that are accepted by senior management without the implementation of additional controls.


	
	
	
	

	I.H.
	Compliance Requirements



	I.H(1)
	Identify primary compliance considerations related to information security (i.e. privacy, board involvement, risk assessments).


	
	
	
	

	I.H.(2)
	Determine whether management has assessed the impact of external relationships on compliance requirements, such as privacy.


	
	
	
	

	I.H(3)
	Determine whether management has taken the appropriate corrective actions that have been noted as information security deficiencies in compliance examinations, regulatory reviews, and/or internal audits; and has taken those actions is a timely manner.


	
	
	
	

	I.I.
	ISSO Role as Liaison 



	I.I(1)
	Obtain and understanding, and document, the role of the ISSO in the coordination of the collection of information as required from internal and external sources.


	
	
	
	

	II.
	CONCLUDE ON THE ADMINISTRATION OF INFORMATION SECURITY



	III.
	ACCESS CONTROL AND REVIEW



	III.A.
	Initial Access/User Set-up/Removal



	III.A(1)
	Provide a narrative on the procedures and standards used by the organization to grant access to NEW HIRES, DEPT TRANSFERS, & VENDORS for the primary systems (Main platform, Network. Imaging. Etc.)


	
	
	
	

	III.A.(2)
	Provide a narrative on the procedures and standards used by the organization to remove access from terminated employees, transferred employees, and discontinued vendors.


	
	
	
	

	III.B
	Continuous User Access Reviews



	III.B(1)
	Document the processes for reviewing the access lists for the primary banking systems.  Note the individual who as assumed “ownership” of the responsibility, document the review frequency, and ensure the results of the review are communicated to the appropriate level of management.


	
	
	
	

	IV.
	CONCLUDE ON THE ADEQUACY OF THE ACCESS PROCEDURES AND REVIEWS



	
	
	
	
	
	


Program developed March 8, 2001.

Revised March 20, 2001.

C:\Data\WebPages\Information Security Administration.doc





Page 1 of 10

