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This program can be used to evaluate the Control environment in an organization and determine the audit strategy to be adopted.

	Title:
               Understand how the IT function is organized


Description:           

Document your understanding of how the IT function is organised.

Consider, for example, the following points of focus:

· What is the IT organization structure?

· Are roles and responsibilities for IT clearly defined?

· Have there been any significant changes during the year?

· Which executive director (e.g. CEO, CFO, MD) has responsibility for IT?  Who does the Head of IT report to?

· Is there an IT Steering Committee?  How are priorities determined?

· Who are the key audit contacts within the IT function?

· Are there significant IT activities outside the IT function?

	Title:
               Understand how management controls IT activities


Description:           

Document your understanding of how management controls IT activities.

Consider, for example, the following points of focus:

· Are there key performance measures reported by IT management? Does appropriate business management review them?

· Is a formal systems development methodology used?

· Has management established a formal process for managing routine system maintenance?

· Is there a security policy? Has it been communicated?

· Has the company addressed business continuity and disaster recovery issue?

· Are there any computer controls to limit access to Information?

	Title:     Document your understanding of how IT supports the business


Consider, for example, the following points of focus:

· What is management's view of IT's role in meeting business objectives?

· What is the future direction of IT within the organisation (i.e. what is the IT strategy)?

· How does management think IT compares with other similar organizations?

· What key business activities have a fundamental IT component?

· What is the users' perception of IT?  How does IT management assess this?

· Do the systems meet the information needs of senior management? 

· To what extent does the business use new or emerging technologies (such as electronic commerce)?

	Title:      Identify the main characteristics of systems and environments


Description:           

Document the main characteristics of systems and environments.

Consider, for example, the following points of focus:

· What are the systems that the client considers most important to its business?  

· Are systems predominately developed in-house or packaged? How heavily customized are packages?  Who makes changes (vendor/in-house)?

· What are the main computer processing locations?  What are the main hardware environments?  

· How are the environments networked?  What are the key external network connections (e.g. EDI, EFT, Internet)?

	Title:            Identify significant changes to systems and environments




Description:           

Document any significant changes to systems and environments.

Consider, for example, the following points of focus:

· What new systems have been implemented?  How well did the implementations go?

· What is the volume of routine maintenance changes to existing systems?  Have there been any significant changes?

· Have there been any migrations onto new environments?

· Have there been any significant upgrades to system software?

· Have there been any significant changes to the network?

· What major IT initiatives are planned, in the long term and within the next 12 months?

	Title:      Understand known problems with systems




      Description:    Document an understanding of known problems with the            client's systems.

Consider, for example, the following points of focus:

· Are there any significant problems or deficiencies in the functionality provided by the systems?  If so, are there work around procedures in place?

· Have there been any significant operational failures or data corruption problems?

	Description:           

	Assess impact on the audit strategy and identify matters for reporting to the client.


Consider, for example, the following points of focus:

· Are there weaknesses in the controls over the IT function that could prevent us adopting a some or high controls reliance approach?

· Are there indications of fundamental problems with the quality of management information that could undermine reliance on monitoring controls, and thus prevent us from adopting a some controls reliance approach?

· What is the impact of changes to the systems or environment on our cumulative audit knowledge and experience and on the audit strategy?

· Do we need to amend the audit strategy and program for any cycles compared to the prior year?

· Is further involvement in the audit from specialists necessary?

· Are there any control weaknesses that we want to report to the client?  







