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	Information Technology Operations
	IS.1  Safeguard and Secure IT Systems, Networks and Facilities
	1.  Access to the network (e.g., file and print services, application servers, database servers) is appropriately restricted to prevent unauthorized activity.  


	Users may have inappropriate access to the network.


	1. IT Management grants network/operating system access to employees based on properly approved access request forms.  (A / V)

2.  Periodically, IT Management verifies the current network/operating system access list with department managers to ensure network/operating system access is appropriate and accurate.  (C)

3. Access to the Administrator tools (administrative access), enabling the user to grant network/operating system access, is restricted to IT Management.  (R)


	1.  Select a sample of network/operating system users and obtain applicable authorization forms.  Verify through examination that the access request was approved by appropriate manger and IT Management, and the user is a current employee.

2.  Obtain a sample of completed access verification audits and determine through examination that appropriate approval was obtained and all exceptions were properly resolved.

3.  Obtain the administrative access lists and determine through examination that access is restricted to the IT Management.  
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	Information Technology Operations
	IS.1  Safeguard and Secure IT Systems, Networks and Facilities
	4.  Access to particular functions within applications (e.g., approving payment of vendors) should be appropriately restricted to ensure segregation of duties and prevent unauthorized activity. (Where applications do not provide access control facilities, this objective should be addressed by system level controls.)
	Segregation of duties may be compromised and unauthorized activity may occur.


	1. The Database Administrator approves and grants billing system access to employees based on properly approved access request forms.  (A / V)

2.  Periodically, the Database Administrator verifies the current billing system access list with the department managers to ensure the access list is appropriate and accurate.  (C)

3. Access to the Database Administrator tool (administrative access), enabling the user to grant database access, is restricted to the Database Administrators.  (R)


	1.  Select a sample of billing system users from the billing system access list and the users’ applicable Security Request form.  Verify through examination that the billing system request was approved by appropriate manger and the Database Administrator and the user is a current employee.

2.  Obtain a sample of completed access verification audits and determine through examination that appropriate approval was obtained and all exceptions were properly resolved. 

3.  Review administrative (powerful) access.  Verify that access is restricted to the Database Administrators.  
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	Information Technology Operations
	IS.1  Safeguard and Secure IT Systems, Networks and Facilities
	2.  External network connections should be used for valid business purposes only and controls should be in place to prevent these connections from undermining system security.
	System security may be undermined by inappropriate external network connections.


	1. The Network Administrator approves and grants remote network access to employees based on a properly approved access request form.  (A / V)

2.  Access to the Network Administrator tool (administrative access), enabling the user to grant remote access, is restricted to the Network Administrators.  (R)


	1.  Select a sample of remote network users from the remote access list and obtain the users’ applicable Remote Access Request form.  Verify through examination that the remote access request was approved by appropriate manger and the user is a current employee/contractor.

2.  Obtain the network administrative access lists and determine through examination that access is restricted to the IT Management.  
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	Information Technology Operations
	IS.1  Safeguard and Secure IT Systems, Networks and Facilities
	3.  Management should monitor security incidents and the extent of compliance with information security procedures.
	Security incidents and incompliance with information security procedures may go overlooked and unaddressed.
	1.   The Network Administrators are informed by pager or phone of security events.  (A / V)


	1.  Verify through inquiry with the IT Infrastructure Manager that security events are appropriately identified, investigated, escalated, and resolved after notification.    

 
	Key

Key
	Accuracy, Validity

Restricted Access
	Detective

Preventative


	Manual

Auto

	
	IS.1  Safeguard and Secure IT Systems, Networks and Facilities
	5.  Physical access to computer facilities and data should be appropriately restricted.
	Computer facilities and data could be compromised by inappropriate physical access.
	1.  Access to the computer facilities is physically restricted to authorized and current IT department employees and is controlled through electronic key cards.  (R)

2.  The Director of IS performs an annual review of physical access to the data center, updates access rights appropriately.  (C / A / V)


	1.  Observe current computer facilities security.  Verify through observation that access is restricted and controlled through swipe cards. 

2.  Obtain the computer facilities key card access user list and verify through inquiry with the Director of IS that computer facility access is accurate and appropriate.
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