INTERNAL AUDIT DEPARTMENT

IT RISK ASSESSMENT SCORESHEET

Department ____ ____________
System/Application ____________

	Risk Score for Criteria
	Initial Risk Factors/Criteria
	Risk Rating

(H, M, L)
	Risk Score

	H     =    5

M    =    3

L     =    0
	Reputation Risk

    e.g. if the Bank were to be without the system/application for more than a day, it would cause:

High:    a significant disruption in customer service and operations, negative publicity.

Medium:  some disruption in customer service and operations, no negative publicity.

Low:     little or no customer impact, no negative publicity.


	
	

	H    =    5

M    =    3

L     =    0
	Regulatory/Compliance Risk

High:       System/application is a key control in ensuring compliance with regulations.  Manual intervention for a prolonged period of time is not possible.  Problems would cause regulatory violations and possibly fines.

Medium:  System/application, along with other processes, policies and procedures, ensure compliance.  Manual intervention is possible and would be required to avoid regulatory violations.

Low:         System/application is not a key control in ensuring compliance with regulations.


	
	

	H     =    5

M    =    3

L     =    1
	Customer Data 

High:     e.g. system/application stores/processes customer public and/or non-public information.

Medium:  e.g. system/application stores/processes customer public information.

Low:       e.g.  system/application stores/processes other 'non-customer' information.


	
	

	H     =   5

M    =   3

L     =   1


	Financial Statement Impact

High:      e.g. system/application processes data that comprises a significant percentage (>50%) of the Bank's assets, liabilities, income and/or expense.

Medium:  e.g. system/application process data that comprises between 20% and 49% of the Bank's assets, liabilities, income and/or expense.

Low:      e.g. system/application processes data that comprises less than 20% of the Bank's assets, liabilities, income and/or expense.


	
	

	H     =   5

M    =   3

L     =   1
	System/Application Maturity & Stability

High:      e.g. Start-up company and/or brand new product (i.e. less than 1 year old) or installed more than 1 year but system is still evolving and changing.

Medium: e.g. Mature company/product but new to the Bank (i.e. has been installed for less than 2 years).

Low:       e.g. Mature company/product and has been installed at the Bank for more than 2 years and there are no known problems
	
	

	H     =   7

M    =   3

L     =   1
	Complexity of the System/Application

High:      e.g. Complex - LAN, many (>10) users, complex logical security administration, remote access, multiple applications, etc.

Medium:  e.g. LAN or standalone with <10 users, no remote access, one or a few applications, etc.

Low:        e.g. single application, few users, no remote access.
	
	

	H    =   7   

M    =   3

L     =   1
	Security Risk

High:       e.g. Remote access, access to system/application via internet (e.g. Online Banking), multiple points of entry (servers, workstations, network drops, ports, etc.)

Medium:  e.g. System administered outside of Information Systems Department, no remote access, limited points of entry.

Low:        e.g. No remote access, no internet access, standalone PC.
	
	

	H    =   5

M    =   3

L     =   1
	Vendor Risk

High:      e.g. Vendor was rated "High" in the Vendor Final Risk Assessment.

Medium:  e.g. Vendor was rated "Medium in the Vendor Final Risk Assessment.

Low:       e.g. Vendor was rated "Low" in the Vendor Final Risk Assessment.
	
	

	H    =  10

M   =    5

L    =    1
	Management, Audit Committee, External Auditor Concern

High:        Direct request for current cycle review.

Medium:   Concern Expressed or requested for future review.

Low:         No known concern.
	
	

	H    =    3

L    =    1
	Prior Audit Results:  Nature and criticality of findings/conditions noted in external audit management letter, internal audit reports/follow-ups or regulatory reviews.

High:  Continuing lack of implementation of corrective action to

           key control problems, etc..

Low:   Minor or no findings, or strong implementation of a 

           corrective action.
	
	

	
	
	TOTAL
	


 IT RISK ASSIGNMENT (Check One)

___ High = Total Score 31 - 57     _____ Medium = Total Score 12 - 30    _____ Low = Total Score = 0 - 11

Completed by (please print): ___________________________________  Date: _______________________

