	IT PROJECT MANAGEMENT PROCEDURES
	
	File Ref: 



	Product Family:
	IT PROJECT MANAGEMENT PROCEDURES AUDIT
	System:
	

	Process:
	Project Governance
	Auditor:
	
	Date:
	


Object of Test

To evaluate the adequacy of the control in place for the following risks:

1. Lack of procedures leads to inconsistencies of approach, and potentially project failures or inefficiencies.

2. Not sponsored by the business or out of scope.

3. Poor organisation can lead to confusion over responsibilities.

4. The project is not over-reliant on third parties.

5. No formal mandate for the project, placing its authority in question.

6. Not learning lessons from previous similar projects.

7. Lack of independent review of project status

8. Poor project documentation.

	Risk
	Expected Control
	In Place
	Test Strategy or Test Ref.

	1. Lack of procedures leads to inconsistencies of approach, and potentially project failures or inefficiencies.
	a) Ownership of IT Project Management procedures is assigned to an appropriate person.


	
	Who owns the process? Are there documented procedures? Have they accepted this responsibility? Is this appropriate?

	
	b) IT Project Management procedures are properly communicated


	
	Have the procedures been communicated, particularly to IT Project Managers? How is this done?

	2. Not sponsored by the business or out of scope.


	a) Business sponsorship for the project.


	
	Business case approved as appropriate and includes:

· Reasons for the project; and

· Costs and timescales

How does the business ensure that the project is aligned with the business and IS Strategy?

	
	b) Change Control Procedure in place.
	
	Is there a change control procedure in place for amendments to scope of the project? Does it include:

· Assessment for impact?

· Prioritisation:

· Authorisation; and 

· Re-planning as necessary.

	3. Poor organisation can lead to confusion over responsibilities
	a) Project organisation (OBS) and reporting structures defined and agreed.
	
	What is the project structure:

· Project Board or Steering Group – adequate representation from customer, suppliers with sufficient authority;

· Project Managers with suitable skills/training (business/technical/PM); and 

· Project Teams with appropriate skills and training?

	
	b) Facilities are in place to support the Project Team.
	
	Adequate project office and environments set up?

	4. The project is not over-reliant on third parties
	a) The right mix of permanent vs. contractors is achieved.
	
	What is the ratio of FTEs:contractors?

	5. No formal mandate for the project, placing its authority in question.
	a) Project Charter or Initiation Document (PID) defined and approved.
	
	A document exists which has been signed off by the Business sponsor and contains:

· Background;

· Project definition;

· Roles and responsibilities;

· Agreed approach;

· Major assumptions;

· Major dependencies;

· High level plan and deliverables list;

· Overview of:

· Communications

· Quality

· Assurance

· Cost model and tolerance limits

· Change control; and 

· Financial control

	6. Not learning lessons from previous similar projects.
	a) Review of Lessons Learnt database.
	
	Has the lessons learnt from previous similar projects been reviewed?

	7. Lack of independent review of project status
	a) Assurance strategy exists and has been agreed.
	
	Is the strategy defined? What does it consist of? Does it cover: 

· User needs being met;

· Risks and issues being controlled;

· Products are being checked for quality;

· Expenditure and schedule;

· Specialist requirements are being met, e.g. security; and 

· Approval and signoff at each stage.

Is it adequately resourced? Internal and external if necessary?

	8. Poor project documentation.
	a) Configuration Management System in place.
	
	Is there a structured system in place: manual and electronic? Has a librarian been assigned?

Is there a coding system for all documents and are they subject to version control? Are there audit trails for amendments etc?


Matters Arising

Conclusion

	Product Family:
	IT PROJECT MANAGEMENT PROCEDURES AUDIT
	System:
	N/A

	Process:
	Quality Management
	Auditor:
	
	Date:
	


Object of Test

To evaluate the adequacy of the control in place for the following risks:

1. Quality is not an integral part of the project.

2. Poor quality procedures may lead to poor deliverables and customer dissatisfaction.

	Risk
	Expected Control
	In Place
	Test Strategy or Test Ref.

	1. Quality is not an integral part of the project, which may lead to poor deliverables and customer dissatisfaction.


	a) Responsibilities for quality are assigned and understood.


	
	Who is responsible for quality management and assurance?

Is there the right mix of QM (proactive) vs. QA (after-the-event)?

	2. Poor quality procedures may lead to poor deliverables and customer dissatisfaction.


	a) Quality procedures have been defined and communicated
	
	Are there documented procedures? Are they adequate?

	
	b) Key deliverable quality checking
	
	Do all key deliverables have a description, quality criteria and signoff criteria?

Approval and signoff at each stage?


Matters Arising

Conclusion

	Product Family:
	IT PROJECT MANAGEMENT PROCEDURES AUDIT
	System:
	

	Process:
	Project Planning
	Auditor:
	
	Date:
	


Object of Test

To evaluate the adequacy of the control in place for the following risks:

1. Plans are unreadable and difficult to manage.

2. Poor plans lead to increased costs and delays.

3. Progress is not monitored.

4. Phased product delivery is poorly controlled.

	Risk
	Expected Control
	In Place
	Test Strategy or Test Ref.

	1. Plans are unreadable and difficult to manage.


	a) Software planning tools being used properly.
	
	What tools are used to create the plans?

	2. Poor plans lead to increased costs and delays.
	a) An integrated project plan exists.
	
	Does a plan exist? Does it contain sufficient details, including:

· All activities;

· Critical path;

· Deliverables; 

· Dependencies; and

· Resources.

Are key milestones set?

Are stages used where appropriate, e.g. pilot and main projects?

	
	b) The plan is realistic and achievable.
	
	Timescales for activity are based on “workable” estimates, not purely guesswork.

Short term plans, e.g. next 3 months, are more detailed than long range plans.

Are health check reports run against the plans, e.g. over utilisation of resources?

	
	c) All deliverables are defined.
	
	Is there a Product Breakdown Structure (PBS) containing descriptions of deliverables and responsibility for their production?

	
	d) Resources are being managed.
	
	Are all resources and resource types defined for the plans? Are resources named for short term plans? Has this been signed off by the business?

	
	e) Plans are subject to management control.
	
	Are plans baselined and subject to change control?

	3. Progress is not monitored.
	a) Monitoring of progress against plan.
	
	Are schedules monitored for actual progress against planned progress, if so how?

	4. Phased product delivery is poorly controlled.
	a) Release Management Plan in place.
	
	Where necessary, does such a plan exist?


Matters Arising

Conclusion

	Product Family:
	IT PROJECT MANAGEMENT PROCEDURES AUDIT
	System:
	

	Process:
	Risk and Issue Management
	Auditor:
	
	Date:
	


Object of Test

To evaluate the adequacy of the control in place for the following risks:

1. Risks and issues are identified and managed.

	Risk
	Expected Control
	In Place
	Test Strategy or Test Ref.

	1. Risks and ensures are identified and managed throughout the project.


	Risk and issue management procedures exist.
	
	Do procedures exist and have they been communicated? 

Do they include:

· Risk identification;

· Impact analysis and scoring;

· Assignment of ownership;

· Controls in place;

· Additional actions necessary;

· Contingency actions where mitigation if not possible.

	
	Risks and issues are identified at the outset
	
	Are all key risks and issues included in the Charter or PID?

	
	Risks and issues are managed throughout the project
	
	Is there an ongoing management process, including escalation as necessary?

How are outstanding risks and issues dealt with post project?

	
	Risk and issue reporting.
	
	How are risks and issues reported? Is it done regularly enough and to the right audience?


Matters Arising

Conclusion

	Product Family:
	IT PROJECT MANAGEMENT PROCEDURES
	System:
	

	Process:
	Financial Management
	Auditor:
	
	Date:
	


To evaluate the adequacy of the control in place for the following risks:

1. Costs associated with the project are unknown or inconsistent.

2. Costs are not being recorded properly leading to inaccurate financial reporting.

3. Costs are not monitored.

4. Poor value form sub-contractors.

	Risk
	Expected Control
	In Place
	Test Strategy or Test Ref.

	1. Costs associated with the project are unknown or inconsistent.
	a) Roles and responsibilities are defined and agreed.
	
	Have roles and responsibilities been assigned?

	
	a) Project budgets are defined and agreed
	
	Is there a breakdown of the project and projected OPEX budgets? Is this consistent with the original business case? 

Are work packages used if appropriate

Has a contingency been factored in?

	
	b) Project OPEX costs are identified and agreed.
	
	See above.

	2. Costs are not being recorded properly leading to inaccurate financial reporting.
	a) Project Managers, or someone else has had SAP training.
	
	Do Project Managers receive SAP training if necessary?

	
	b) Project cost centres set up on SAP
	
	Is this done properly?

	
	c) Costs – manpower and non manpower are properly recorded against cost centres
	
	How is this achieved and is it accurate? How is it verified?

	3. Costs are not monitored.
	a) Monitoring of costs against plan.
	
	Are actual costs monitored against planned costs, if so how?

	4. Poor value form sub-contractors.
	a) Procurement process properly followed.
	
	Selection process uses UU tendering procedures? Are the commercial arrangements in the best interests of the Group?

	
	b) Risks backed off to third parties where possible.
	
	Fixed price contracts used in favour of T&M?

	
	c) Commercial and legal taken as necessary for new contracts.
	
	Is this done by specialists?

	
	d) Contracts signed prior to commencement of work.
	
	Contracts contain details of deliverables, timescales and payment methods? 

Monitoring of costs?


Matters Arising

Conclusion

	Product Family:
	IT PROJECT MANAGEMENT AUDIT
	System:
	

	Process:
	Monitoring and Reporting
	Auditor:
	
	Date:
	


Object of Test

To evaluate the adequacy of the control in place for the following risks:

1. Progress against plan and budget is not monitored leading to possible loss of management control.

	Risk
	Expected Control
	In Place
	Test Strategy or Test Ref.

	1. Progress against plan and budget  is not being monitored leading to possible loss of control.
	a) Regular meetings for Project Board/Steering Group and Project Teams.
	
	Are the meetings regular enough? Are they attended sufficiently? Are they minuted and action logs produced? Are the affected areas involved? Is the level of representation appropriate?

	
	b) Formal status reports produced.
	
	Reports produced showing:

· Overall progress against plan;

· Targets met this period;

· Targets to be met for next period;

· Progress against budget showing planned, actual, ETC and LBE spend;

· Change requests; and 

· Risks and issues.

	
	c) Progress is tracked and monitored.
	
	Are slippages are reported and remedial action taken?


Matters Arising

Conclusion

	Product Family:
	IT PROJECT MANAGEMENT PROCEDURES
	System:
	

	Process:
	Project Closedown
	Auditor:
	
	Date:
	


Object of Test

To evaluate the adequacy of the control in place for the following risks:

1. The project has delivered acceptable products within time and cost.

2. Poor security or controls can lead to loss of confidentiality, integrity or availability of information services. 

3. No arrangements in place for ongoing support of the products.

4. No end of project reporting to indicate its success or failure.

	Risk
	Expected Control
	In Place
	Test Strategy or Test Ref.

	1. The project has delivered acceptable products within time and cost.
	a) Final Acceptance Certificate assigned off by the customer.
	
	Does it confirm that all deliverables produced to acceptable criteria within agreed time and cost. 

Are any necessary mop-up activities identified and planned for?

	2. Poor security or controls can lead to loss of confidentiality, integrity or availability of information services.
	a) Security and control requirements have been met by the project.
	
	Has the project addressed security and control concerns?

	3. No arrangements in place for ongoing support of the products.


	a) Operational arrangements in place for future support and maintenance.
	
	Are contracts and SLAs finalised before “go live”?

	4. No end of project reporting to indicate its success or failure.
	a) Post Implementation Report produced.
	
	Has a review been undertaken and a report produced identifying:

· What went well?

· What went badly?

Have the details been entered into the Lessons Learnt database accordingly?

	
	b) Benefits Realisation Report produced.
	
	Has a review been undertaken and a report produced identifying if the new product is performing well:

· What perceived benefits have been achieved. Also, what benefits were not achieved and why?

· What unexpected benefits were have been achieved?


Matters Arising

Conclusion

	In Place = Y - In Place, N - Not in Place, C - Compensating Control in Place
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