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Intrusion Detection and Incident Escalation Policies

Introduction

Scope

The procedures defined in this document will allow the efficient and effective management of intrusion detection and incident escalation.  This policy is applicable to all parties, both internal and external, that have a responsibility to manage and respond to CLIENT intrusion detection.


The risk of unauthorised access to CLIENT’s systems and information assets and this going undetected can potentially increase if appropriate intrusion detection and incident escalation polices do not exist.

This intrusion detection and incident escalation policy is designed to complement the requirements set out in the CLIENT’s information security policy.

Intrusion Detection and Incident Escalation

Intrusion Detection System (IDS)

· Appropriately trained and qualified personnel should make any change to any Intrusion Detection System (IDS).

· All intrusion detection systems must be appropriately evaluated to ensure appropriateness to CLIENT environment.

· The CLIENT’s IT systems should be monitored using automated security monitoring tools.  This provisions as a minimum should be:

· CLIENT network entry and exit points should have network based Intrusion Detection Systems (IDS) deployed.

· Host based Intrusion Detection Systems (IDS) may be deployed if the system is deemed critical.

· The monitoring performed by the Intrusion Detection Systems (IDS) shall be on a 24-hour x 7-day basis. 

· All Intrusion Detection Systems (IDS) must:

· Have full integration with other CLIENT system components 

· Provide 24-hour x 7-day operation without human intervention

· Not impose undue load on the system or network

· Detect and notify deviations from normal behaviour

· Have built-in fault tolerance 

· Be subversion resistant

· Adapt to modified system behaviour over time due to addition of new applications and systems

Security event alerts

· Different types of alert messages generated by an Intrusion Detection Systems (IDS) will be categorised by the Incident Response Team (IRT).  Based upon the information presented during the incident, these messages will be grouped into Severe, Moderate, and Low alert types.

· The alerts are:

· Severe Alert:  This alert type potentially indicates an immediate threat to client systems and requires immediate inspection and escalation.

· Moderate Alert:  This alert type potentially indicates a threat that should be monitored but is not of immediate concern.

· Low Alert:  This alert type is not deemed a serious threat and could be responded to in the future depending on the incident.

· The CLIENT’s Operations team shall automatically be notified of security incidents.  They will then inform the Incident Response Team (IRT) who will decide on the best way to respond to the incident. A similar procedure should be followed if and when user detect suspicious activity and notify the Operations team. 

Security incident handling

· It is responsibility of the Incident Response Team (IRT) to follow up on the reported issues in an efficient manner.

· Evidence must be gathered and adequately preserver for any incidents detected.  These may be useful in bringing the perpetrators to justice.

· For internal staff that have been perpetrators will be disciplined according to the severity of the incident and in line with Human Resources policy.

· Evidence should be gathered and integrity maintained for attacks that have originated externally.  Appropriate law enforcement agencies should then be notified and appropriate actions taken.

· A record of all incidents identified shall be confidentially maintained for future reference.
· Efforts must be made to ensure that all relevant parties are informed of these intrusion detection and incident escalation procedures and know when and how to action them.

Incident Response Team (IRT)

· The Incident Response Team, which will be comprised of various information security staff, will be responsible for reacting to security incidents. The Incident Response Team (IRT) will decide on the best ways to proceed upon the detection of a security incident.
· The Incident Response Team (IRT) will be made up of:
· Leader whose responsibility will be for:

· Liasing with other business areas

· Decision making 

· Liasing with the CLIENT Security Team

· Understanding the legal implications of unauthorised activity

· Investigators: Investigators’ primary function will be to determine the extent of damage caused by the breach.  They will:

· Preserve data potentially for use in legal proceedings

· Attempt to identify the source of the breach.

· Departments that may need to be included in during a computer incident are:

· Finance 

· The legal team 

· Internal audit

· Human Resources

· Risk management

· Members of the Incident Response Team (IRT) will maintain relationships with national and international law enforcement agencies and Internet Service Providers. 


Auditing

· These polices should tested using different scenarios on a regular basis and updated as required.
· These policies and procedures should independently be reviewed annually to ensure hat they are adequate.
