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1.1. Wireless Checklist
Data collection: via Kismet. (freeware) 

· Is the access point (AP) beaconing? (Is the AP configured to send beacon packets?) 

· Is the access link layer encryption enabled? (Wireless Encryption Protocol) 

· Is strong link layer encryption enabled? (128 bit WEP) 

· What channel is the traffic broadcast on? 

· Is the network name (Service Set Identifier - SSID) a known default vendor value? 

After connection: 

· Is Dynamic Host Configuration Protocol (DHCP) enabled? 

· Does the AP provide access to a known customer network? 

· Is Simple Network Management Protocol (SNMP) enabled? 

· Is a web interface enabled? 
Post (On Site) Assessment: 

· Conduct analysis of the collected data?

Windows XP Host Assessment Checklist
· Are Physical Security measures in place?
· Is the BIOS password protected?
· Does the computer Boot from a CD?
· Is AutoRun for the CD-ROM enabled?
· Is it possible to run Programs from the CD?
· Are Operating System Restrictions in place?
· Is NTFS enabled on all partitions?
· Is File Sharing enabled?
· Are there Passwords on all of the user accounts?
· Are Administrator Group Members limited?
· Is there a Guest Account?
· Does the computer have a Firewall?
· Is a Router or Internet Connection Sharing (ICS) enabled?
· Is AntiVirus Software present?
· Are Hotfixes and Service Packs up to date?
· Are Automatic Updates enabled?
· Is the screensaver password protected?
· Are Wireless services present?

· Is there Wireless Network Security?
· Is there Backup Tape Security?
· Is Password Security enforced?
· Are Software Restriction Policies enforced?
· Are Accounts Limited?
· Is the Administrator Account Name default?
· Is there a Dummy Administrator Account?
· Is the "Everyone" Group permitted on file shares

· Is the last logged-in user name displayed?
· Is Remote Desktop enabled?
· Are any unnecessary services enabled?
· Is the Encrypting File System (EFS) enabled?
· Are Offline Folders is used?

· Is the local cache encrypted?
· Is the Temp Folder encrypted?
· Does the page file clear at shutdown?
· Is Auditing enabled? If so, to what degree?
· Are default shares enabled?
· Is Dump File Creation enabled?
· Is IPSec implemented?
1.2. Windows 2000 Host Assessment Checklist
· Are Physical Security measures in place?

· Is the BIOS password protected?

· Does the computer Boot from a CD?

· Is AutoRun for the CD-ROM enabled?

· Is it possible to run Programs from the CD?

· Are Operating System Restrictions in place?

· Is NTFS enabled on all partitions?

· Is File Sharing enabled?

· Are there Passwords on all of the user accounts?

· Are Administrator Group Members limited?

· Is there a Guest Account?

· Does the computer have a Firewall?

· Is a Router or Internet Connection Sharing (ICS) enabled?

· Is AntiVirus Software present?

· Are Hotfixes and Service Packs up to date?

· Are Automatic Updates enabled?

· Is the screensaver password protected?

· Are Wireless services present?

· Is there Wireless Network Security?

· Is there Backup Tape Security?

· Is Password Security enforced?

· Are Software Restriction Policies enforced?

· Are Accounts Limited?

· Is the Administrator Account Name default?

· Is there a Dummy Administrator Account?

· Is the "Everyone" Group permitted on file shares

· Is the last logged-in user name displayed?

· Is Remote Desktop enabled?

· Are any unnecessary services enabled?

· Is the Encrypting File System (EFS) enabled?

· Are Offline Folders is used?

· Is the local cache encrypted?

· Is the Temp Folder encrypted?

· Does the page file clear at shutdown?

· Is Auditing enabled? If so, to what degree?

· Are default shares enabled?

· Is Dump File Creation enabled?

· Is IPSec implemented?

· Is the “Security Configuration Toolset” used configure policies?
· Are modems present in the server or environment?
· Is DirectDraw enabled?
· Is the Registry secured?
· Are the OS/2 and POSIX Subsystems present?
1.3. Remote Desktop Security Checklist

· Is strong encryption (128-bit key) enabled for Remote Desktop sessions?
· Is the Remote Desktop client always prompted for a password?
· Are default or unused user accounts disabled?
· Does the RDS server have the latest security patches installed?
· Is the Administrator account name default?
· Is account password complexity enforced on the remotely-accessible systems?

· Is the Remote Desktop connection tunneled through a secure encrypted protocol such as Secure Socket Layer (SSL) or Secure Shell (SSH)?
1.4. Citrix Security Checklist
· Does a unique account group for Citrix users exist?
· Are default user accounts disabled on the server?

· Does the server have the latest security patches installed?
· Is the Administrator account name default?
· Are one-time-passwords used?
1.5. MS-SQL Security Assessment Checklist

· Do the Administrator account(s) have strong password complexity enforced?
· Is the Kill Password (KillPwd) utility is used to prevent account/user information disclosure?
· Is account login auditing is enabled? Where are these auditable events stored?
· Is access to the database tables restricted by permissions for users and groups?
· Are only authorized users and groups permitted direct access to database tables and other database commands (i.e. Insert, Delete, Select, etc)?
· Are ‘views’ used to assist column and row security instead of only applying security settings to the database tables?
· Is the registry secured to ensure only authorized users (i.e. Administrators, SQL services, etc) have access to the registry keys?
· Is access to services TCP 1433 and UDP 1434 are restricted to authorized users, hosts or networks?
· Are there any legacy configuration and setup files on the system?
· Are there any sample files and directories?
· Is cross-database ownership chaining enabled?
· Are encrypted drives and SSL connections used?
1.6. Oracle Security Assessment Checklist
· Does the Oracle user own all of the files in $Oracle_root$/bin?
· Is the Oracle software owner account locked to prevent remote logins?
· Are there any help and sample data installed (files and directories)?
· Are the Audit database user activities - logins and failures - logged?
· Where is the Audit information stored? How often is it reviewed?

· Are default installed user accounts present (i.e. TNSLSNR, sys, system, etc)?
1.7. Intrusion Detection Checklist
Technology 

· Provide a detailed architecture diagram showing deployed technology.
· Provide a listing of all deployed Intrusion Detection sensors with their location.

· Are Intrusion Detection sensors deployed to monitor all critical network segments?
· Is the currently-deployed Intrusion Detection sensor software current?

· Is the currently-deployed Intrusion Detection console application current?
Configuration Review 
Procedures 

· How are individual sensors accessed for maintenance?

· Who in the organization has direct access to the sensors?

· How is the IDS Console management software accessed?
· Is the sensor/console data communications path encrypted?

· How are events from the IDS sensors monitored?

· Does the monitoring capability have full 24/7 coverage?

· What monitoring schedule determines when events are reviewed?

· Describe the escalation process when an event is deemed critical?

· How are event tickets tracked, remedied, and closed?

· Are Change Control methodologies implemented to track modifications?
· How are updates to the sensor signature library tested and deployed?
· How many users have administrative rights to the console?







About NetSec    �





NetSec is a leading provider of managed security services for global corporations and federal government agencies. With a vendor-neutral approach to the lifecycle security needs of a customer, NetSec offers a suite of security services powered by Finium, a co-managed platform driven by flexible technologies, proven processes and expert staff; operated via a disaster-resilient Security Operations Center. Finium integrates threat, vulnerability and event information via a centralized, secure Web console, enabling analysts and managers to better manage security as part of their business.





Founded in 1998, NetSec is a privately held company headquartered in Northern Virginia, backed by leading investors including Mobius Venture Capital and ArrowPath Venture Capital.













