HIPAA Privacy Audit
Audit Program


	
	
	
	W/P Ref.
	
	Auditor

	1.
	
	Coordinate with Manager and client to determine date of audit.
	
	
	

	
	a.
	Determine if technical help will be needed.  Coordinate schedules.
	
	
	

	
	b.
	Discuss sample sizes with Manager.
	
	
	

	
	c.
	Review prior Audits reports and findings also review any notes to next audit.
	
	
	

	2.
	
	Send engagement memo
	
	
	

	
	a.
	Acknowledge the areas of review: Privacy policies, privacy personnel, workforce training, data safeguards, complaint process, and customer notification.
	
	
	


HIPAA Privacy Audit

A: Privacy Procedures

	 
	
	
	W/P Ref.
	
	Auditor

	1.
	
	Privacy Policies and Procedures.
	
	
	

	
	a.
	Identify all health plans offered to employees.  Medical plans, dental plans, vision plans, health flex spending accounts, prescription plans.  All of these generally have to comply with the privacy rules.  
	
	
	

	
	b.
	Document how data is captured (i.e., manual or automated) and the reports that are used and the workflow of the various plans.  
	
	
	

	
	c.
	A covered entity must develop and implement written privacy polices and procedures that are consistent with the privacy rules.
	
	
	

	2.
	
	Privacy Personnel
	
	
	

	
	a.
	A covered entity must designate a privacy official responsible for developing and implementing its privacy policies and procedures, and a contact office responsible for receiving complaints and providing individuals with information on the covered entity’s privacy practices.  Verify this has been done.
	
	
	

	3.
	
	Workforce Training and Management
	
	
	

	
	a.
	Verify that workforce members including employees, volunteers, and trainees have been trained in privacy policies and procedures
	
	
	

	
	b.
	Verify the company has procedures in place to sanction employees who violate the privacy polices and procedures or the Privacy Rule.
	
	
	

	4.
	
	Data Safeguards
	
	
	

	
	a.
	Are there reasonable and appropriate administrative, technical, and physical safeguards to prevent intentional or unintentional disclosure of protected health information in violation of the Privacy rule
	
	
	

	
	b.
	Are there such controls as: shredding, securing medical records with a lock and key, or pass codes. 
	
	
	

	5.
	
	Complaints
	
	
	

	
	a.
	Does Company Name have a procedure in place for individuals to complain about it’s compliance with its privacy polices and procedures and the privacy rule.
	
	
	

	
	b.
	Are the complaint procedures explained in the privacy practices notice? 
	
	
	

	
	c.
	Does the privacy notice explain who the complainant should contact if they wish to make a complaint?  Also it should state that complaints could be made to the Secretary of HHS.
	
	
	

	6.
	
	Documentation and Records Retention
	
	
	

	
	a.
	Are procedures in place to retain privacy procedures for six years from the later of the date of their creation or their last effective date.  This needs to be done for:  privacy procedures, privacy practice notices, disposition of complaints, and other actions, activities, and designations that the privacy rule requires to be documented.
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


B: Audit Wrap-up

	 
	
	
	W/P Ref.
	
	Auditor

	1.
	
	Complete audit findings worksheet.  Discuss with Management and recommendation appropriate audit action to be taken (i.e., report, memo, verbal).
	
	
	

	2.
	
	Hold closing conference to discuss findings.  (Conducted in the field).
	
	
	

	3.
	
	Prepare preliminary audit report draft and supplementary memo.
	
	
	

	4.
	
	Obtain Management’s response to draft and any recommendations.
	
	
	

	5.
	
	Prepare final report.  Incorporate Management responses and conclude whether controls provide reasonable assurance over the key operating objectives and if the controls are effective.
	
	
	

	6.
	
	Prepare the final time summary.
	
	
	

	7.
	
	File a copy of the final audit report in the KPMG report copies binder.
	
	
	

	8.
	
	Remove workpapers from 3-ring binders before filing.
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