IS General Controls Review

Audit Program

SCOPE:
The general Information System security and controls environment.

OBJECTIVE:
To determine the adequacy of security and controls in the Information Systems environment.

General

1. Review prior year external audit report findings and recommendations of data processing activities and determine whether appropriate corrective action has been taken. 

Document the action taken for each recommendation and determine whether any prior year's comments should be carried forward to the current year's comments. 

2. Review the findings and recommendations contained in SAS70 report for CSC, which is used to complete, some outsourced data processing. Determine whether any of the findings and recommendations noted in the SAS70 report were considered significant and whether the issues were satisfactorily resolved. 

3. Review the findings and recommendations of regulatory agency reports resulting from the review of the Company's data processing activities.

4. Document the computer platforms used by the Company and the applications processed on each computer platform.

IT Organization 

5.  Obtain the current organization chart for the data processing organization and evaluate the organization to determine that key functions (i.e., systems programming, application programming, computer operations) within the data processing department are appropriately segregated.

6.  Determine whether there is an effective IT steering committee or an equivalent committee within the organization. 

7.  Determine how often the committee meets and obtain the latest minutes of the committee and review them for appropriateness. 

Environment and Physical Access Servers and Printers (Production)

8. Determine the location (computer room) of the Servers and Production Printers 

9. Document what measures have been taken to control physical access to the computer room.

· surveillance cameras 

· security guards

· electronic card keys

· visitors are required to sign-in

10. Determine whether the following Computer Environmental controls have been installed:

· Fire suppression equipment (e.g., extinguishers)

· Uninterruptible power supply (UPS)

· Emergency Power System (EPS) e.g., generators)

· Temperature and humidity controllers

· Emergency power cut-off switches

· Smoke and water detectors

· Emergency lighting

11. Determine if the above are regularly tested and that maintenance contracts exist. 

12. Determine if maintenance is regularly performed on the system equipment to ensure equipment is operating at its expected level of performance.

Data Security (Logical Access and Administration)

13. Determine whether a data security policy exists and is communicated to individuals in the organization.

Obtain a copy of the policy to review and evaluate it. Consider whether the policy addresses data ownership, confidentiality of information, and use of passwords. 

14. Determine if warning or legal notice banner is used.

15. Determine if the registry has been edited to disable the control-alt-delete sequence from the login process.

16. Evaluate the Windows NT global password control settings.

17. Determine if the lockout feature is turned on.

18. Determine what basic Windows NT user rights have been assigned.

19. Review the members rights of the Administrators, Backup Operators,

    Server Operators, Account Operators, Replicators and Print Operators.

20. Determine if the Guest account has been disabled and the Administrator account renamed.

21. Review a sample of password and logon properties (settings) for five user accounts.

22. Determine what rights the Everyone group has to sensitive directories. 

23. Review permissions to important Windows NT directories and files. (c:\, c:winnt\system32, c:\boot.ini, c:\ntdetect, c:\ntldr, c:\autoexec.bat and c:\config.sys).

24. Determine who has access to security  databases and system files (AppEvent.Evt, SecEvent.evt and SysEvent.Evt).

25. Determine if FAT(DOS)partitions exist on any Windows NT domain controllers.  If so, evaluate usage, security and controls of these partitions.

26. Determine and evaluate usage of the REGEDT32.EXE utility.

27. Determine and evaluate setting on the Audit and Event logs.

28. Determine which devices act as the Primary and Backup Domain Controllers and their location.

Evaluate the proximity of controllers.

29. Review a sample of the audit and event logs for evidence of questionable activity. 

30. Determine if the last account to log on is redisplayed by Windows NT at the next log on.

31. Determine the installation of Service Pack 6.

32. Determine and evaluate fault tolerant procedures.

33. Document the procedures to request and delete access to the system.  Ensure proper authorization is obtained prior to granting user access to the system resources. Evaluate the procedures established to remove user ids or passwords from the system when an employee leaves.

Systems Development and Application Maintenance

34. Obtain an understanding of the systems development and program change process.

35. Determine if the organization has implemented a methodology (SDLC) for the development of new application systems. Determine if this methodology is also applied to the installation of a purchased system.

36. Evaluate the Systems Development Life Cycle methodology for inclusion of the following:

· User participation and sign-off

· Acceptance Testing

· Proper review and approval at the completion of key stages in the development process and documentation requirements

37. Document the application program change process. Review the procedures to ensure the following critical functions are performed:

· Documenting the program change request

· User approval of the change request

· Users periodically assigns priority to outstanding change requests

· User accepts the change via sign-off, prior to implementation of the change into production

· The change is implemented into the production environment by personnel not responsible for making the changes (adequate segregation of duties)  

38. Select 5 recently completed program changes and review the change documentation for compliance to the organization application program change procedures.

39. Determine if a test environment exists on the processing system to develop, make changes and test application systems prior to their implementation of the change into the production environment.

40. Review the application program change turnover procedures performed by the independent group responsible for implementation of the application changes into the production environment.

41. Document the organization's emergency program change procedures. Consider whether emergency changes are migrated through segregated libraries to enable review and approval of the change by management.

42. Determine how security is provided over production libraries containing source and executable programs. 

Backup/Recovery

43. Review the client's system backup and recovery procedures.  Document the procedures to ensure that system and incremental backups are performed on a regular basis. Document the frequency of the backups and determine through inquiry and review of documentation whether all files and programs are being backed up properly. 

44. Document the procedures to ensure that backup copies of system, programs and data files are rotated to a secure offsite storage location on a scheduled basis. Consider whether an inventory of the backup copies is taken periodically.

45. Determine if a tape management system (TMS) has been installed on the processing system that provides an  inventory of tapes by location. Observe that the tapes that are maintained offsite have been properly segregated on the TMS.

Contingency Planning/Disaster Recovery

46. Determine if a written business resumption plan has been developed. Through discussions with management and review of the business resumption plan, determine whether the plan is up-to-date and includes the key components of a business resumption plan.

47. Document whether the business  resumption plan has been tested and how often the tests are performed. If the plan has been tested, inquire as to the scope of the tests performed and obtain the results of the last test.

48. Determine if Information Systems Division has developed a plan for the recovery of data processing resources.  Determine if the plan includes recovery of data processing at a hot-site. If so, obtain the contract between the client and the hot-site provider.

49. Evaluate the disaster recovery plan for the IS division. Ensure that application recovery is based on risk (Those applications critical to the organization are recovered first).

50. Evaluate the hot-site contract to ensure that adequate equipment will be provided by the hot-site vendor to recover the organization's data processing resources. Ensure that the telecommunications to the hot-site has been considered.

51. Determine if a recovery test of data processing operations has been performed at the hot-site. Obtain the results from the test and evaluate them to ensure test objects were completed.

Reporting

52. Write preliminary and final reports.
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