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· Determine the security vulnerabilities of the existing firewall(s).

· Evaluate the administration and control of the firewalls to ensure that controls are in place to protect the network;

· Evaluate access controls to the firewalls to ensure that only the necessary, authorized people have access; 

· Review the filters and conditional filter handling on the firewall;

· Review the performance, such as capacity or throughput, of the firewall;

· Review virus and worm protection;

· Review TCP/IP services to determine how they are used/restricted;

· Evaluate the intrusion detection of the network
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Analysis and evaluation of the policies and procedures in place to manage and administer the network, firewalls, routers and servers at City. 

Administrative

1.
Prepare a project budget and schedule based on the Audit Plan and discussions with the Audit Manager.
a.  Review the budget with the Audit Manager.

b.  Obtain approval from the Assistant City Auditor.

c.  Provide Audit Manager with verbal status reports throughout the audit.
2.  Determine project staffing need.

3.  Set up a folder for the audit work papers.
4.  Provide written explanations for significant variances between actual and budgeted hours and for any delays in the project start and completion.

5.  Update the Audit Universe as needed.
Planning

1.  Conduct and document, as necessary, preliminary meetings with Audit Management and CIS personnel involved in the development and maintenance of the firewall.  These meetings are to announce the audit, gain an understanding of the area being audited, identify processes and controls within the area, and identify risk areas. 
2.  Gather and briefly review any documentation or procedure manuals that will be needed for planning and fieldwork.

3.  Gather research material from various sources to review as background information and for use in the development of the audit program.

4.  Prepare a planning memo, including information about the area to be audited, audit objectives, scope, and timing of the audit. 

5.  Draft an audit engagement memo addressed to the appropriate level of management and include a copy in the work papers.  Hold opening meetings with appropriate personnel.

6.  Develop an audit program, and discuss the audit program objectives and approach to completing fieldwork objectives with the Audit Manager to ensure planned audit coverage is adequate to meet objectives. 

Audit Steps
1. Identify the current architecture for the network; 

· Routers

· Servers

· Firewalls

· Switches

2. Identify the critical points of the network and determine the protection afforded to those areas

· Firewall

· Router

· Authentication

· Physical Security

3. Identify the procedures used to keep the versions of the software on the routers and firewalls updated.

4. Determine the intrusion detection system used and the actions taken based upon the intrusion detection.

5. Identify the methodology employed to monitor the network

6. Identify approximately how many people have access to the firewalls, routers and servers and why they have access.

· City employees

· IT people

· Security administrators

· Systems programmers

· Outside City users

7. Are advisories present for the equipment and software employed at City? If so, what action has been taken to address those advisories?

8. Backup and recovery of firewalls, routers and servers

9. Determine the resource requirement for the care and maintenance of the network security.

· Number of IT personnel assigned to the software and hardware aspects of security

· Dollars attributed to security for operations and maintenance

10. What security software is in place?

11. What software and procedures are in place to address detection and remediation of:

· Viruses

· Worms

· Spoofers

· Sniffers

12. Have the previous audit security issues been addressed?

13. How are security rules set and enforced?

14. Have unnecessary TCP/IP services been deactivated?

· DNS zone transfers

· RPC (NIS, NFS)

· rlogin, rsh

· X windows, Open Windows

· telnet, ftp, smtp

15. Review the host and client host services to insure that the host is configured for only those necessary services and that the client host has all services deactivated.

16. Is software available to do traces to determine where e-mail is routed?

17. What education efforts are performed for security of City personnel?

18. Is a security policy in place and enforced?

19. Based upon the results of the review, develop recommendations and courses of action that are deemed necessary to improve the security and operational use of network.

Audit Reporting
1. Prepare a list of preliminary audit issues throughout the audit.  Draft preliminary audit recommendations for each issue.

2. Review all preliminary audit recommendations with the applicable auditee personnel responsible for the control function, during the audit.  Discuss potential solutions with the auditee.

3. Determine which audit recommendations are reportable and prepare a draft audit report.  Outline the scope and objectives of the audit work, adequacy of controls and procedures in place, audit issues noted, and proposed recommendations.  Review the draft report with the Audit Manage.
4. Discuss the findings, recommendations, and presentation of the draft report with the auditee.  Document any concerns and revise the audit report as appropriate.
5. Issue the draft report to the auditee and request responses to all recommendations within 10 working days.  Include a copy of the draft report in the work papers with references to the work papers supporting each audit finding and recommendation.
6. Obtain and review the auditee’s responses for adequacy and acceptance and include in them in the work papers.

7. Add the auditee’s responses to the audit draft for final issuance.  Obtain the Assistant City Auditor’s approval and issue the final report.  Place a copy of the final report in the work papers and give a copy to the Administrative Assistant for the Audit Department files.
8. Conduct a review of the audit work papers to ensure completeness.
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