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I.  OBJECTIVES
1.
To determine if policies, procedures, practices, and internal controls regarding deposit 
accounts are adequate; that offi​cers/employees are operating in conformance with 
established guidelines.

2.
To ensure that all deposit transactions are processed and properly recorded.

3.
To determine that returned items and posting rejects are properly and timely processed.

4.
To ensure that service charges/fees due for services and penalties rendered are properly 
assessed and recorded.

5.
To determine overdrafts are processed properly and in accordance with established bank policies.

6.
To determine required documentation is obtained prior to opening of deposit accounts; 
that closed accounts are properly and timely closed.

7.
To determine that dormant account transactions are bona fide, properly authorized, and 
that controls are adequate to pre​vent unauthorized access to dormant accounts.

8.
To determine that subsidiary records are reconciled on a reg​ular basis and are in 

agreement with G/L control accounts; that any outstanding items are properly re

searched and resol​ved in accordance with policy and procedures.

9.
To determine that adequate separation of duties exists in entry-making and reconcilement functions.

10.
To determine that any clearing/suspense accounts used in the deposits processing 

function are for legitimate purposes. 

11.
To ensure that accrued interest is properly computed and recorded.


II.  PLANNING
1.
Complete Section I of the Audit Planning and Review Guide.


III.   PRELIMINARY REVIEW
1.
Request appropriate person(s) to complete, sign, and return the Internal Control 

Questionnaire.

2.
Obtain copies of current organizational chart and job des​criptions for each function.  
Review for potential control and/or operational weaknesses.

3.
Obtain copies of current policies and procedures and review for adequacy, potential 
control, and/or operational weakness​es.  Consider referring to a separate binder rather 
than copying for the permanent file.

4.
Supplement review of policies and procedures with control reviews/interviews with 
appropriate personnel and docu​ment/update the permanent file for the following:

· Discuss/describe essential components pertaining to Account Pro in opening and/or closing deposit accounts and evaluate the adequacy of the systems of internal control over its usage and related processes, including but not limited to the following:  

· how does it work; 

· system access capabilities and terminal security;  

· entering/verification of account data; 

· existence of monetary entry capabilities;  

· interaction with main frame computer system and other departments within the bank, especially,  Operations; 

· conclude on the adequacy of controls.

· Discuss/describe procedures and controls over input to the deposit system "bank control record" for rate changes on interest bearing accounts, including:

· are timely made in accordance with instructions; 

· if documented approval is required; 

· follow changes in bank's index, prime rates, etc.;

· if check back procedures are in place when rate changes are made. 

· Describe/document dormant account procedures in place, including:

· to withdraw funds from dormant accounts; 

· to release dormant status; 

· to control dormant signature cards; 

· to control service charges; and

· to timely escheat funds to the State. 

· Discuss/describe on-going research procedures and reporting practices per​formed to monitor drawings against uncollected funds (check kiting), including determining: 

· that appropriate employees clearly understand the mechanics of drawing against uncollected funds and the risks involved, especially in the area of po​tential kiting operations;

· what system reports are generated to monitor kiting, i.e.,  "Accounts Drawing on Today's Deposits", "Kiting Suspect Report", etc.; 

· that reports are reviewed and questionable accounts and/or unauthorized activity is promptly researched or investigated, as necessary;

· there is reporting system in place to inform senior management of significant activity in this area.

· Discuss/describe Stop Payment procedures and how handled and processed.

· Discuss/describe Rejects/Unposted Items procedures, pro​cessing, re-entry, etc.

· Discuss/describe procedures in effect for processing in​sufficient funds and overdrafts including:

· waiver or refund of OD and return check charges;

· requirements for overdraft approval;

· monitoring of loan officer's lending limits when approving overdrafts;

· recovery efforts for overdrafts.

· Discuss/describe bank policies and procedures in effect to monitor Employee Overdrafts; specially encoded or segregated accounts; limits and/or number of times OD; employee notification; how handled or processed, etc.

· Discuss/describe how fees are charged and monitored for customer research, including criteria for waiving fees;

· Prepare list of all internal (bank) controlled deposit accounts used in deposit processing function (excluding official check accounts covered in another audit), i.e., clearing/suspense accounts, customer research accounts, etc., and for each account, determine usage/control by:

· describing the purpose;

· source of originating entries, i.e., limited or unlimited employee access; 

· general process to clear;

· frequency of reconcilements.

5.
Through interview with bank Security Officer, evaluate and document effectiveness of 
the bank's check fraud detec​tion/prevention program.  Identify weaknesses in existing 
check fraud prevention and detection programs and/or identify areas of operations 
where programs are needed, including:  

· Inquire as to the extent of check fraud at FCNB and res​ulting financial impact over the past year or two and determine if check fraud losses have exceeded acceptable levels established by management;

· Determine whether policies and procedures dealing speci​fically with check fraud prevention and detection have been developed that could serve as a training tool and reference source for all employees;  

· Determine whether operations supervisor(s) and staff have received special training in identifying symptoms of potential check fraud and detecting actual fraud schemes and whether there is a formal initial and on-going check fraud training program for CSRs and tellers;

· Discuss/describe whether a check fraud database, to facilitate on-going monitor​ing by management, has been created that reports types of frauds, methods, losses, and recoveries, to enable management to monitor check fraud and design preventive measures;

· Discuss/describe any networking activities with other financial institutions and law enforcement agencies in the trade area for communicating suspected fraudulent activity and for sharing educational "war stories". 

· Determine whether management would consider offering any well-publicized cash and award incentives for employees who prevent or catch check frauds.

5.
Based upon this preliminary review, conclude on the adequacy, effectiveness, and 
efficiency of the systems of control over deposit operations and related functions and 
processes.

6.
Document any significant weaknesses in the General Binder, Section GB-6, Possible 
Report Comments.  Also, identify audit priorities and consider the need to adjust 

procedures.


IV.  AUDIT STEPS
Balancing
1.
Obtain G/L Daily Balance Sheet, Demand Control Summary Bank Totals Report, and 
reconcilements for all Demand Deposit and related accrued interest payable liability 
accounts, as of audit date, including reconcilements of any DDA related suspense, 
unposteds, and clearing accounts, and:

· Foot reconcilements and verify mathematical accuracy;

· Trace system (subledger) totals from reconcilement to supporting subledger report;

· Trace G/L totals from the reconcilement to the Daily Balance Sheet;

· Trace all reconciling items to clearance and investigate any old and unusual items.

Confirmations
2.
Using appropriate sampling technique, prepare confirmations on selected accounts; and

· Send second requests to customers from whom replies were not received to the initial positive confirmation requ​ests (10 days);

· Investigate and clear all exceptions;

· Summarize confirmation results;

· Where replies were not received to positive requests for confirmation, perform alternative procedures, i.e., com​paring customer's signature on the checks to the signa​ture card.

Accrued Interest Payable Recalculation
3.
Run query of interest bearing accounts, whose statements cycle on our test date, from 
all account types on the system.  Select a sample and perform the following:

· Obtain and use copies of statements/account histories for each account in our sample to perform testwork;

· Recalculate accrued interest payable;

· Run report comparing interest paid on customer account with interest expense posted to general ledger. 

· Document and research any differences.

Interest Expense Reasonableness Test
4.
From FCNB rates Billboard, or other appropriate documenta​tion, determine number of 
rate changes YTD for each interest bearing account type and perform the following: 

· Compute the average rate YTD and multiply that rate by the average outstand​ing deposits in each category for an estimate of anticipated interest expense;

· Compare this amount to the actual balances and compute the difference;  

· Conclude as to reasonableness of expense account balan​ces, as of our audit date.

Analytical Review
5.
Prepare a schedule and analyze changes in Demand Deposit balance sheet and related 
income and expense accounts, for reasonableness;

· Compare current balances, as of our audit date, to prior year balances; 

· Compute differences and document reasons for significant variances from prior year.

Service Charges 

6.
Obtain appropriate System Report and/or run query, of all interest bearing and non-
interest bearing accounts, debited for service charges, that cycled as of our test date;

· Foot service charges, if necessary, and trace offsetting credit to G/L income accounts.

· Run report comparing service charges paid on customer account with service charge income posted to general ledger. 

7.
Obtain a copy of the bank's fee schedule and minimum balance requirements for each 
type of account and perform the following:

· Using system report/query in Step 6 above, select a sample of accounts for which deposit balances dropped below the minimum required for automatic exemption from service charges;

· Obtain a copy of the statement and use as work paper;

· Determine each account was service charged properly;

· Document and research any differences.

8.
Run query of accounts opened during audit period, that are coded "service charges 
waived"; and  

· Compute percentage of total number accounts opened versus the number of accounts coded in each category and determine reasonableness;

· If a large percentage exists, discuss with appropriate management personnel and determine that it's acceptable.

9.
Run query of debits/refunds to customers (excluding 12/31 Income Transfers) prior 
year and YTD to G/L service charge income accounts, with totals; 

· Trace a sample of the larger amounts to G/L tickets and determine that reasons and approvals are consistent with bank policy;

· Discuss prior year and YTD totals of service charge re​funds with management personnel and ascertain if reason​able and acceptable.

Overdrafts
10.
Obtain system Report of Overdrafts, as of audit date, and perform the following:  

· Select a sample of accounts and verify proper approvals for actions taken (pay/return);

· Verify that approvals to pay overdrafts are within officer's lending authority; 

· Trace Overdraft/NSF charges to debit on the customer's account statement.

11.
Run query of debit entries/refunds prior year (excluding 12/31 Income Transfers) and 
YTD (current year), by month with totals, if possible, to the G/L Overdraft and NSF fee 
income accounts and perform the following:

· Select a sample of the larger amounts and trace to G/L ticket;

· Determine that reason and approval are in compliance with bank policy;

· Consider comparing monthly Refunds on Overdrafts report, issued by Deposit Operations to appropriate management personnel, to query information and determine accuracy of information reported to management;

· Discuss prior year and YTD totals of OD/NSF refunds with management personnel and ascertain if considered reason​able and acceptable.

Dormant Accounts
12.
Obtain copies of representative number of Demand Unposted Items reports over audit period and perform the following:

· Select a sample of dormant accounts noted on the reports and look up transac​tions reactivating the account;  

· If check, compare signature on check to signature card for authenticity;  

· If deposit, look up offsetting entry.  Review subsequent debits, if any, for propriety. 

13.
Obtain copy of Dormant Accounts Report, as of test date, and perform the following: 

· Determine adherence to State of TN, "Uniform Disposition of Unclaimed Property Act (escheat law) by:

· Scheduling all accounts in dormant status in excess of 5 years;

· Review dormant account statements and verify that dor​mant accounts are service charge in accordance with bank policy;

· Determine that no dormant accounts are coded to waive service charge.

Posting Rejects (Unposteds)
14.
Using the Unposted Items reports, obtained in Step 12, select sample of rejected items 
and perform following:

· Verify that each entry was cleared timely;

· Trace to final disposition, including posting to custo​mer account, returned, stop pay, etc.

Stop Payments
16.
Pull a sample of active stop payment orders and perform the following:

· Determine that orders are dated;

· Determine they are limited to a 6 month period;

· Trace to Stop Payments Report or to CRT screen prints and determine if transaction has been executed properly and timely;

· Determine if fee has been waived, and if so, that proper approval was obtained;

· For those charged a fee; 

· trace the debit to the customer's account;

· trace the credit to posting in G/L account  #6450000;

· Consider running query of debits (refunds) to income account and determine impact to earnings and if reason​able and acceptable.

Account Opening
17.
Using query produced in Step 8 above, of all accounts opened over the audit period, 
select a sample of accounts and per​form the following:

· Determine that properly completed signature cards and/or applications are on file;  

· Determine that a properly completed corporate resolution is on file for all business accounts and agree to signa​ture card;

· For all interest bearing accounts, determine that a sep​arate W-9 form is on file and complete;

· If ATM access was requested, determine that customer signed an applica​tion/agreement.

Account Closing
18.
Obtain sampling of copies of the Demand Closed Accounts repo​rts over the audit 
period.  Select a sample of accounts from these reports and perform the following:

· Determine that the account is properly noted as closed on the system. Document variances and determine reasons.

Interest Rate Changes
19.
Using information obtained during the Preliminary Review and query produced in Step 
3 above, select a sample of accounts with interest rate changes over the audit period; 
and

· Obtain all rate changes for each account type for audit period;

· Obtain copies from Spyview of the first statement that cutoff after the rate change;

· Compare system rates on the statement to rate change information and verify accuracy.

