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BACKGROUND

The Liquidation Bureau utilizes various applications run off the AS/400 CISC in order to process claims.

· The Universal Claims System (UCS) application is used to record, monitor and maintain all claims received.

· The Payment Processing System (PPS) is used to process repetitive type claims payments such as worker's compensation and no fault claims.

· The Uniform Data Standard (UDS) System is a precisely defined series of computer file formats which allow Receivers (Liquidation Bureau) and Funds to exchange unearned/return premium data, loss claim data and allocated loss adjustment expense data as defined by the National Association of Insurance Commissioners (NAIC) UDS Operations Manual.  The UDS was designed for the exchange of claim information, in a common format, between Receivers and Funds.
· UCD System is used to automate the production of the Disposition Sheet and Pay Order forms through the UCS.

· The Liquidator File is used to 

· File Tracking System (FTS) is used to track the claims files.  FTS is run off the file server, not AS400.

	APPLICABLE REGULATIONS
	W/P REF. #


NONE

	RELATED TESTS
	TEST LETTER


NONE

	PROCEDURES


	BY
	W/P REF
	DATE


1. Evaluate and document our analysis of the system of internal controls per observations and discussions with Management and identify key strengths and weaknesses.

2. Determine if there were changes to policies/procedures.  If yes, determine if Management followed the Policy and Procedural Changes Guideline.  Additionally, determine if Management is getting the desired result from the change.  (Not Applicable-No prior baseline.)
3. Review operating procedures and ensure the following:

· Definition of duties

· Designation of accountability

· Establishment of parameters

· Establishment of effective monitoring procedures

· Quality control factors

4. Discuss population and sample size criteria with Auditor in Charge (based upon flowchart/narrative and data integrity results).

5. Determine if we can use Audit Command Language (ACL) for testwork.  If yes, run ACL to test various criteria established in procedure #4.  If no, proceed to procedure # 6.

6. Verify the following attributes exist regarding password security (Applicable to only the AS/400 CISC, UCS and FTS):

a. Users are uniquely identified and require a password prior to the initiation of a session. (Test by requesting User ID and Password and logging into the AS/400, UCS and FTS).

b. Initial and/or Reset Passwords are set to pre-expired upon the first login session and require the user to change that initial password prior to getting onto the system.  (Test by logging in to each system/application).

c. The User ID is not the same as the password.

d. Passwords aren’t displayed in clear text on the screen.
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e. Initial sign-on passwords are not easily guessed.

f. Passwords (not including initial passwords) are selected and known only by the user or are randomly generated by the system.

g. Passwords are required to be changed by the user at a minimum of every 90 days.

h. Passwords are a minimum of 6 characters and consist of mixed alphanumeric characters.

i. Passwords are not reused for a minimum of 4 consecutive password changes.

j. User Ids are disabled after 30 days of inactivity and deleted after 180 days of inactivity.

k. After a maximum of 30 minutes of inactivity, the system times-out and user must sign back in.

l. User Ids are disabled after a maximum of 6 consecutive failed login attempts.

m. Users do not write down their passwords.

n. Users do not share their passwords with other employees

o. Password files are maintained in an encrypted file in a secure location that is restricted to only certain designated MIS personnel.

p. The date, time and location of the last successful sign-on is displayed to the user after signing into the AS/400 CISC.

7. Obtain the following documentation from MIS or HRD Management and perform the following:

· current system generated access listing for the AS/400 CISC (MIS);

· current system generated access listing for General UCS access (MIS);

	PROCEDURES


	BY
	W/P REF
	DATE


· current system generated access listing for UCS for a sample of Estates (MIS);

· current system generated access listing for UCD (MIS);

· current system generated access listing for UDS (MIS);

· current system generated access listing for PPS (MIS);

· current system generated access listing for the Liquidator File (includes LIQ, UPD and DSP) (MIS);

· current system generated access listing for FTS (MIS);

· current system generated report of active employees (HRD);

· current system generated report of active temp employees (HRD);

· current system generated report of active Third Party Administrators (TPAs) (HRD and/or Claims);

· report listing employees, temps and TPA’s that have been terminated since the prior period examination (HRD);

· Current Organizational Charts containing the employees’ Job Title.

a. Using the system generated access listings create an excel spreadsheet listing all active employees and their associated access levels for each claims related system.

b. Verify that User ID’s are unique (no duplicates) (applicable only to the AS/400 CISC and FTS).

c. Verify that the user access for terminated employees is disabled and/or deleted for all systems/applications.

d. Verify that each employee has only one enabled User ID for each system/application.

e. Verify that access to all systems/applications has been granted on a need to know basis, based upon job description.

f. Verify that access granted to employees on all systems/applications, does not compromise segregation of duties (i.e., no one individual should have the capability to add, approve and submit a claim for payment).
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g. Verify that the Data Owners receive periodic Access Listing Reports from MIS (at a minimum of a quarterly basis) for all systems/applications.  Verify that these reports are maintained for a period of time and evidence review and approval by the Data Owner designee.

8. Select a sample of new system/application users and verify the following:

a. Verify that a MIS AS/400 Access Request Form and Request For UCS/GIA Access Form (for users granted UCS access) is on file.

b. Verify that the MIS AS/400 Access Request Form and UCS/GIA Access Form is properly completed [User Name, Dept, Date, Access Type (New/Change/Delete), Applications Requested, Estate(s) (UCS Applicable Only), Function, Control Number, Project Manager, Assigned To, Date Assigned, Actual Completion Date, Evidence of Help Desk Department review and User’s Department Director approval].

c. Verify that the MIS AS/400 Access Request Form evidences approval from the Data Owner Director.

d. Verify that the MIS AS/400 Access Request Form evidences the signature or initials of the person who processed the access request.

e. Verify that the actual access granted/deleted equals the access requested to be added, changed or deleted.

f. Verify that Access Forms are maintained in a secure location.

9. Verify that MIS Programmers do not have more than inquiry access to production data.

10. Verify that transaction files capture the identity (User Id) of individuals that add, modify and/or delete production data.
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11. Determine that there are no repeat comments.  If yes, denote as such on the Summary of Concern & Recommendation (SCR).

12. Discuss findings with Auditor in Charge to determine the need for expanded or alternate testwork.  Communicate results to staff members performing related tests.

13. Discuss program changes with Auditor in Charge and make any changes deemed appropriate.

14. Prepare and document any suggestions for future audits.

