CLIENT/SERVER SECURITYprivate 
Every corporation seems to be moving towards a Client/Server processing environment.  The obvious reasons are reducing the CPU costs and empowerment of the user.  But the real question is what is Client/Server computing and what are the exposures that need to be mitigated?  

Starting with the first part of the question, one needs to look at the practical definition of Client/Server.  Basically the Client/Server environment is architected to split an application’s processing across multiple processor to gain the maximum benefit at the least cost while minimizing the network traffic between machines.  The key phase is to split the application processing.  In a Client/Server mode each processing works independently but in cooperation with other processors.  Each is relying on the other to perform an independent activity to complete the application process.  A good example of this would be the Mid-Range computer, normally called a File Server, which is responsible for holding the customer master file while the Client, normally the Personal Computer, is responsible for requesting an update to a specific customer.   Once the Client is authenticated, the File Server is notified that the Client needs Mr. Smith’s record for an update.  The File Server is responsible for obtaining Mr. Smith’s record and passing it to the Client for the actual modification.  The Client performs the changes and then passes the changed record back to the File Server which in turn updates the master file.  As in this scenario, each processor has a distinct and independent responsibility to complete the update process.  The key is to perform this cooperative task while minimizing the dialog or traffic between the machines over the network. Networks have a limited capacity to carry data and if overloaded the application’s response time would increase. To accomplish this goal, static processes such as edits, and menus are usually designed to reside on the Client.  Update and reporting processes usually are designed to reside on the File Server.  In this way the network traffic to complete the transaction process is minimized.  In addition, this design minimizes the processing cost as the Personal Computer usually is the least expensive processor, the File Server being the next expensive, and finally the Main Frame the most expensive.  

Statistics today reveal that corporations are only using 10% of the personal computer processing power that they have installed. If this is a reasonable statistic then the organization could continue to exploit the power of the personal computer without investing in new computer equipment.  Future Client/Server application may further rely on the personal computer by upgrading the memory of the personal computer to a range of 64Meg of RAM.  If this becomes the standard configuration,  many of the application processes today will in the future reside on the personal computer.  Coupled with the increases in the network’s capacity especially with the implementation of Asynchronous Transfer Mode (ATM), the acceptance of Object Database Management Systems (ODBMS), the Client/Server architecture will become a predominate implementation strategy.

There are many Client/Server Models. First, one could install all of the application’s object programs on the personal computer.  Secondly, one could install the static object program routines such as edits and menus on the personal computer and the business logic object programs on the file server. Thirdly, one could install all the object programs on the file server. As another option, one could install all the object programs on the mainframe. Which model you choose depends on your application design.

Not only must you worry about the programs and their installation but you must also decide on where to place the data files themselves.  In the industry today you will hear the comment of a three tier architectural model.  This architecture is where multiple Personal Computers talk to a File Server which in turn talks to the Main Frame to obtain legacy data to complete the transaction process. This talking and exchanging of data must be completed within a 1 to 2 second response time to meet the service level goals of the application.  It is within this complex multiple operating systems, database management systems, and platforms environment that the auditor and security professional must identify the exposures and recommend effective controls to mitigated the risks.  In order to perform the audit of an Client/Server application, eleven risk areas need to be addressed.  Each of these will be defined as to their level of exposure and recommended controls. 

1.
Client/Server Development Risks

The development of Client/Server applications has several risks.  The first risk is the skill level of the Client/Server development team.  In dealing with new products, the network, and a new operating environment, the Client/Server development team may not be fully experienced.

To compensate for this risk, it is imperative that a management policy be written that requires a peer review of all new Client/Server application designs.  This review would be performed by an internal or external expert as a matter of policy.  From the review procedure a better overall design could be accomplished and a cross training of experience could be transferred.

Second risks is the design methodology.  In the Client/Server world the application development process takes on a Rapid Application Development (RAD) approach. With this approach, the application development is designed for an quick deployment.  With this approach there may be a tendency not to use a formalized structured development methodology.  This rapid approach may serve as a quick solution but may not lend the application to the open and interoperability that will be necessary to quickly modify the application to take advantage of new hardware, software, or corporate goals.  To offset this risks without restricting the application development process it would be wise to establish a data classification methodology that would help to define organizational data into four classes.  The highest class would be corporate data.  The next class would be divisional data, then departmental, and finally user or local data.  Using this classification, an organization could employ a quick risk assessment for any application that uses corporate, divisional, or departmental data.  The level of risk would be mapped into the number of steps required to meet the minimum methodology standard.  The higher the risk the more steps required.  In addition, this classification methodology could be used to store application objects in a repository or dictionary at each level.  This would allow for their reuse for other application development processes.  Finally, the classification methodology could be used to tag the data and track it’s movement throughout the network. With this approach corporate standards, procedures, and documentation requirements all become part of the application development process.  

The third risks is library control over objects for the Client/Server application.  These objects are represented in both source and object form.  They include menus, programs, scripts, and windows.  Only the object version of these objects should be stored within the user environment.  Using a version control or check-out/check-in control over the updating of objects will maintain integrity and control over the application’s execution.  The original source code should be placed on a protected library and of course stored off site for additional protection.  Besides version control, the system could also be set up to verify the integrity of critical objects by using a check sum total on these objects when the workstation signs on to the file server.

2.
Work Station Risk

A standard Personal Computer is not very secure without the addition of third party security products.  This is because the Personal Computer’s user has access to the operating system commands that can directly affect any data files without restriction.  For this reason application data should not be stored on this platform unless a separate security product is installed.  In the Client/Server environment the Personal Computer should only be used to work on select application records for a brief period of time.  These records should not be stored on the hard disk of the Personal Computer.  If you do allow the user to store data on the Personal Computer then you must perform a data sensitivity or risk analysis to determine the level of exposure in order to install the proper third party security product.  Many of these products are on the market.  The best ones would not only authenticate the user’s activity but would also encrypt sensitive data to the hard disk and to the network.

Unfortunately, the workstation is a Hacker’s dream.  There are products out in the world today that either capture the password as it is sent from the workstation or as it is keyed on the workstation.  Two of these products which are offered on the public domain are “theft” and “getit”.  Both of these products can capture the userid and password from the workstation as  a user signs onto the network.  These products can be controlled by ensuring that the autoexec.bat and config.sys files of the Disk Operating System (DOS) on the workstation has not been modified to execute these programs during startup.  Later in this article in section 3. we will discuss how to automated this control check.

    


3.
The Network Wire Risk

Usually within a Client/Server environment the processors that share the work must communicate their intentions to each other over a network.  In order to effectively communicate, a set of rules are established called a protocol.  There are too many protocols by various vendors to explain them in detail within this article. However, it is worth noting that the communication process actually sends the data across the network in the form of packets which are constructed according to the protocol rules.  This means that all the data for any activity is available for reading with the proper equipment.   Data such as userids and passwords, memos, files, and etc. can be obtained and read as if they appeared in clear text.  In a recent audit, nine different authentication processes were reviewed to see if the userid and password could be caught in clear text as a user signed-on to the File Server or to the Main Frame computer.  In seven of the nine cases the userid and password was obtain in clear text using a network diagnostic tool called a LANalyzer from Novell, Inc. 1610 Berryessa Road San Jose, CA 95133.  In the last two cases, one being a Novell 3.11 file server and the other LAN Support from International Business Machines Corporation (IBM), the userid and or password were encrypted as they went across the wire.   

Any product that emulates a 3270 or 5250 type terminal is a one sided solution that does not encrypt the userid or password over the network.  Any “X” type product in most cases also does not encrypt the userid or password.  The only way to ensure that your sensitive data is protected is to use an effective encryption solution.  You could just encrypt the userid and password but in this case the actual data that travels over the network can still be captured and read.   

Operating systems such as Novell’s new 4.X release are now employing a challenge and response system that authenticates the user without sending the password in any form across the network.  This implementation is similar to the Kerberos product from the Massachusetts Institute of Technology (MIT).  Kerberos works well within the UNIX environment by only passing the userid to the File Server which computes an authentication key based on the userid and the encrypted password that the File Server has stored in it’s database.  The key is passed back to the user’s Personal Computer and the user is required to enter their correct password at the terminal to break the key which in turn sends an encrypted response back to the File Server.  Anyone trying to capture the sign-on process would never capture the real password.

Another one time password key that cannot be compromised is the S/KEY from Bellcore Morristown, New Jersey.  Bellcore has been experimenting with this technique for over two years.  It is available by anonymous ftp on the Internet.  

4.
File Server Risk

In today’s downsized environment the File Server is usually set up to allow a System Administrator to have total control over the system.  This means that the Systems Administrator usually functions as the administrator, security officer, programmer, capacity planner, quality assurance group, and the change control group.  In other words, at this time in the deployment of Client/Server applications, one individual usually has total control over all the data files.  To add to this risk the available documentation and violation logs may not even exist.  With the movement of Mission Critical System to the File Server, the risk of single point of control is obvious.

In order to properly compensate for this lack of true separation of duties an audit of the operating system’s assigned privileges is warranted.  First the Auditor or Security professional must review the environment to determine who is the Administrator of the File Server.  As an example, this would be “Supervisor” authority for Novell or “Root” authority for a UNIX environment.  Both of these levels of authority allow the assigned userid to do anything within the File Server environment. Next you must determine who else has the same level of  privilege (i.e. Supervisor Equivalence within the Novell environment).  Now the Auditor/Security professional must review the application files and directories to see which users besides the Administrator has read or write access to the data directly within a file.  These users could affect the application’s data without going through the application’s front-end security system.  This could be accomplished by using operating system commands or special utility programs.  

Next the Auditor/Security professional must review the actual application menu/transactions to determine which users have what authority and if it is proper according to their job responsibilities.  

At the operating system level on the File Server the Auditor/Security professional would also want to review the security controls for sign-on attempts, password aging, password construction, and violation logs.

In order to offset the true lack of separation of duties, dynamic audit checks should be written on the File Server to interrogate critical files, such as valid users, rate tables, and program libraries, to determine if they have  changed since the last audit check.  This usually is accomplished by a “check sum” routine which creates a hash total of the file’s contents and compares it against the “check sum” total taken the time before.  If they have changed, an audit log with the date and time could be written.  To further automate the process, a copy of the old file and new file or just the changes could be sent across the network to a Security Command Console to remotely track all File Server activity.  

If you are thinking that the Administrator could turn off all of these checks because of their authority, you are correct.  That is why the Audit/Security professional still should perform unannounced audits from time to time. Also management could implement a product like “Wizdom” from Tivoli System’s Inc. 6034 W. Courtyard Drive, Suite 210, Austin, Texas 78730 or “Entel-one” from ETG, Inc. 122 Essex Drive, Longwood, Florida 32779 to split up the Administrator’s all in encompassing power.  These products give a Security Administration Group, not the all powerful System Administrator, the power to control access and audit changes without sacrificing performance.

Products like Brightworks from Brightworks Development, Inc. 766 Schrewsberry Ave. Jerral Center West, Tenton Falls, N.J. 07724 and Bindview from The LAN Support Group, Inc. 2425 Fountainview Suite 390 Houston, Texas 77057 also register changes to the Personal Computer or File Server files.  These products verify selected files during sign-on.  They do not run as TSRs and they alarm the System Administrator of any changes or additions to the environment such as the autoexec.bat file.


5.
The DBMS Risk

Client/Server computing is based largely on the Database Management Software that supports the applications.  From a risk point of view, the Auditor/Security professional need to identify the Systems Manager for the Database Management Software (i.e. “System or Sys” for Oracle from Oracle Corporation 500 Oracle Parkway, Redwood Shores, CA 94065 and “sa” for Sybase from Sybase, Inc. 6475 Christie Ave, Emeryville, CA 94608 or Sysadm for DB2 from IBM Corporation).

The Auditor/Security professional also need to verify that the tables that hold the application data are properly protected through program procedures or views.  This is an important point within the Database Management Software as it controls who has what access and rights to the application data.

A program procedure is a compiled program process that allows a user to execute the procedure.  The Auditor/Security professional need to inventory all program procedures that access the application data and review which users have execute authority and whether they need this level of authority.

A view is a definition created in the Database Management System that allows a user to use a special program product such as a query report writer to directly access the data.  A view allows the Database to restrict which data field and what access rights a user has while using the report writer. 

The Auditor/Security professional need to review a user’s direct view rights to see if their access authority pertains to their job responsibilities.  

Be sure to watch out for two big exposures in the Database arena today.  The first is that some of these Database Management Systems such as Sybase allow you to directly connect to the application without using operating system sign-on security.  A user still has to sign-on to the Database Management System but it’s security and control features may not be as robust as the operating systems sign-on security.  

The second is that a lot of purchased application software define their application database tables to “public”.  This means that anyone that can sign on directly to the Database Management System and read or update any application table.  Most of these implementation rely on the user always coming through the application front-end for security which in turn kicks off a compiled procedure that only performs it’s stated task.  But once you start adding special products like Gupta’s SQLWindows from Gupta Corporation 1060 Marsh Road Menlo Park, CA 94025 that can dynamically upload, download, or generate reports then you may be allowing a user from a remote computer the ability to affect any and all of your application data directly without restriction.

6.
Network Component Risk

Within the Client/Server architecture certain network devices are needed to help the communication process.  These devices such as bridges, routers, gateways, and hubs are really computers.  Each has it’s own management software that allows an administrator to configure and control the units activity.  In addition, over the last couple of years a standard interface has been developed call SNMP (Simple Network Management Protocol).  These interfaces are stored on each unit.   The SNMP agent has now been expanded to include on-line alarms, packet filtering and data capture.  What this really means is that with these interfaces you could attach to let’s say a bridge product in your London office from your Atlanta office and trap all of the Vice President’s of Operations messages, including all the sign-on messages and bring them back across the network to store or display at you Personal Computer in Atlanta.  The power of these tools is quite enormous and restricting their use is paramount in securing the Client/Server environment.  

Since these components do have this capability they should be password protected with a community string (userid and password) and only known network administration addresses should be allowed to talk with these units.           

However, the problem is that there are so many units that remembering all the passwords is difficult so the Administrator usually does not protect them or just uses the same userid and password for all units.  In our last audit the default userid and password was used to protect these devices.  These default userids and passwords are written right in the installation manual for the vendor.  This raises the exposure level due to the fact that if a hacker type gains any type of access to the network he/she could purchase a management product that talks SNMP and attach to a component.  If the component requires a sign-on(this is not mandatory), one 1 million tries could be attempted and nobody would know that you are attempted to gain access as the violation logs are usually non-existent.  Once you have gained access you could capture all userid and passwords unless they are encrypted as well as modify or capture actual data.

The lowest cost protection is to set up an authentication mechanism in each device and use the SNMP agent within the device to track failed login attempts.  The SNMP agent would send an alert to the Administrator or the Security Administrator if the attempt to attach to the unit is higher than three without success.

Another implementation would be to implement a stand alone hardware and software system like Network Encryption System NES) from Motorola Inc 1500 Gateway Blvd Boyton Beach Florida 33426.  This solution and ones like it would also encrypt all the data moving across the network and would eliminate the exposure of being able to read the userid/password and data.


7.
Mainframe Connection Risk

In order to obtain the data to complete the Client/Server application transaction, it may be necessary to connect the Main Frame computer to obtain legacy data.  This connection process usually takes on one of two forms.  The first a Remote Procedure Call (RPC) as used by Sybase.  This implementation may use the File Server id and the connection id (Port id) as the identification to authenticate the request.  If this implementation strategy is used and  the actual userid and password are not sent to the Main Frame computer then it raises the exposure that if the user leaves the organization and is removed from the Main Frame but not the File Server then the user could still access data on the Main Frame.  In order to alleviate this exposure it is important that a coordinated userid and password administration program be implemented to ensure that all of a users authorities are removed when they leave or transfer position within the company.

The second way of connecting to the Main Frame is though a process called Structure Query Language (SQL).  This is primarily used by produces such as Oracle.  The major exposure in this case is the use of dynamic SQL capabilities which would allow a user to read and write to the application tables without restriction if the tables themselves are defined to “public” as mentioned earlier.  The solution is to restrict the user’s view of data by defining table level access.  This can be accomplished within the Database Management System or by implementing a security component within the network to restrict user commands.  The network command restriction technique will be addressed in the summary of this report.




8.
Administration Risk

Since organizations usually only have one individual in charge of these Client/Server File Servers, management is left in the unique position that requires the acceptance of some level of risk.  How much management is willing to accept is their decision base on the criticality and sensitivity risk of the data.  Management seems to willing to accept more risk in the Client/Server world as they tend to look at the environment as a PC with not much value.  It is the Auditor/Security professional’s responsibility to identify the risk and exposures to management and recommend appropriate controls.   With this in mind all the File Servers should be physically secured environment and the Administration should be centralized from a configuration and operating system point of view. 

The users can control the access to the applications but LAN Administration needs to establish additional audit trails, violation logs, and configuration reviews.

9.
Security Administration Risk

Management needs to ensure that their Security Administration Group is actively involved in the security and control of the Client/Server environment.  Data classification and security awareness are two components that require attention.  More users than ever have access to the application data in vast quantities.  Code of conducts agreements and clearly defined responsibilities of the System Administrators as it pertains to Security Administration functions are crucial in the implementation and maintenance of proper controls.

A good data classification scheme would allow for the proper definition of sensitive and critical data.  Given this definition it would be possible to dynamically tag all critical and sensitive information packets.  Once tagged, this data could be interrogated by various network components to ensure that only authorized individuals receive the data within a secured environment.


10.
Dialup Risk

Client/Server environments along with user mobility have created a expansion of dialup services to access application data remotely.  For proper controls and as a matter of policy no user should connect to the network with a remote communication package without approval.  

All dialup connections should be userid and password protected.  

Authentication system such as LeeMah’s TraqNet from LeeMah DataCom Security Corporation 3948 Trust Way Hayward, California 94545 should be used to ensure that only authorized users can sign-on remotely. 

Call back or smart cards should also be considered to protect the authentication process.  Remember that if a hacker can dialup to your network he/she does not need File Server access only component access to obtain userids and passwords. All he/she has to do is connect to one of your network components and capture all the messages as they pass through the unit in which the hacker has control.  

Products like PC Anywhere should be inventoried and evaluated as to their ability to protect themselves from unauthorized use.

A communication gateway could be established to define an access control list (ACL) to authenticate all users before any access to the network itself.  These gateways can be purchased from companies like Cisco, Inc. 1702 Townhurst Drive Huston, Texas 77043 in which the products have filters that can be programmed to verify incoming users before allowing them into the network.  Many people call this type of implementation a firewall. Many good options are available but usually require some level of investment and administration.

11.
Contingency Planning Risk

The Client/Server environment requires an effective contingency plan to ensure the continuity of operations for critical applications.  Today’s redundant File Servers, Database mirroring, hot swapables, and direct on-line vaulting of backup data are only some of the options available.  The key again is to determine the level of risk and then design and implement a well tested plan.




Summary

Client/Server environment is an exciting architecture that is helping to redefine the end users role in application systems.  It also is presenting management the opportunity to save on processing dollars in the long run.  But by moving quickly to capitalize on these benefits has also increased the risks.  These risks need to be properly addressed.

One future solution is the implementation of security and audit probes within the network environment.  These probes from companies such as AXON’s distributed LANServant (AXON Networks, Inc. 199 Wells Avenue Newton, MA 02159) allows an Administrator to measure and control the movement of data within the Client/Server environment.  As an example, a user may have read authority of the customer master file but should not be transferring the complete customer master file to their Personal Computer.  The existing security system on the File Server would not only allow read but also a complete read or copy of the master file.  With the probe in line, the request could be evaluated and rejected even before it is received by the File Server.     

These probe are SNMP compliant and can be implemented anywhere within the network environment and set up to communicate with only the designated Administrator.  Trends could be established and samples obtained to identify suspicious activity.

This really approaches the re-engineering of the Audit/Security world which is another topic at another time. These and other tools will continue to make this an exciting time for all involved.

