
ATM Audit Checklist


BRANCH ATM AUDIT CHECKLIST

	S. NO.
	ISSUE


	COMMENTS
	W/P

	1
	How many staff/officers/executives are responsible for operating the ATM System in the branch? What are their specific duties?


	
	

	2
	Is the ATM Safe under dual control?  If yes, the same may be verified from the key charge register. Give names with titles and positions of relevant individuals.


	
	

	3
	In case of offsite ATM, what security arrangements are used while cash feed-in?


	
	

	4
	What is the capacity of Cash Dispenser? Compare this with the Cash in ATM limit for the branch.


	
	

	5
	When is cash replenished in the ATM (i.e. when out of cash or after pre-set intervals)? 


	
	

	6
	Does Cash in ATM safe tally with Cash in ATM detail printed on the roll?


	
	

	7
	Does physical Cash in ATM reconcile with balance as per Banking System? (Attach working).


	
	

	8
	Is there adequate stock of ATM printer paper and ribbon?


	
	

	9
	What procedure is being followed to account for the captured cards? Do the captured cards remain under dual control? Is there any record of capture cards -  delivery?


	
	

	10
	What arrangement is being used for security of ATM Rolls? Are they being pasted in a systematic manner?


	
	

	11
	Are original copies of all inter-branch transaction reports being maintained date/serial no.  – wise?


	
	

	12
	Is there any security/burglary alarm arrangement in place for ATM? Does the facility have any blind spots such as drapes or shades to block observation?


	
	

	13
	Is the temperature of ATM room (both inside and outside the wall) within acceptable limits?


	
	

	14
	Is there any back-up Power arrangement for ATM? If yes, for how long the ATM operations can be supported by it?


	
	

	15
	Is there adequate lighting arrangement to facilitate clients using the ATM at night?


	
	

	16
	What kind of communication link is being used for connecting ATM and Branch host server  with the ATM Controller?
	
	

	17
	Does the Display show “Terminal Healthy” Message when Rear Panel door is closed and ATM is operating in Normal Mode?

	
	

	18
	Does ATM print current time/date when logged in Supervisor Mode?


	
	

	19
	Is there a record of service/complaint calls made to help desk? How many service calls were made during the last 3 months?


	
	

	20
	Are new ATM Cards mailed to clients on regular basis?  If yes, are ATM Cards and PIN mailer mailed at different time intervals?


	
	

	21
	Are the particulars of new ATM cards fed immediately on their receipt by the branch? Are ATM charges recovered on the same day as well?


	
	

	22
	What is the procedure for destruction of wasted and spoiled cards? Is branch maintaining any record for them? 


	
	

	23
	Are the records of ATM cardholders, fee status, renewal of cards, hot/warm cards being properly documented? (Attach printout).
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