BANYAN VINES

VINES is an acronym for Virtual Networking System.  In a virtual network, the user only has to know the logical device name of the printer (LPT1, for example, in DOS).  VINES has the intelligence to know how to get the print file to where it is intended to go.

StreetTalk has a role in VINES as a global-naming system.  StreetTalk tracks users and services on the network by assigning them specific names.  The database of names becomes the communications control center for everything in the network.  It is the vehicle for moves, adds, and changes to the network.

VINES networks have no software limits on the number of servers and workstations that can be attached to the network.

The control mechanism for access to VINES services is the user profile.  Created automatically when a user is added, this profile contains information such as the STreeTalk names of services that the user is authorized to use.  In VINES there is no ‘superuser’ concept.

1.  Obtain a listing of all users

2.  Obtain a listing of all groups

3.  Check the group level security settings


Manage Password Security


Prevent User Changes


Specify Login Settings


Specify Logout Settings


Specify Login Times


Specify Login Locations


Delete Security Settings For Group

4.  Verify the options within the default profile for new users

Sample Profile@Sales@HQ

5.   Verify the password characteristics by using MUSER function.


password change access


length


expiration date and time

6.   Check the backup procedures for the Vines

 7.   Is the System Console secure


An option on the Operator menu allows you to set a server console password

8.    Review the restricted access option on the server menu.  This option allows you to restrict access

       to a server through dial-in or server-to-server WAN connections


Options are unrestricted, restricted (mail only), and secure (no network traffic)
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9.  Verify the use of VINES Security Service (VS) which was previously called Vines Authenticator and 

     Network Guardian (VANGuard).  VS controls user access to the network by monitoring userids, 

     passwords, and profiles.  VS also controls user access to network services, through the use of access

     rights lists (ARLs), AdminLists, and special control parameters on communications services such as

     3270/SNA and server-to-server Internet communications.

     Each group on the network has an AdminList that contains the StreetTalk names of those authorized to 

     manage the group.  To access the AdminList, use the MGROUP function to manage groups, choose the

     group name, then choose MANAGE from the menu.  The next menu will appear with four choices.

     Choose option 3 - Lists

      Only the administrators on the list can add other user to the list.  AdminList@Group@Org

10. When you install your first server, VINES asks for the name of the first administrator on the network.

      This name will appear in the first group on the network, by default.  Verify that this person really is

      required by their job responsibilities to assume this responsibility.

11. Access rights lists (ARLs)

Access to file service volumes and directories is controlled by access rights lists (ARLs).  ARLs

are assigned to every directory and subdirectory within a file volume.  The default ARLs can be tailored to your specific requirements

Access can be determined by the following:

Control (C)

Modify (M)

Read (R)

Null (N)       This entry allows you to exclude someone from the access list

A basic rule for ARLs 

All higher level directory ARLs determine access to lower level directories.

12.  List off all the critical resources

List off all the users that have rights (ARLs) into this resource

Verify that the user requires this level of access
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13.  Ensure that the following security features are implemented


Password encryption with no session replay


Unauthorized login protection and tracking (three tries are permitted before the user must reboot)


Physical location of the server


Password length, life, and change control


Login time restrictions/forced log out


Limit on simultaneous workstations and user logins


User password and profile modification restrictions


User expiration control


Dial-in privilege control


Location restriction



Visual Basic was introduced in 1991.  

Features:

1.  Supports event-driven programming


This means that the user is in control with no set pattern of activity.  This is well suited to the


Graphical User Interfaces (GUI) that are properly today.

2.  Supports a database creation tool

3.  Supports Object Linking and Embedding (OLE) control with in-place editing

4.  Supports a collection of common dialog boxes

5.  Ability to create pop-up menus anywhere in the application

Structure:

1.  Visual uses Forms and they can be shared across applications

2.  Visual Basic extension files are supplemental tools added to the Toolbox

3.  A Form is a display area that corresponds to a window in an application

4. To build an application you start with a project.  

5.  The components of the application that you place on the form are called objects, or controls -

     picture boxes, option buttons, and scroll bars as examples.

6.  Visual Basic properties are formal mechanisms for describing the attributes of an object.  These properties

     control the appearance and behavior of the object  in an application.

7.  Every Visual Basic object has a property called Name.  This is different from the Caption property which

     is the identifying text that is displayed in the application window.

     To set the properties for an object:


Click on the top command button to select it.


Select the Caption property from the Properties list in the Properties window


In the Settings box, change the setting to Start


Click on the bottom command button and change its Caption setting to Stop

Controls:

1.  Establish a standard naming convention for all objects.

2.  Automatic syntax checking

3.  Label Caption can be added to the text boxes.

4.  Enabling and disabling objects

5. Saving the object


Project File contains:



Names of all the form files  in a file

6.  Compile the program

7.  Rules for Names


When naming Visual Basic variables and constants, they must follow these rules:



First character must be a letter



Subsequent characters in the name can be only letters, digits, or underscore characters.



The name can be no more than 40 characters



Keywords cannot be used as names

8.  Variable scope


The scope of a variable determines which procedures have access to the variable.



Local Variables              visible within one procedure



Module-level variable   visible within one form



Global Variables             visible from any part of the program

9.  Debugging Tools


 Breakpoints and Stop Statements


 Watch points


 Step by Step

Writing Code:

1.  Writing the language statements that control a program’s operation is the heart of programming.

2.  Each object can be associated with a collection of procedures that are executed at specific times.


A procedure is a group of statements in the Visual Basic programming language.


Each procedure is tied to an event.


Double clicking on the object brings up a code window

3.  Functions are a special kind of procedure that returns a value

