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	Retail Operations:
	
	

	
	
	Visitation to (2) branch locations and complete the Branch Visitation Check list 
Determine if the bank charter / branch is utilizing the “Monthly Bank Audit Checklist”. 

Review the checklist for appropriateness. Investigate any unusual discrepancies. 

If the charter is not using the checklist determine why.
	
	

	· 1
	· 1
	Vault Security – Have employees open the vault and indicate where all the cash/cash equivalents are kept in the vault as well as any spare keys.  Also have them explain how the dual control works (if it exists).  Note:  No one person should be able to physically open the vault by themselves.
	
	

	· 2
	· 2
	Bank Cash Level – Determine what the bank is doing to monitor its cash needs (cash on hand).  

Who monitors cash limits

Is there an approval process for changes in cash limits

How frequently are limits reviewed?
	
	

	· 3
	· 3
	Vault Balancing – Obtain vault balancing logs for the past month.  Scan it and note whether it is counted by two people (ex. Initials of both to indicate accountability).  Also note whether it is counted as often as indicated by procedures. (Should be done daily)Determine if the vault balance is within the predetermined limit set by the Bank.
	
	

	· 4
	· 4
	Physical Safeguards - Are safeguards are in place that control access to teller drawers and drawer keys.  

(Only one teller should operate out of a cash drawer. Tellers should not share drawers or cash)
	
	

	5
	5
	Monitoring Cash Limits - Determine if the teller balances are within the predetermined limit set by the Bank.

How frequently are they reviewed and by who

(Review teller manual for limits – should be approx. $7,500)


	
	

	6
	6
	Teller Cash Reconciliation - Obtain the prior day’s teller balancing sheets and scan them.  Note whether they balanced and if they were signed by the teller and supervisor to indicate they are being reviewed. How frequently are they being reconciled?  
	
	

	7
	7
	Segregation and rotation of duties –  are procedures maintained to restrict one individual from handling reconciling duties and performing general ledger entries for that same account.

Individual reconciling should be unable to post to the general ledger.
	
	

	8
	8
	Surprise Cash Counts – Obtain records for surprise cash counts and scan them.  Note how often they appear to be done and whether it appears that a variety of tellers are being counted. Who is conducting the surprise counts?
	
	

	9
	9
	Overages/Shortages - determine whether a supervisor is tracking over/shorts in a log or account and scan the records if they exist.  Note whether there are significant balancing problems. Do different dollar amounts require a higher level of approval?
	
	

	10, 11
	10
	Physical Safeguards - Are safeguards are in place that control access to the night deposit. 

All contents within the night drop vault should be reviewed under dual custody. Two individuals should document the contents in a log and sign and date upon completion.
	
	

	12
	12
	Bait Records – Obtain copies of the bait records for the vault and teller drawers.  Note whether there is bait for all teller drawers and the vault and whether it indicates they were reviewed on a regular basis. Also determine if a master list is maintained providing a description of the bills.
	
	

	13
	13
	Testing of Security Procedures – are all security devices should be tested for performance on a periodic basis. How frequently, by whom and are results documented.
	
	

	14
	14
	Security Procedures/Training – 

Does the bank have a Security Officer that reports at least annually to the Board of Directors

Is the Security Manual approved by the Board of Directors annually

Are VCR tapes used with the cameras?  If so, how many tapes are used and how often they are rotated?   Are the tapes checked for quality on a routine basis?  

Does the bank have a written security program that has been approved by the board of directors?  If so, does it contain the following:

A - Establish procedures for opening and closing for business?

B - Establish safekeeping of all currency, negotiable securities, and similar valuables at all times?

C - Establish procedures that will assist in identifying persons committing crimes against the institution and that will preserve evidence that may aid in their identification and prosecution?  

Provide for initial and periodic training of officers and employees in their responsibilities under the security program and in proper employee conduct during and after a robbery, burglary or larceny? Is this documented?

Provide for selecting, testing, operating and maintaining appropriate security devices?
	
	

	15
	15
	Physical Safeguards - The main supply of negotiable items should be maintained under dual control.  A log should be maintained that records disbursements from the main supply.  The working supply of negotiable items should be maintained in a secure location.  A log should be maintained that records each negotiable item issued.

Observe the location of the negotiable items noting whether they are appropriately secured.

Obtain copies of any logs/tracking reports that were indicated in the questionnaire and note that they exist as stated.  Also note how often they are updated and whether there are signatures on them.
	
	

	16
	16
	Inventory - Determine how the bank is monitoring the supply of their negotiable items.  Through discussions, determine whether the bank appears to be keeping to high of a supply of negotiable items.
	
	

	17
	17
	Check Writing Authority - an authorized signature list is maintained and reviewed/approved on an annual basis by the Board of Directors.
	
	

	18
	18
	Physical Safeguards – are all ATMs serviced under dual control.  Describe process.
	
	

	19
	19
	ATM Reconciliation – is a reconciliation of each ATM to the general ledger being conducted on a frequent basis.

Obtain the most recent balancing sheet for one of the branch locations of the bank.  Have the appropriate person walk through the balancing process using the balancing sheet and determine whether is sounds reasonable.  If any supporting documentation is attached, scan it and compare it to the balancing sheet.
	
	

	20
	20
	Physical Safeguards – Does dual control exist over safe deposit vault access? Describe process.

No one person should be able to access it alone.
	
	

	21
	21
	Customer Access - Are signed contracts required and on file for all boxes?

Are corporate resolutions required for the rental of boxes to corporate customers?

Are signature cards on file for all box renters and their appointed deputies?

Does the customer sign a receipt for the box keys when received?

Are all keys to unrented boxes maintained under dual control?

Are bank personnel prohibited from holding keys for customers?

Are bank employees prohibited from assisting customers in examining the contents of their safe deposit boxes?

Is a log or record of all accesses maintained?

Are the access records signed by the customer, dated, time stamped, and initialed by the attendant at each access?

Does the attendant check identification and verify signatures to the contract card at each access?

Describe procedures for surrendering boxes.
	
	

	
	
	
	
	

	
	
	Consumer Lending:
	
	

	1
	1
	Lending Policy – Is the Retail Lending Department maintaining an approved credit policy establishing adequate retail credit policies and procedures that provide a general guidance and service description within the following areas:

Identification of consumer credit quality using the Credit Desk system

Standard loan pricing tied to internal interest rate indices

Loan documentation, approval, and reporting requirements to monitor compliance with Bank policy

Accurate internal class coding based upon the purpose and collateral of the loan.
	
	

	2
	2
	Adequate Procedures - The Retail Lending Department must maintain an approved procedures manual for all services that at a minimum address employees’ responsibilities, general product operating procedures, and process description.

Describe banks process.
	
	

	3
	3
	Past Dues – Determine procedures for the recognition of past dues. (What reports are used, by whom and frequency)

Obtain the most recent Past Due Consumer Loan report by Officer from the bank and determine what procedures are performed with it. 

Scan the report and determine if anything over 90 days old is not classified as non-accrual.


	
	

	4
	4
	Non-accrual Recognition – are proper controls established and maintained for the recognition of non-accrual loans.

(Continuing to accrue income on assets, which are in default as to principal and interest, overstates a Bank's assets, earnings, and capital.  Instructions for the Preparation of Reports of Condition and Income indicate, in summary, that when the period of default of principal or interest equals or exceeds 90 days, the accruing of income should be discontinued unless the asset is well-secured and in the process of collection. ) 
	
	

	5
	5
	Charge-off Recognition - are proper controls established and maintained for the recognition of charged-off loans.

Select a sample of five charge off consumer loans during the past 12 months and trace them to the Board minutes. Determine if proper approval was obtained and documented.

Note – Non-real Estate Secured Consumer loans past due 90 days or more will not be placed on nonaccrual. All credits past 120 days will be charged-off.

Real Estate secured loans will be charged-off after 180 days.

(When a retail loan becomes uncollectible, and after all collections efforts have been exhausted, the Collections Department at the Service Center sends a charge-off request form to the Retail Manager.  If the Retail Manager approves the charge-off request, the form is signed and then returned to the Service Center where the charge-off entries are recorded, and the loan is removed from the Bank’s balance sheet.)
	
	

	6
	6
	Responsibility Codes – Are responsibility codes entered for all retail loans originated and/or assigned to active lenders? 

Describe procedures for employee arrival and departure.

1 – Review all applicable responsibility codes and determine if any codes assigned to former employees are still being utilized. (Review electronic testing)

2 – Select all consumer loans over one million dollars and determine if approval from the Credit Committee was obtained.
	
	

	7
	7
	Credit Presentation Review – does Bank management review all new retail loans to determine if they are originated in accordance with the Bank’s loan policy. Describe process. 

Lenders should be required to gain approval for any loan, which exceed their authorized lending limitations.

Does bank management ensure that proper approvals are documented on credits prior to funding, and that loans are being booked and documented in compliance with all loan approval conditions.  

Does the bank maintain a control system to ensure that the proper approvals are being obtained on credit extensions as defined in the credit policy?  
	
	

	8
	8
	New Note Audit Report – Is bank management reviewing all new consumer loans to determine if they are originated in accordance with the Bank’s loan policy?  
Are Loans reviewed to make certain that advances are within the Bank’s limit for the borrower, and that loan information is reviewed for adequacy and sufficiency within a reasonable period after the loan is made?  

The New Note Audit report must be reviewed and used as an identification tool for consumer loans for the following areas:

Origination date, Sufficiency of credit and collateral documentation, Proper loan approval, Renewal date, Balance, Adequate interest rates.
	
	

	9
	9
	Exception Loan Analysis – Is an exception loan tracking system being utilized to monitor compliance with Bank policy.
	
	

	10
	10
	Change in Terms - Segregation of duties and dual control should be maintained so that no one person dominates any changes in terms or condition transaction from inception to maturity.  

Is the bank utilizing a change in terms agreement form? Describe process.
	
	

	
	
	
	
	

	
	
	Commercial Lending: 
	
	

	1, 15
	1
	Lending Policy – Is the Commercial Lending Department maintaining an approved credit policy establishing adequate credit policies and procedures that provide a general guidance and service description within the following areas:

Identification of credit quality using the risk rating system

Standard loan pricing tied to internal interest rate 

Loan documentation, approval, and reporting requirements to monitor compliance with Bank policy

Accurate internal class coding based upon the purpose and collateral of the loan.

How often are policies approved, by whom, are approvals documented.
	
	

	2
	2
	Estimation of Loan Loss – Does the bank provide an appropriate estimation of loan loss analysis and corresponding procedures must be accurately reflected in the Bank’s loan policy. Describe process.
	
	

	3
	3
	Board/Management Review of All - Is the board of directors and management reviewing the banks ability to maintain ALLL at an adequate level.  

Determine if loans over $1 mill are being approved by the Senior Credit Committee. Judgmentally select 10 loans originated in the last year and trace to proper approval in the Senior Credit minutes.

(The allowance adequacy should be evaluated, and appropriate provisions made at least quarterly. Also the BOD should be reviewing ALL in monthly minutes. Average should be about 1%)
	
	

	4
	4
	Methodology Compliance – Is the Methodology compliance of the ALLL and the reserve contain documented loan portfolio trends, concentrations, and reasons for specific allocations.

(This should be done quarterly by the Senior Lender in the quarterly all memo. See last years )
	
	

	5
	5
	Identification of Problem Loans – Describe procedures for the identification of problem loans

Are they recognized in a timely manner in order to appropriately represent the ALLL account?
What reports are utilized and by whom.
	
	

	6
	6
	New Note Audit Report – Is bank management reviewing all new commercial loans to determine if they are originated in accordance with the Bank’s loan policy?  
Are Loans reviewed to make certain that advances are within the Bank’s limit for the borrower, and that loan information is reviewed for adequacy and sufficiency within a reasonable period after the loan is made?  

The New Note Audit report must be reviewed and used as an identification tool for commercial loans for the following areas:

Origination date, Sufficiency of credit and collateral documentation, Proper loan approval, Renewal date, Balance, Adequate interest rates.
	
	

	7
	7
	Change in Terms - Segregation of duties and dual control should be maintained so that no one person dominates any changes in terms or condition transaction from inception to maturity.  
	
	

	8
	8
	Exception Loan Analysis – Is an exception loan tracking system being utilized to monitor compliance with Bank policy.

Review exception tracking loans and determine:

1 – Does the bank utilize these codes

2 – Do work out plans exist or what action is being taken to resolve these issues

3 – Are codes being properly assigned to the loan type

4 – Determine and document what procedures are being maintained to ensure all loans with exceptions are being found and entered on the system

Who reviews and approves. How are the documented and resolved?
	
	

	9
	9
	Concentration Legal Limits – Are borrower concentrations and legal lending limits monitored by Bank management on a timely basis.

Verify that a bank officer, on a monthly basis, has performed a review of all classifications of loan balances and has determined that loans to any one individual or corporation do not exceed the bank’s legal lending limit.
The bank is limited to the “legal limit” (the total lending amount) for each customer’s accumulation of loans.  No one customer can have loans totaling up to more than the legal limit.  When a credit presentation is set up to get a loan approved, the loan portfolio for the customer is considered and researched.  In addition the Bank has adopted an in-house lending limit, which is limited to 90% - 91% of the Bank’s legal lending limit
	
	

	10
	10
	Monitoring Tools – describe monitoring tools that are utilized on a timely basis to identify credit weakness and portfolio trends.

Verify that loan officers are reviewing past due loan listings and that bank policy is being followed regarding working past due loans. 

Also, determine that an employee is verifying that all past due loans are being presented to the Board of Directors
	
	

	11
	11
	Risk Rating Change Monitoring – Describe processes of how risk rating changes are monitored.

How are risk rate changes completed. 

What forms are used, who approves and who inputs. 
	
	

	12
	12
	Non-accrual Recognition – are proper controls established and maintained for the recognition of non-accrual loans.
	
	

	13
	13
	Charge-off Recognition - are proper controls established and maintained for the recognition of charged-off loans.

Trace approval for a selected number (5) of charged-off to the minutes of the Board of Directors meetings.

Determine that periodic reviews are being completed regarding possible collections.

Determine that IRS form 1099-C is being completed for all charged-off that are determined to be uncollectible.
	
	

	14
	14
	Responsibility Codes – Are responsibility codes entered for all commercial loans originated and/or assigned to active lenders. 

Describe procedures for employee arrival and departure.

Judgmentally select 10 loans originated in the last year and determine if proper approval was obtained. (Is the loan within the lenders authority)
	
	

	
	
	Accounting:
	
	

	
	1
	A. Bank Controlled Accounts

1. Obtain the list of problem bank controlled accounts from the Accounting Department.

2. Obtain a list of bank controlled accounts from the bank.

3. Determine the reconciliation procedures with these accounts (whether they are being reconciled on a timely basis, are they being reviewed by a second person, and who is reconciling (Bank or Acct. Dept).

Testing:

4. Obtain a sample of reconciliations for the Bank Controlled Accounts, including the problem accounts indicated from the Accounting Audit, and determine whether procedures are being followed.  Look for old and unusual reconciling items and follow up on them.
	
	

	
	2
	B. General Ledger Accounts

1. Obtain a list of all G/L accounts reconciled by the bank.

2. Determine their reconciliation procedures with these accounts (whether they are being reconciled on a timely basis and are being reviewed by a second person.)

Testing:

3. Obtain a sample of reconciliations for the General Ledger Accounts and determine whether procedures are being followed.  Look for old and unusual reconciling items and follow up on them.
	
	

	
	
	Retail Deposits:
	
	

	1
	1
	Chex System Soc. Sec. Validation – Describe procedures utilized by Chex System is used to validate customer’s Social Security number.

Document any changes from prior year.
	
	

	· 2
	· 2
	Chex System Database Response – Describe procedures utilized by Chex System is used to obtain customer’s information.

Document any changes from prior year.
	
	

	· 3
	· 3
	Chex System Debt Information – Describe procedures utilized by Chex System is used to obtain customer’s debt information.

Document any changes from prior year.
	
	

	4
	4
	Personal Signature Cards – Are personal signature cards being obtained and maintained for all new accounts.
	
	

	5
	5
	Physical Security New Acct Kits - Review control procedures over starter kits. (Where are they maintained and is dual control properly implemented)
	
	

	6
	6
	Overdraft Account Monitoring – 
Is a daily overdraft report prepared?  If not daily, how often?  Who prepares it?

Is the overdraft report reviewed and approved by an authorized officer daily?  By which officer?  

Does the Bank have a proper system for following up unpaid overdrafts?  Describe the system.  Who is responsible for it?
	
	

	7
	7
	Overdraft Approval Procedures – Describe procedures for the approval of overdrafts.

Have overdraft limits been established which require approval by loan officers or account officers for amounts in excess of approved limits?
	
	

	
	
	General:
	
	

	
	1
	A. Board Activity

1. Obtain a copy of the Board Minutes for the past year.

2. Obtain a copy of the most recent Board Packet.

3. Scan these documents for informational purposes, and use these documents in other testing areas.

4. Review BOD approval on Risk items. 

· Quarterly Risk Matters Newsletter and Scorecard

· Bank specific audits and examinations 

·  Compliance Policy 

· INVEST Examination 

· Board Visits by Ann 

· Suspicious Activity Reports 
	
	

	
	2
	B. Exception Tracking

1. Obtain a copy of the most recent OCC exam for the Bank and scan before arriving at the bank.  Review for problem information.

2. Determine through discussions with Bank Management how the Bank is monitoring any examination exceptions (from Regulators, Compliance, credit review, or internal audit) and following up on them.  Note:  They should be monitoring them in the Board Meeting.
	
	

	
	3
	C. Reg O

1. Obtain a list of  EOD “Employee/Officer/Director” flagged loans off ITI prior to fieldwork for the Bank.

a) Select 5 Reg. O individuals and trace all loans for the President/Board Members/Their Relatives to the Board Minutes for approval or recognition.

2. Obtain a list of Board Members.  

a) Select a sample of two Board Members.

b) On ITI, do the Sound, Port, Line commands for the sample selected and make sure all of their loans are on the ITI list that was obtained in step 1. (Note: Do not trace these to the Board Minutes)

c) Review 15 employee dda and sav accounts for any violations. Include spouse and children. Note any overdrafts ($1,000 minimum and 5 consecutive business days) 12 cfr 215.4 (2i) or unusual activity. 
	
	

	· 
	· 4
	D. Disaster Recovery

1. Obtain copy of Bank’s Disaster Recovery Plan.

2. Determine whether the Board approves the plan.

3. Determine whether the plan is updated on a regular basis and tested.


	
	

	
	5
	E. Expense Reporting

1.    Discuss procedures being maintained at the bank level for employee expense reporting. (Who reviews expenses, what are they reviewing, are dollar limits maintained)

2.    Review all expense checks and judgmentally select 5 employee expenses submissions and review for proper approvals.  


	
	

	
	6
	F. OREO, Repo’s, & LOC’s

1. Obtain a bank listing of all Oreo, LOC’S Repo’s and reviewing for the following:

· How long has the property been maintained on the bank general ledger

· Is the property carried at lower cost of market? 

Other real estate properties should be recorded at the lower of the bank's basis in the loan or the property's fair value as of the date of transfer to other real estate, with any difference charged to the allowance for loan and lease losses.  Once recorded as other real estate owned, the recorded value should be compared to updated appraisals at least annually with any additional write-downs charged to other expense.  Any subsequent increases in the appraised value should generally not be recognized until the property is disposed of.  
	
	

	
	
	G. Prior Year Findings

1.    Review audit findings from the prior years report and determine if corrective action has been implemented and/or the current status of the finding.
	
	

	
	
	H. Fraud & Forgery Alerts

1. Determine who at the Bank Charter is responsible for receiving the Red Alerts from the Fraud and Forgery Department.

2. Determine if the Red Alert messages are posted at each branch location.
3. Determine if the Red Alert messages are initialed by employees at the brand to acknowledger that they have been read.
	
	








Period End:  
11/3/2002 7:19 AM

