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BSA, OFAC, USA PATRIOT ACT and PRIVACY ACT

Compliance Audit Program
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	BANK SECRECY ACT (BSA): Compliance Policy and Procedures 
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	1. Review the Board approved written BSA Policy and programs to ensure that they comply with BSA Federal Rules and Regulations, and State statutes and rules.  Does the policy and procedures address the following, at a minimum:
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	a. A system of internal control.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	b. A Compliance Officer that is responsible for the daily coordination and monitoring of compliance.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	c. Independent testing of compliance.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	d. Training for appropriate personnel.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	e. Maintaining proper documentation
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	f. Due diligence procedures to detect, prevent, and report suspicious transactions related to money laundering.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	g. Criteria for when management should report transactions as a suspicious activity on a Suspicious Activity Report (SAR).
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	2. Verify that at each branch, the BSA policy and the written operating procedure guidelines are on file and accessible to employees. The policy should be the most current updated approved by the Board and the guidelines should be the most current update to reflect changes in the law or regulations and money laundering schemes.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	3. Review the exempt members list (if applicable) in each branch to determine adherence to policies and conformity to regulations.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	4. Verify that the anti-money laundering procedures are extended to all areas of the credit union’s operations including teller operations, loan department, wire transfer room, and safe deposit box activity.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	5. Determine that the Board and Management has established internal controls to minimize the risk of money laundering that include:
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Money laundering detection procedures.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Monitoring non-bank financial institution depositors with high volume cash activity.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Periodic account activity monitoring.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Internal investigations, monitoring, and reporting of suspicious transactions.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	6. Analyze the totals of the cash shipped to and received from the credit union’s corresponding bank or corporate EFFCU to determine whether suspect amounts of currency entered or left a branch.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	7. Include in the audit a review of tellers’ cash sheets for consecutive days and tellers’ documentation for selected dates. Suspect currency flows should include requests for large denomination bills as a major portion of any branch’s total currency requirements


	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	REPORTS
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	8. Sample Currency Transaction Reports (CTRs) on file at each branch to check for proper completion and timely submission. If during this review, you discover substantial irregularities, commence an expanded review immediately.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	9. During the audit, concentrate on the following types of transactions, especially if reviewing CTRs:
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Multiple checks cashed by the same person in amounts over $10,000
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· A cash-out of more than $10,000 made after a split transaction
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Cash deposits, savings withdrawals, or share certificate redemptions in excess of $10,000
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Large payments or loan proceeds in excess of $10,000 in currency
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Transactions involving more than $10,000 in currency where EFFCU acts as an agent for a member
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Significant decreases in large denomination bills not supported by teller transactions (this may reveal a simple money laundering technique in amounts under $10,000 that do not need to be reported on a CTR)
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· A random review of paid instruments and check endorsements to uncover activity which indicates a laundering pattern, such as frequent deposits at other financial institutions
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	10. Verify that procedures for EFFCU include a review of international currency shipments (if applicable) and receipts to determine whether Currency and Monetary Instrument Report (CMIR) forms need to be prepared.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	11. Verify that branches submit the CTRs for review by Retail Support and Internal Audit for accuracy before they are submitted to IRS. (Note: Internal Audit reviews the CTRs to determine whether a related SAR is warranted).
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	12. Verify that management filed a completed SAR for any transaction involving $5,000 or more when the institution knows, suspects, or has reason to suspect that a transaction:
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Involves money laundering;
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Is designed to evade regulations promulgated under the BSA; or
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Has no business or apparent lawful purpose or is not of the type that the particular member would normally be expected to undertake.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	13. Verify that Management completed SAR for insider abuse involving any amount.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	14. Review timeliness and accuracy of SAR filing (for employees, members, outsiders and computer related).
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	15. Verify that initial BSA training is provided to new employees, periodic training to existing employees and the effectiveness of the training program.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	16. Verify that the BSA training program includes the following:
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	a. Reporting of large currency transactions.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	b. Exemptions from reporting.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	c. Sale of monetary instruments.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	d. Reporting suspicious activity or alleged criminal conduct.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	e. Examples of money laundering and how to detect, resolve, and report such activity.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	f. Overview of various forms that money laundering can take
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	g. Wire (fund) transfer activity
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	h. Payable through accounts.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	i. Filing of SARs.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	17. Verify that management maintains records of the sale or the cashing of monetary instrument (e.g., traveler’s checks, money orders, cashier’s checks) issuance or sale for currency in amounts between $3,000 and $10,000, with supporting information prescribed by §103.29(a), which include:
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Member’s name;
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Date;
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Type of instrument purchased;
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Serial number(s) of each instrument; and
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	· Amount in dollars of each of the instruments purchased.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	18. Verify that management collects and retains the information specified in 103.33(e) and (g) for all wire (funds) transfers in the amount of $3,000 or more. The information to be collected and retained depends upon: 
· The type of financial institution, 
· Its role in the wire transfer (originator, intermediary, or beneficiary), 
· The amount of the wire transfer, and 
· The relationship of the parties to the transaction with the financial institution.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	OFAC
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	1. Review Board approved written OFAC Policy and Procedures to ensure the following are addressed in the policy: 
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	a. Blocking or freezing, and reporting transaction required by OFAC.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	2. Determine if the SDN lists for the branches and Retail Support are current.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	3. Ensure that the branches and the Telephone Service Center (TSC) are using OFAC tracker for all transactions necessary.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	4. Verify that the new SDN lists are run against the entire membership database.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	5. Randomly select samples from all branches or operation to ensure that OFAC is checked on the following:

	
	
	
	
	
	
	
	

	· Wire transfers.
	
	
	
	
	
	
	
	

	· Checks (includes EFFCU Official Checks) cashed by a non-member.
	
	
	
	
	
	
	
	

	· EFFCU checks (on-us checks).
	
	
	
	
	
	
	
	

	· ACH debits originated by other entities.
	
	
	
	
	
	
	
	

	· Loan funding where a check is made payable to a set criteria.
	
	
	
	
	
	
	
	

	· Electronic Payment.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	USA PATRIOT ACT
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	1. Review Board approved written USA Patriot Act Policy and Procedures to ensure that the policy addresses Customer Identification Program (CIP), which include, at minimum the following:
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	a. Obtainment of certain basic identifying data.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	b. Verification of the identity of any person who opens an account to the extent reasonable and practicable.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	c. Maintenance of records of the information used to verify the person’s identity including name, address, and other identifying information.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	d. Determination whether the person appears on any lists of known or suspected terrorists or terrorist organizations provided by FinCen.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	e. How Management will handle discrepancies in identifying information received from potential member.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	f. Terms under which a customer can conduct transaction while the identity is being verified.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	g. What will management do when they cannot form a reasonable belief that the true identity of the member is known?
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	2. Randomly select a sample of new member accounts opened to test the CIP and related recordkeeping requirement (as listed in #1 above).
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	3. Verify that Management provide members with notice that EFFCU is verifying their identity and why.  
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	3. Verify that identification notice is posted in the lobby, on their website, or other general method.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	PRIVACY ACT
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	1. Review Board approved written Privacy Policy and Procedures to determine that policy compliances with the privacy regulation, specifically in meeting the following requirements:
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	a. Providing to members notices of its privacy policies and practices that are timely, accurate, clear and conspicuous, and delivered so that each member can reasonably be expected to receive actual notice; 
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	2. Discussions with Management and review the availability of information, identify EFFCU’s information sharing practices (and changes to those practices) with affiliates, and nonaffiliated third parties; how it treats nonpublic personal information; and how it administers opt-outs.
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	3. Review information sharing agreements between EFFCU and affiliates and service agreements or contracts between EFFCU and nonaffiliated third parties either to obtain or provide information or services;
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	4. Review the initial, annual and revised notices, as well as any short-form notices that the institution may use for consumers who are not customers. Determine whether or not these notices:
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	a. Are clear and conspicuous
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	b. Accurately reflect the policies and practices used by the institution. Note, this includes practices disclosed in the notices that exceed regulatory requirements; and
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	c. Include, and adequately describe, all required items of information and contain examples as applicable. Note that if the institution shares under Section 13 the notice provisions for that section shall also apply.
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