EXECUTIVE REVIEW OF COMPANY RECOVERY CAPABILITY DURING A TIME OF CRISIS

We suggest that executives at all companies should ask the following questions to their management team.  They have a fiduciary responsibility to review the following areas of their business:

	Who to Ask
	Question or Area of Review

	CIO
	What is the state of recovery plans?  Are they comprehensive and current?

	CIO
	Do we have backups completed regularly for critical data on major systems or workstations within the business units?

	Security Officer or CIO
	Revisit physical protection, user authentication, access control, encryption, security management for networking and communications.

	Security Officer or Facilities Manager
	Review security management or access procedures to buildings.

	Procurement or CIO
	Discuss possible contracts for replacement equipment or quick-ship of assets from technology vendors.

	Customer Support
	How would our customers contact us in the event of an outage?  Have we redirected call traffic to an alternate number?

	CIO
	Do we have our mission critical applications replicated at an alternate location?  Can we update information quickly on our web site in the event of a disaster?

	Facilities or Security
	Mailroom deliveries, identification of outside vendors, who to contact, what type of identification is required.

	Executive Management Team
	Procedures for making critical decisions and contacting each other.  Do you have a command center for the management team to discuss activities and communicate?  Do all executives understand their altered role to be performed at time of disaster? Who would be their successor in the event they were unavailable?

	Public Relations
	Review the public relations and corporate communications procedures.

	Travel
	What alternatives are there for travel alternatives – mail, paging, video-conferencing?

	Executive Management Team or Risk Manager
	Review insurance policies to ensure adequate coverage.

	Risk Manager or Facilities
	How will we access facilities after disaster?  You may want to have a discussion or pre-planning with the Fire or Police Department.

	Division Heads
	What are our critical paper documents and do we have copies imaged electronically or hardcopy duplicates stored off-site?

	Customer Support
	Who are our key customers and suppliers? Where is their contact information? Is it stored off-site?

	Records Management
	How are critical non-electronic documents protected and where are they stored? Are copies of critical documents taken and stored off-site?

	Human Resources & Department Managers
	What are the procedures to remove building and systems access to former employees or consultants? How often are access lists reviewed and “cleaned out”? Do we have procedures for evacuating the disabled? Are procedures used to grant access to facilities and systems appropriate and complied with? Do employees know who to contact to report suspicious activities? Do employees know what to do to respond to an emergency? Do employees have “family crisis plans” including local meeting places and out-of-state relatives as points-of-contact? Do company contingency plans include employee family concerns such as temporary childcare?


