
Identity theft is rapidly becoming the most per-
vasive financial as well as brutal crime to occur
in the history of the United States. Identity theft
crimes undermine business and the economy of
the entire U.S. and facilitate acts of terror against
U.S. citizens. Identity theft is directly related to
drug trafficking, money laundering and organ-
ized crime (Collins & Hoffman, 2003a).  Indeed,
identity theft and not terrorism may be called the
crime of the 21st Century.

The most common definition of Identity theft is
the unauthorized use of another person’s “per-
sonal identifying information” to obtain credit,
goods, services, money, or property, or to com-
mit a felony or misdemeanor.  “Personal identi-
fying information” means a person’s name,
address, telephone number, driver’s license num-
ber, Social Security number, place of employ-
ment, employee identification number, mother’s
maiden name, demand deposit account number,
savings or checking account number, or credit
card number. The definition in recent months,
however, has taken a new twist: the latest trend is
“business” identity theft (Collins & Hoffman,
2003b).

“Business identity theft” is the unauthorized use
of a business’s business identifying information
to obtain credit, goods, services, money, or prop-
erty; or to commit a felony or misdemeanor.

“Business identifying information” means a
business’s name, address, telephone number, cor-
porate credit card numbers, banking account
numbers, federal employer identification number
(FEIN), Michigan Treasury Number (TR), elec-
tronic filing identification number (EFIN;
Internal Revenue Service), electronic transmitter
identification number (ETIN; Internal Revenue
Service), e-business websites, URL addresses,
and e-mail addresses (Collins & Hoffman,
2003b). Business identity theft also includes
account numbers known to employees, such as
passwords and codes that provide access to
buildings, offices, departments and locations
where proprietary and financial records are
processed or maintained (Collins & Hoffman,
2003b). 

Personal identity theft is a $100-billion per
annum industry worldwide; however, for at least
four reasons, the cost of stolen business identities
can be expected to be even greater. First, busi-
ness bank and credit card accounts are often rec-
onciled less frequently than most personal
account; second, business statements usually
contain many more entries and charges made
from numerous geographical locations, national
and international; third, business accounts also
usually contain larger amounts of funds relative
to personal banking accounts; and, fourth, busi-
ness “store fronts” on now located in cyberspace
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on e-commerce websites. For these four reasons,
“business identity theft” has become an attractive
crime for the knowledgeable criminal.

For example, one business identity theft case
involved the cloning of a legitimate e-commerce
website in which the International Chamber of
Commerce (ICC) uncovered a global Internet
banking scam involving about $3.9 billion (ICC
Commercial Crime Services, 2001). The identity
thieves set up fake websites that were identical to
the sites of original businesses. By mimicking
legitimate banking businesses, the criminals
obtained customer Social Security Numbers and
bank and credit account numbers.  At least 29
fraudulent websites, all hosted in the U.S., mim-
icked websites of either Euroclear Bank, the
international clearing system for securities trans-
actions, or Bloomberg, the information services
provider. The perpetrators published fake
European banking guarantees worth nearly $4
million and validated the documents on the web-
sites. The crime involved a network that operated
in the United States and the Far East, however,
the fake guarantees were cashed at banks in the
UK and other countries.  This example illustrates
how “business identity theft” is not only the lat-
est twist but has also become a criminal trend
that expands the jurisdiction of identity theft
crimes far beyond the cities and counties of the
United States.

In another “business identity theft” case, the
owner of Omega Financial began receiving calls
from “customers” who said they had sent his
company a $900 loan commitment fee and won-
dered why their loans had not been processed
(Associated Press, 2001).  Omega Financial was
the victim of “business identity theft.” The com-
pany had never received any commitment fees.

What’s more, the company had been out of the
loan business for over a year. The perpetrators
had placed newspaper ads in several states that
included a toll-free number to apply for a loan,
using the Omega Financial name. This identity
theft network operated in the U.S. and Canada.

Other “business identity theft” examples include
the owner of a company who received advertis-
ing bills from the Verizon communications com-
pany totaling over $24,000 – someone had
placed ads in the Verizon yellow pages using the
legitimate business name and address but anoth-
er telephone number (Slattery, 2002); in
Colorado (People vs. Joseph Finley, et al, Case
Nos. 01 CR 2356 through 2366, Denver District
Court), seven members of an identity theft net-
work were convicted for stealing and using a
business bank account number to create and cash
bogus payroll checks; in Florida, three men
obtained temporary employment at several busi-
nesses where they, too, stole business bank
account numbers, which they used to print coun-
terfeit checks. Finally, a criminal stole and used
the federal employer identification number
(FEIN) of a legitimate, 25-year Michigan busi-
ness to obtain a $480,000 Small Business
Administration (SBA) loan.  The company owner
learned of this “business identity theft” when he
received a notice of default on the SBA loan,
applied for by the perpetrators (Identity Theft
University-Business Partnerships in Prevention,
2003). 

There are solutions to identity thefts.  Contrary to
common thought that most identity thefts occur
online by hackers, the majority of identity thefts
emanate from the workplace.  Recent research on
1,037 cases indicated that as much as 70% of all
identity thefts are committed in the workplace by
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employees or by people impersonating employ-
ees (Collins & Hoffman, 2002).  These employ-
ees, often contract or temporary workers, obtain
employment for the sole purpose of personal or
business identity thefts. The source for preven-
tion is therefore the workplace.

Beginning with (1) personnel selection for secu-
rity, managers can secure business borders by (2)
conducting “information” process risk assess-
ments to secure the personal and business infor-
mation as it is processed through sequential job
tasks, (3) conduct e-business website risk assess-
ments to identify susceptibilities to theft, (4)
require that documents containing personal or
business identities be cross-shredded before dis-
posing, (5) develop ‘red flags’ to identify poten-
tially bogus credit card, bank, retail account or
other applications, (6) train employees to recog-
nize bogus applications, (7) generate random
numbers for use as personal identifiers, for both
customers and employees, in place of Social
Security numbers, (8) develop and emphasize
ethical company cultures, and (9) reinforce and
reward employees who promote honesty in the
workplace. Thus, identity theft can be prevented
at its source in the workplace by implementing a
four-factor model that focuses on a business most
valued assets: people (employees, customers and
other stakeholders, processes (information
throughput within departments), proprietary
information (personal and business) and proper-
ty—virtual and actual (Collins, 2000).  

In summary, identity theft has expanded beyond
the theft of “personal” identities to include “busi-
ness” identities.  What’s more, the jurisdiction of
identity theft has also expanded beyond the
counties and cities of the U.S. to include coun-
tries worldwide.  Most alarming perhaps is that

the majority of identity thefts occur in the work-
place, making identity theft a far more serious
and costly crime than shrinkage ever was and an
especially egregious form of workplace aggres-
sion.  But identity thefts can be prevented, by
securing four business assets: people, processes,
proprietary information and property. 
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