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Objectives:

A. To determine whether the right security policies exist.

B. For those policies that do exist, to determine whether they cover the necessary issues and are disseminated to the right people.

	Time
	Project Work Step
	Initial
	Index

	
	1. Pre-engagement Preparation
	
	

	
	a) Request policies that are distributed to employees.

b) Review policies that are distributed to employees.
	
	

	
	2.     Internet Security Policy
	
	

	
	a) Does the internet policy determine who is authorized to use the Internet connection?

b) Does the policy determine what data is authorized to be transferred into or out of the internal network?

c) Does the policy determine which applications are authorized to be utilized by the individuals accessing the internet?

d) Does the policy distinguish:

· which individuals are able to allocate network IP addresses?

· who can be made aware of IP addresses on the network?

e) Does the policy determine what action is taken against individuals who break the policy?

f) Is the policy disseminated to all employees?

g) Does the policy require employee signature?


	
	

	
	3.  Internet Access
	
	

	
	a) Is there an access request form for access?

b) Does upper management sign the request form?

c) Does the policy include a non-privacy agreement and state that the logs will be reviewed for compliance?

d) Does the policy require a signature?

e) Is the policy disseminated to all employees?


	
	

	
	4. Data Confidentiality 
	
	

	
	a) Is there a data confidentiality policy?

b) Does the policy include all data processing resources?

c) Are the individuals responsible for ensuring resources are secured, named?

d) Does the policy cover emergencies?

e) Are disciplinary measures covered if compliance is not followed?

f) Does the policy require a signature?  Whose?

g) Is the policy disseminated to all employees?  Do they have to sign the acknowledgement?


	
	

	
	5. E-Mail Policy
	
	

	
	a) Is there a policy that covers e-mail usage?

b) Does the policy describe the manner in which documents should be viewed?

c) Is confidentiality of company information described in the policy?

d) Is e-mail available for personal use or is it strictly to be used for business purposes?  How can the company ensure that this is for authorized use only?

e) Does the policy require a signature?

f) Is the policy disseminated to all employees?


	
	

	
	6. Voice Mail Policy
	
	

	
	a) Is there a Voice Mail Policy?

b) Does the policy describe that voice mail is subject to the same policies and guidelines that apply to all online systems?

c) Does the policy require a signature?

d) Is the policy disseminated to all employees?


	
	

	
	7. Personnel Computer Controls
	
	

	
	a) Is there a policy on personnel computer usage?

b) Is there a personnel computer control administrator appointed?

c) Does the policy describe who must approve all acquisitions?

d) Is the installation of unauthorized or illegally copied software described within the policy?

e) Is the installation of privately owned software described within the policy?

f) Are there vendors that are approved for procurement of equipment?

g) Is physical access to personnel computers and diskettes described within the policy?

h) Are backup procedures described within the policy?

i) Does the policy require a signature?

j) Is the policy disseminated to all employees?


	
	

	
	8. Local Area Network
	
	

	
	a) Is there a policy on Local Area Networks (LANs)?

b) Is a LAN Administrator required?

c) Are the LAN Administrators duties described?

d) Does the policy require a signature?

e) Is the policy disseminated to all employees?


	
	

	
	 8.   Confidentiality Policy
	
	

	
	a) Is there a confidentiality policy?

b) Does the confidentiality policy include electronic data?

c) Does the policy require a signature?

d) Is the policy disseminated to all employees?


	
	

	
	9.   Dial-Up Policy
	
	

	
	a) Is there a dial-up policy?

b) Is there a dial-up security request form?

c) Does upper management sign the request form?

d) Are the unsuccessful access attempts reviewed?

e) Is dial back software used?

f) Who is in charge of the access of the dial-up?

g) Are terminated employees removed immediately?

h) Are the request forms re-approved on an annual basis?

i) Does the policy require a signature?

j) Is the policy disseminated to all employees?


	
	

	
	10.   Miscellaneous Policies and Procedures
	
	

	
	a) Are there policies that detail the disposal of confidential information (e.g. shred all important information to help reduce the risk of dumpster diving)?

b) Is there a policy on checking travel for laptop computers (e.g. do not check laptops in at airports)?

c) Is access past the firewall configured to:

· Permit any service unless it is expressly denied?

· Deny any service unless it is expressly permitted?


	
	

	
	11. Social Engineering
	
	

	
	a) Is there a social engineering policy?

b) Is entry into the computer room restricted to personnel that have been given approval?

c) Is entry into the building restricted to employees or personnel who are escorted by other employees?

c) Can passwords be changed through phone calls to the help desk? If so, are they ‘one-time use’ password sent via email?

d) Can passwords be obtained from the users through social engineering?


	
	


This work program was first published by Protiviti Inc. on www.knowledgeleader.com. The KnowledgeLeader Internal Audit and Risk Management Community is a resource for tools, best practices, white papers, risk models, and other materials that you can use on a daily basis to help you manage risk or improve your internal audit function. You are welcome sign up on line for a free 30-day trial. The purpose of the website is to help you save time and stay abreast of business and technology risks and other internal audit and IT audit issues. 

