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I nt e r n a l  au d i t i n g  h a s  re c e i ve d
renewed attention since the recent
corporate governance and account-
i n g  s c a n d a l s  h e re  i n  t h e  Un i te d
States and in the 1990s in the U.K.

The measures put in place to monitor cor-
porate governance, i.e., monitoring finan-
cial controls, have now expanded to include
total  enterprise r isk management (ERM).
This provides an opportunit y for internal
au d i t  to  b e  m ore  e f fe c t ive — to  prov i d e
assurance and perhaps consulting roles for
ERM-based auditing without risking inter-
nal auditors’ independence and objectivity.

Providing assurances on ERM
One of the key requirements of the board
is to gain assurance that r isk management
processes are working effect ively and that
key r isks are being managed to an accept-
able level. It is likely that assurance will come
from different sources. Management pro-
v i d e s  t h e  f i r s t  l e ve l  of a s su r a n ce . T h i s
should be complemented by the prov ision
of object ive assurance, for which internal
audit is a key source. Other sources include
external  audit  and independent specialist
rev iews.

Inte r na l  aud it  w i l l  nor m a l ly  prov ide
assurances in three areas:
• r isk management processes—both

their design and how well  they are
working;

• management of those r isks classified
as “key,” including the effect iveness of
the controls and other responses to
them; and

• reliable and appropriate report ing and
classificat ion of r isks.
Pr i or  t o  t h e  d e ve l op m e nt  of E R M

processes, a ty pical internal audit depart-
ment performed audit planning by its own
assessment of risk based on factors such as
i t s  p e rc e p t i on  of i n h e re nt  r i s k  fo r  t h e
auditable entities as defined by the depart-
ment. Factors that went into this evaluation
i nclude d  t he  resu lt s  of t he  pr ior  aud it ,
changes in operations, mandated frequency,
and the  l ike. This  assessment  was  com-
pleted by internal audit, with possible inter-
views of responsible parties associated with
the entit ies.

With effect ive ERM processes, manage-
ment owns, assesses, and is the key provider
of assurance on r isk to the board. Man-
agement is  responsible  for  cont inuously
updating and monitoring its status. ERM
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infrastructure promotes the sharing of risk
knowledge across the enterprise and makes
it available transparently to internal audit.
This information is now available to drive
the audit planning process and to provide
assurance on the process of ERM itself.

Research has show n that board direc-
tors and internal  auditors agree that the
two most important ways that internal audit
provides value to the organization are in pro-
viding object ive assurance that the major
business r isks are being managed appro-
priately and providing assurance that the
risk management and internal control frame-
work is operat ing effect ively.

David A. Richards, President of the Insti-
tute of Internal Auditors (IIA), in his clos-
ing comments at the IIA’s Enterprise Risk
Management and Control Self-assessment
Conference in Las Vegas in September 2004,
e ncou r a ge d  t he  aud ie nce  by  s ay i ng , “It
couldn’t be a better t ime to be in the inter-
nal audit profession,” and challenged par-
t i c ip a nt s  to  advo c ate  r i sk  m a n a ge m e nt
processes within their organizations while
keeping internal audit standards and basic
principles at  the forefront of their  audit
act iv it ies.

Internal audit has come a long way and
has  evolved throug h var ious  c ycles  and
paradigms.

History of internal auditing1

The earliest “Statement of Responsibilit ies
of t h e  I nt e r n a l  Au d i t or,” i n  1 9 4 7 ,
described internal audit as “a control
which  examines  and evaluates  the
existence and effect iveness of other
controls” and included the internal
auditor’s objective to improve all types
of operational performance. Internal
audit was also defined as a ser vice to
management and dealt primarily with
account ing  matters . Thus  f rom its
earliest days internal auditing in the-
or y has been associated with:

• operat ional as opposed to strategic
matters;

• the existence and effectiveness of
controls; and

• improving performance—which
implies a for ward-looking focus 
rather than historical  report ing of
true and fair accounts and concern

with “real” business rather than just
accounting records.
In 1957 the statement referred to both

account ing and other  operat ions and in
1971 the reference was to “operat ions.”

In 1978 the IIA published its first  for-
mal definit ion of internal audit:

An independent appraisal function established within
an organization to examine and evaluate its activ-
it ies as a ser vice to the organizat ion. The objec-
t ive of internal audit ing is to assist members of
the organization in the effective discharge of their
responsibi l it ies. To this  end, internal  audit ing
fur nishes them w ith analyses, appraisals , rec-
ommendat ions, counsel  and infor mat ion con-
cerning the act iv it ies reviewed.

In 1999 the IIA definit ion was radical ly
updated to reflect changes in the work of
audit  depar t ments  and the  unavoidable
realit y of outsourced functions:

Internal  audit ing is  an independent, object ive
assurance and consult ing act iv it y  desig ned to
add value and improve an organizat ion’s opera-
t ions. It  helps  an organizat ion accomplish its
object ives by bringing a systematic, disciplined
approach to evaluate and improve the effect ive-
ness of risk management, control and governance
processes.

The Sarbanes-Oxley Act of 2002 forced
senior executives to follow the path of estab-
l ishing object ives, ident if y ing r isks that
will prevent them from meeting those objec-
t ives, and establishing controls  that  w il l
mit igate those r isks, although it  focused
on internal controls over financial statement
preparat ion and disclosures only.

The Sarbanes-Oxley Act mandated that
organizations assess controls against a suit-
able framework, such as the original COSO
re p or t , Int e r n a l  C o nt ro l — Int e g rat e d
Frame work . The  f r amework consis ts  of
three object ives categor ies—operat ions,
financial reporting, and compliance—and
five components: control environment, risk
assessment, control activities, information
and communication, and monitoring.

Internal audit had the daunting task of
providing assurance to the board of direc-
tors, and in part icular the audit commit-
tee, that management was in fact identifying
risks and that the controls were mitigating
those r isks.

Sarbanes-Oxley compliance became a
costly exercise for many. According to Gart-
ner, large and midsize enterprises will spend
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at least $2 million on Sarbanes-Oxley com-
pliance through 2005.2 Unlike the Year 2000
(Y2K) phenomenon, Sarbanes-Oxley com-
pliance is an ongoing process. To ensure
compliance, businesses must update and
re ce r t i f y  t h e i r  d at a  on  a  qu a r te r ly  a n d
annual basis.

The Sarbanes-Oxley Act has also caused
many boards of direc tors  and execut ive
teams to look at al l  the business r isks they
face—not just financial, but operat ional,
social, ethical, and environmental. These
organizat ions  see  that  Sarbanes-Oxley-
related expenditure as the beginnings of
an ERM plat for m, which w i l l  help  them
meet ever-increasing and shif t ing regula-
tor y demands.

What is ERM?
Simply put, ERM is based on the concept
that r isk is any thing that gets in the way of
meeting your object ives: from the corpo-
rate  mission “macro” level , dow n to  the
sub-process/act iv it y “micro” level. ERM is
a structured, consistent, and continuous
process across the whole organizat ion for
identifying, assessing, deciding on responses
to, and report ing internally on opportuni-
ties and threats that affect the achievement
of the organizat ion’s object ives.

The board has overal l  responsibilit y for
ensuring that r isks are managed. In prac-
t ice, the board w il l  delegate the operat ion
of the r isk management framework to the
management team, who w il l  be responsi-
ble for complet ing the r isk management
act iv it ies. There may be a separate func-
t ion that coordinates and manages these
act iv it ies and brings to bear special  skil ls
and knowledge. Ever yone in the organi-
zat ion plays a role in ensuring successful
ERM, but the pr imar y responsibi l it y  for
ident if y ing r isks and managing them lies
w ith management.

The benefits of ERM
E R M  c a n  m a ke  a  m a j o r  c o nt r i b u t i o n
towards helping an organizat ion manage
the r isks to achiev ing its  object ives. The
benefits  include:
• better decision making;
• greater l ikelihood of achieving corpo-

rate object ives;

• improved understanding of the key
risks and their wider implicat ions;

• greater management focus on the
issues that real ly matter ;

• fewer surprises or cr ises;
• heightened r isk awareness;
• increased likelihood of change init ia-

t ives being achieved;
• more informed r isk-taking and deci-

sion-making;
• improved earnings targets;
• lower earnings volat i lit y ;
• reduced governance r isk;
• quantified r isk tolerance;
• improved capital  al locat ion;
• an external communication tool; and
• internal target sett ing.

A Canadian survey. Anne E. K lef fner,
Ryan B. Lee, and Bi l l  McGannon sur veyed
a l l  m e m b e r s  o f
the Canadian Risk
a n d  I n s u r a n c e
Management Soci-
e t y  ( R I M S )  a s  a
fol low-up to  the
1 9 9 9  s u r v e y  by
the Toronto Stock
Exchange entitled
“Five Years to the
Dey” (Dey Report
of 1994). They supplemented their  sur vey
re s u l t s  w i t h  i nt e r v i e w s  w i t h  2 1  o f t h e
respondents. 3

When asked to list the greatest benefits
of implement ing ERM, respondents  dis-
cussed such issues as  the impor tance of
consistency in risk retention limits, having
a better handle on the transactional aspects
of their r isk management program, allow-
ing them to see the benefit  of coordinating
risk management decisions, and permit-
t ing an overall  reduction in r isk. The bot-
tom line was that r isk managers saw ERM
as an effect ive way to reduce overall  costs
by managing better and reducing risk.

A second benefit  was the move toward a
company-wide philosophy regarding r isk
management. Adopting an ERM approach
was one way to  a l ig n ever yone w ith  the
same object ive. As one person indicated,
“Ever yone becomes a r isk manager.” This
proactive mindset results in r isk manage-
ment permeating the entire company. Fur-
thermore, if everyone buys in, better results
are expected.
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A third benefit, one that results from a
b e t t e r  u n d e r s t a n d i n g  of t h e  r i s k s , i s
i mprove d  de c i s ion - m a k i ng  a nd  g re ate r
comfort at the board level. This aspect of
ERM is likely to become even more impor-
tant as the focus on corporate governance
continues to increase and the role of direc-
tors is put under the spotlight.

Improved communication was another ben-
ef i t  that  r isk  managers  descr ib ed. ERM
“forces divisions to talk and communicate”
and helps to break down individual silos—
each manag ing a  dif ferent  aspec t  of the
company’s r isk profile. This contributes to
a better overal l  understanding of r isk and
facilitates the flow of information to senior
management and the board.

An effect ive ERM solut ion w i l l  prov ide
the board of directors and management with
re a s on a b l e  a s su r a n c e  t h at  t h e y  u n d e r -
s t a nd  t he  ex te nt  to  w h i ch  t he  e nt i t y  i s
achieving operational and strategic objec-
t ives, prepar ing ef fec t ive  inter nal ly  and
exter nal ly  publ ished repor ts , and com-
plying with applicable laws and regulations.

The COSO ERM framework
The COSO ERM framework, which builds
on the COSO internal control framework,

emphasizes the importance of identif y ing
and managing r isks across the enterprise.
The new report, Enterprise Risk Manage-
ment—Integrated Framework, was released
by COSO in September 2004.

As shown in Exhibit 1, the original COSO
cube has three object ives categories:
1. operat ional object ives, which relate to

effect ive and efficient use of the
entit y’s resources;

2. financial  report ing object ives, which
relate to the reliabilit y of al l  the
entit y’s report ing to internal and
external part ies; and

3. compliance object ives, which relate to
the entit y’s compliance with applica-
ble laws and regulat ions.

Its five horizontal components consist of:
monitoring, information and communica-
tions, control activities, risk assessment, and
control environment.

As the i l lustrat ion in Exhibit  1 demon-
strates, the COSO ERM framework expands
on the original COSO internal control frame-
work and adds  a  four th  categor y  to  the
original three: strategic object ives, which
relate to high-level goals, aligned with and
supporting the entity’s mission. Its eight hor-
izonta l  components  consis t  of : inter na l
environment, objective setting, event iden-

EXHIBIT 1 Relationship of the COSO Objectives and Components
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t ificat ion, r isk assessment, r isk response,
control  act iv it ies, information and com-
munications, and monitoring.

The object ive of the COSO ERM frame-
work is to aggregate and v iew r isks from
the top down in an organizat ion. Authored
by PricewaterhouseCoopers, the COSO ERM
framework defines essential  ERM compo-
nents, discusses key ERM principles and con-
cepts, suggests a common ERM language,
and provides clear direct ion and guidance
for enterprise r isk management.4

Impact and value. Dav id A. Richards
opened the second day of the IIA Enterprise
Risk Management and Control Self-assess-
ment Conference by enlightening the gen-
eral session audience on the global impact
and value of ERM and control self-assess-
ment (CSA). He asked internal audit pro-
fessionals to pay attention to the basics of
internal audit ing responsibilit ies, includ-
ing reviewing financial transactions, imple-
menting fraud prevention and identification
processing, and helping to ensure an orga-

nizat ion’s proper ethical climate. Describ-
ing an effect ive r isk management process,
Richards said internal auditors should serve
as risk educators, participate in risk forums
and risk management steering groups, and
include detailed information about r isk in
al l  audit reports. He highlighted key ERM
and CSA trends, including legislative move-
ments around the world emphasizing the
need for r isk management as well  as signs
that internal auditors are becoming more
pro ac t ive  in  the  use  of r isk  assessment
processes. Although CSA has not been fully
embedded in many organizat ions, he said,
ERM is becoming known as a key ingredi-
ent to good governance, and internal audi-
t o r s  s h o u l d  p ro m o t e  i t s  a d op t i o n  a n d
progression.5

ERM-based auditing
Now let’s go beyond r isk management and
incor porate audit ing into the paradigm.
Combining ERM with audit ing in an effec-
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t ive and seamless manner wil l  y ield ERM-
based audit ing, as i l lustrated in Exhibit 2.

Dr. Sarah Blackburn,6 one of the world’s
leading authorit ies on r isk management,
helped us identif y the act iv it ies included
in ERM-based audit ing:
1. Establish and communicate the objec-

t ives of the organizat ion.
2. Determine the r isk appetite of the

organizat ion.
3. Establish an appropriate r isk manage-

ment framework.
4. Identif y r isks or events that wil l  pre-

vent management from meeting its
object ives.

5. Assess the impact and likelihood of
the r isk occurring.

6. Select and implement responses to the
risks.

7. Conduct control and other response
activ it ies that wil l  mit igate the r isks.

8. Provide information on r isks and
communicate in a consistent manner
at al l  levels in the organizat ion.

9. Provide central  monitoring and coor-
dinating of the r isk management
processes and the outcomes.

10. Provide assurance on the effect ive-
ness of r isk management.

11. Provide independent, object ive assur-
ance and consult ing.

Establish and communicate the objec-

tives of the organization. The organiza-
tion’s CEO identifies objectives and strategic
alternatives—the v ision for the success of
the enterprise—and communicates those
objectives to the enterprise as a whole. Each
of the heads of the business units, div i-
sions, and subsidiaries also identif y their
object ives, which must integrate with the
enterprise object ives. The complexit y of
today’s global business environment involves
mult iple  stakeholders  and col lab orat ive
decision-making. These indiv iduals may
be located in different geographic regions.

In ERM-based audits, internal audit will
sur vey and plan audit procedures around
the enterprise’s and business units’ stated
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object ives and strategies. The object ive of
the audit-planning process is to ensure that
business objectives are effectively established
and communicated throughout the orga-
nizat ion. Internal audit reviews the goals
and objectives of subsidiary operating units,
ensuring that departments and individu-
als are aligned with the overal l  enterprise
object ives. Internal audit defines its audit
u n i ve r s e  b a s e d  on  m a n a g e m e nt’s  E R M
process.

CSA exercises or audit procedures wil l
be designed to evaluate the global under-
standing of objec t ives  and go als . These
would include inter views with key depart-
ment personnel, and obtaining and review-
ing published material, status reports, or
other forms of evidence. Interim sur veys
could be conducted by issuing electronic
questionnaires to different levels of personnel
w ithin each subsidiar y and depar tment.
Quest ionnaires should provide space for
comments by the respondent, so as to gather
“soft” information about the staff ’s under-
s t a nd i ng  of e nte r pr i s e  a nd  dep a r t me nt
object ives.

Determine the risk appetite of the orga-

nization. What r isks can the organizat ion
tolerate? Risks are those factors that could
influence the achievement of business objec-
tives, either positively or negatively. The nature
of the r isks w il l  be related to the objec-
tives under consideration. Strategic objec-
t ives are likely to be affected by high-level
and wide-ranging r isks and process-level
object ives by r isks that are more discrete
and tangible. Dimensions of risk may include
potential impacts on people, environment,
and reputation, as well as financial or oper-
at ing performance.

Internal audit will not set the risk appetite
or tolerance. That is solely the role of the
organization’s board of directors and man-
agement. However, internal audit can pro-
vide assurance that tolerance levels have been
determined, quantified, and communicated,
and are effectively executed as to policy, pro-
cedures, and practices. Tolerance for enter-
prise spending limits for acquisitions, major
projects, or new programs are to be reviewed
and compared to actual results. Enterprise
policies for authorizat ion, al lowable ty pes
of t r ansac t ions , c apita l  budget ing  con-
straints, operating returns, and the like are
cascaded through the organization and can

be evaluated as to conformit y with strate-
gic object ives.

Internal audit can provide assurance that
management is performing within its stated
b ou nd a r ie s  for  to l e r a n ce s  for  f i n a n c i a l
thresholds, t imescales for accomplishment
of projects, and appetite for personal con-
duct, safet y, and employee att itude.

Establish an appropriate risk manage-

ment framework. COSO is rapidly becom-
i ng  t he  de - f a c to  s t a n d a rd  for  f i n a n c i a l
reporting risk management. In the SEC’s final
rule on management’s reports on internal
control over financial  report ing, the SEC
states, “The COSO Framework satisfies our
criteria and may be used as an evaluation
framework for purposes of management’s
annual internal control evaluation and dis-
closure requirements.”

The board and senior management estab-
lish and manage an ERM framework. The
new COSO ERM framework will most likely
b ecome the  s tandard for  ERM. Inter nal
audit  performs evaluat ions of ent it y-level
and subsidiar y- level  implementat ion of
the framework as to the congruence of the
stated structure versus the actual structure.
The framework w il l  be documented and,
in most cases, imbedded in a tool  that  w il l
faci l itate  dy namic changes, monitor ing ,
and management self-assessment. Inter-
nal  audit  w i l l  have access  to  the f rame-
w o r k  a n d  w i l l  p e r f o r m  re v i e w  a n d
evaluat ion procedures  to  detec t  gaps  in
the structure and funct ion of the frame-
work. Management’s support of this frame-
work and its cultivation of corporate culture
w il l  be included as par t  of internal  audit’s
scope of evaluat ion.

Identify risks or events that will prevent

management from meeting its objectives. A
risk is the possibility of an event occurring
that w il l  have an impact on the achieve-
ment  of objec t ives . Risk is  measured in
terms of impact and likelihood. For exam-
ple, Coca-Cola had as an objective to expand
to new markets in Russia. The risks asso-
ciated w ith that  object ive might  include
government issues, marketing risks, accep-
tance by customers, and del iver y t imes.
However, they learned that the most sig-
nificant r isk was discret ionar y spending
power. The Russian people had limited dis-
cretionar y spending money, which meant
when another company entered the mar-
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ket, the compet it ion was for  the l imited
pocketbook, and not the products. Man-
agement needs to identify potential events
that could influence risk, either positively
or negat ively, and the probabil it y  of the
events actually occurring.

In ERM-based audits, internal audit will
study the risk universe and evaluate the inclu-
sion of al l  s ig nif icant  r isks. Risk defini-
t ions, categories, and other attr ibutes w il l
be examined to ensure that  there is  con-
sistent  applicat ion across the enter pr ise.
Internal  audit  w i l l  rev iew that  r isk iden-
t if icat ion at  al l  levels  l inks to the organi-
zat ion’s  overal l  object ives and strateg ies.

Tools employed will permit internal audit
to detect gaps in the identificat ion of sim-
i lar  r isks  when mak ing compar isons  by
objec t ives  across  div is ions  and depar t-
ments. Incomplete, inconsistent, and miss-
ing r isks w il l  be subjected to addit ional
audit procedures and report ing.

Assess the impact and likelihood of the

risk occurring. In addit ion to identif y ing
risks, management also needs to identif y
the impact the r isk wil l  have on the orga-
nizat ion and the l ikelihood that the r isk
wil l  occur. The combination of impact and
l i ke l i h o o d  i s  a  r a n k i n g  of r i sk s , a n d  i t
behooves the organization to address those
risks with high impact and likelihood.

Internal  audit  is  to prov ide assurance
that r isks are correctly evaluated. In the
evaluation of the r isk assessment process,
internal audit wil l  question the quality of
management scoring of impact and prob-
ability, given the reality at hand. Exami-
nation of documentation and the process
to determine gross inherent risk wil l  be a
standard  pro cedure. To ols  should  t r ack
changes in gross r isk over t ime, and inter-
nal audit should evaluate trends in its selec-
t ion of areas to audit.

When evaluating inherent risk scores, com-
parisons to stated r isk appet ite should be
made, w ith explanat ions requested from
management. Analysis of risk by root cause,
by categor y, and by object ives across the
enter pr ise w i l l  help internal  audit  in its
evaluat ion of management’s  scoring. Pat-
terns such as lack of understanding of ERM
and r isk assessment on the par t  of man-
agement have further implications for inter-
nal  audit’s  overal l  assessment of the ERM
process.

Select and implement responses to the

risks. Once the r isks have been identified
and ranked, the controls needed to mitigate
them should be chosen, in the context of
actions to contain risks to an acceptable level
or to increase the probabilit y of a desired

outcome. The strategy a company adopts to
manage r isks varies according to the orga-
nizat ion’s r isk appetite. Risk management
exper ts  of ten summar ize  the opt ions as
treat, terminate, transfer, or take (or tol-
erate)—the four Ts.

Treating a risk means taking direct action
to reduce either its  potential  impact or its
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likelihood of occurrence. In many instances
the treatment is internal control.

To terminate a r isk is to walk away from
it. A company with a low risk appetite, faced
with the risks of competition from the pock-
etbook, and not others offering the same
products, may simply decide to source prod-
ucts elsewhere.

Risks may also be transferred to others,
either by insurance or through contracts,
often with outsourced ser vice suppliers. It
should be noted that the primar y risk often
remains with its original owner. If the right
goods do not reach a retail store on time and
in good condition, there may be a penalty
clause that can be invoked against the logis-
tics supplier, but it  is st i l l  the supplier that
loses sales and customer goodwill.

Finally, there are some risks that go with
the territor y. The organization must decide
to accept, tolerate, or take them. Compa-
nies with high r isk appetites that also have
good risk management processes often reap
the rewards of higher profits.

S ome  s ay  t he re  m ay  b e  a  f i f t h  “ T ” —
tomorrow. Many companies tend to put off
until tomorrow what they should have done
today, often w ith disastrous results.

Internal audit provides assurance on the
r isk management process, as wel l  as  the
s e l e c t i on  a n d  i mp l e m e nt at i on  of r i s k
response. Management documents its plan-
n i ng  a nd  de c i s i ons  a s  to  t he  most  e co -
nomical  and effect ive means to mit igate
the r isks that stand in the way of achiev-
ing  objec t ives . In  their  rev iew of do cu-
mentation and through interviews, internal
auditors  w i l l  seek  answers  to  quest ions
regarding management’s choice of singu-
lar or a combination of multiple strategies.
Should a r isk have been terminated, rather
than taken, given the organizat ion’s r isk
appetite and competencies?

Internal audit wil l  review the process of
r isk management as  to  its  evaluat ion of
r isk strategies given the possible interde-
pendencies and correlations between busi-
n e s s  u n i t s  a n d  d e p a r t m e nt s  a c ro s s  t h e
enterprise.

Net r isk scores, taking into considera-
t ion employed strateg y, wil l  be evaluated
by  i nte r na l  aud it  a s  to  re a s onabl e ne s s .
Overly optimistic managements may assign
low scores  to  r isks  w ith  other w ise  hig h
inherent risks. Management’s false reliance

on low risk scores, albeit recorded in error,
or worse, intentionally, wil l  be identified
by internal audit as a serious flaw in the ERM
process.

Conduct control and other response activ-

ities that will mitigate the risks. Once the
risk response strategies have been selected,
management must undertake control and
other risk response activities. Management
must  test  to  ensure  that  the  desig n and
e f fe c t ive n e s s  of t he  cont rols  a nd  ot he r
response act iv it ies actually work.

Control and other response activities are
affected by management’s choice of specific
risk response strategies, and therefore have
a bearing on which controls will be audited.
It is important for internal auditors to gain
an understanding of the design of controls
and to evaluate their appropriateness in the
context of the risk response choice. A risk
response strategy that embraces operational
attributes relates to how actions are to be
performed, consistent with the organiza-
tion’s direction and policies.

In its  evaluat ion of secur it y  as  a  r isk
response, internal audit needs to test the
effect iveness of physical and logical bar-
r iers, and the protect ion of informat ion
and access controls. A company treats r isk
by employ ing securit y, for that r isk that it
chooses to take.

Provide information on risks and com-

municate in a consistent manner at all lev-

els in the organization. The r isk team, in
conjunction with internal audit, must com-
municate  i ts  f indings  of r isk  across  the
entire organizat ion. Management needs to
understand the r isks that w il l  prevent it
from meeting its objectives, and what con-
trols are in place to mit igate those r isks.

I nt e r n a l  au d i t  n e e d s  t o  e v a lu at e  t h e
reporting of key risks at all levels of the enter-
prise. Internal audit wil l  test the accuracy,
relevance, and completeness of informa-
tion, reporting, and communication. Timely
repor t ing of changes in r isks, dr iven by
events or a failure of controls, is a qualit y
attr ibute in internal audit’s assessment of
the ERM process. The availabilit y of the
i n for m at i on  a n d  com mu n i c at i on  i n f r a -
structure, and the dissemination of content,
should be tested.

Provide central monitoring and coordinating

of the risk management processes and the

outcomes. In a study by Ernst & Young, as
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reported at the IIA’s Enterprise Risk Man-
agement and Control Self-assessment Con-
ference in Las Vegas in September 2004,
almost two thirds of enterpr ises plan to
use CSA for ongoing evaluation and mon-
itoring. Of the respondents, 44 percent plan
to use periodic surveys and 27 percent plan
to use data analy t ics.7

Monitoring act iv it ies are performed by
m a n a ge m e nt  on  a  rout i n e  a n d  ongoi ng

basis. These activ-
it ies are designed
to ensure compli-
a n c e  w i t h  r i s k
re sp ons e  s t r ate -
gies. Management
performs its own
m on i t or i n g  a n d

demonstrates this by documenting its test
processes and making the results available
for evaluation by internal audit. ERM tools
will be repositories for documentation and
test results.

Electronic sur veys, quest ionnaires, and
CSA act iv it ies can be conducted indepen-
dently by internal audit for assurance. Inter-
nal audit will  review self-appraisals, which
can be conducted throughout departments
in prescribed formats. These self-appraisals
should be at the business unit or individ-
ual performance levels.

Effective ERM implementation provides
for fol low-up act iv it ies through the use of
ac t ion-t rack ing  pro cedures . Knowledge
gained through internal audit’s review of
act ion ident if icat ion histor y, status, and
resolution is part of its assessment.

Provide assurance on the effectiveness

of risk management. Me mb e rs  of m a n -
a g e m e nt  mu s t  c e r t i f y  t h at  t h e y  h ave
rev iewed the r isks and controls  in place
and that  the  cont rols  mit igate  the  r isks
that w il l  prevent them from meet ing cor-
porate object ives.

Assurance to the board by management
that the r isk process is working effect ively
is fundamental. Certification and sub-cer-
t i f icat ion by different  levels  of manage-
ment is  the pr imar y means of prov iding
for mal  assurance  to  the  board. Inter nal
audit w il l  develop audit strategies based
on its overal l  assessment of integrit y, per-
formance, competence, qualit y, and cul-
t u re . I nt e r n a l  au d i t  w i l l  t a ke  i nt o
consideration its evaluation of these aspects

from ERM activities and processes in its risk
identificat ion and test design.

In ERM-based audits, internal audit will
independently review the results of man-
agement’s assessment of risk and will  issue
a contradictory report to a no-exception cer-
tification. All elements of the ERM process,
including the establishment of object ions
to central  monitoring, wil l  be considered
in their appraisal  of cert ificat ion.

Provide independent, objective assur-

ance and consulting. This last  step is  the
function of internal audit, whose core role
with regard to ERM is to provide object ive
assurance to the board on the effectiveness
of r isk management. The two most impor-
tant ways that internal audit provides value
to the organization are in providing objec-
t ive  a s su r a n ce  t h at  t h e  m aj or  bu s i n e s s
risks are being managed appropriately and
prov iding assurance that  the  company’s
r i s k  m a n a g e m e nt  a n d  i nt e r n a l  c o nt ro l
framework are operat ing effect ively.

Internal  audit  may prov ide consult ing
ser v ices  t hat  improve  an  organizat ion’s
gover nance, r isk management, and con-
trol processes. The extent of internal audit’s
consulting in ERM will depend on the other
resources, internal  and external, available
to the board and on the r isk maturit y of
the organizat ion; it  is  l ikely to var y over
t ime. Internal  audit’s  exper t ise in r isks—
in understanding the connect ion between
r isk s  a nd  cor p or ate  gover na n ce — p osi -
t ions it  as  being wel l  qualif ied to act  as
facil itator for ERM, especial ly in the early
stages of its  introduct ion.

As  t h e  or g a n i z at i on’s  r i s k  m at u r i t y
increases and r isk management becomes
more embedded in the operat ions of the
business, internal audit’s role in facilitat-
ing ERM w il l  be reduced. Internal  audit
can provide value by concentrat ing on its
assurance role, providing assurance for the
risk management process and specific risks.

Consulting roles
Dr. Sarah Blackburn states:

It could be argued that al l  audit work which gives
advice and recommendations rather than check-
ing compliance is a form of consultancy. The 1947
definit ion shows that rudimentar y consultancy
activ it y was already legit imated by the desire to
improve operational performance. This grew nat-
ural ly from the experienced auditor’s perspec-
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t ive, v isit ing many locat ions and obser ving what
worked and what  did not. Requir ing the local
management to comply w ith an official  proce-
dure was recognized as unhelpful if the procedure
itself was fault y. To challenge the procedure, the
internal  auditor usual ly had to take his or her
recommendations up several levels to someone
empowered to change the system. To influence
the decision makers, the auditor had to provide
i n for m at ion , a na lys i s , and  adv ice . Ag a i n  t h i s
approach really needed some expertise to provide
the authorit y to act as consultant and the abilit y
to look at the system from the perspective of more
senior management.

Consult ing ser v ices  are  adv isor y  and
related client ser vice act iv it ies, the nature
and scope of which are agreed upon with
the client, are intended to add value and
improve an organization’s governance, risk
management, and control processes with-
out  the  inter nal  auditor  assuming man-
agement responsibilit y. Examples include
counsel, advice, facilitat ion, and training.

Some of the consult ing roles that inter-
nal audit may undertake include:
• making available to management tools

and techniques used by internal audit
to analyze r isks and controls;

• being a champion for introducing
ERM into the organizat ion, leveraging
its expert ise in r isk management and
control and its overal l  knowledge of
the organizat ion;

• providing advice, facilitat ing work-
shops, coaching the organizat ion on
risk and control, and promoting the
development of a common language,
framework, and understanding;

• act ing as the central  point for coordi-
nating, monitoring, and report ing on
risks; and

• helping managers to identif y the best
way to mit igate a r isk.
In the 1990s, internal  auditors also dis-

covered business  pro cess  reeng ineer ing
and, us ing  their  k now ledge  of systems,
often helped their  organizat ions to reor-
ganize operat ions. This led to quest ions
of independence and the seg regat ion of
dut ies . In  some cases , inter nal  auditors
may have ensured the retent ion of greater
levels  of control; in other cases their  ow n
acceptance of internal control as an end rather
than a means was chal lenged.

The key factor in deciding whether con-
sult ing ser v ices are compat ible  w ith the
assurance role is to determine whether the

internal  auditor is  assuming any manage-
ment responsibi l it y. In the case of ERM,
internal  audit  can prov ide consult ing ser-
v ices  so  long as  the  depar t ment  has  no
role in actually managing risks—that is man-
agement’s  responsibi l it y—and so long as
senior management act ively endorses and
suppor ts  ERM. Whenever  inter nal  audit
a c t s  t o  h e l p  t h e  m a n a g e m e nt  t e a m  t o
improve r isk management processes, its
plan of work should include a clear  strat-
eg y and timeline for migrating the respon-
sibi l it y  for  these act iv it ies  to members of
the management team.

Inter nal  auditors  a lso  aspire  to  inde-
pendence, but with less just ificat ion since
unti l  recently they general ly repor ted to
management, of ten the f inance director,
part icularly when they were restr icted to
looking at internal financial controls. Inter-
nal auditors can provide a better ser vice if
their knowledge of the business is closer.
Yet  that  knowledge can lead to confl ic ts
with independence.

Simultaneously there are internal audi-
tors  who emphasize their  role  in helping
management to improve its  management
of r isk. They argue that  the outcome of a
s u c c e s s f u l  au d i t  i s  a n  i mp rove m e nt  i n
process or  perfor mance: the audit  repor t
is  a  by product.

Risk-based inter nal  audit ing throws a
much clearer  l ight  on the independence
issue. It  is  argued that  a  high-level  busi-
ness risk assurance internal audit function
c a n n o t  p r o c l a i m  i n d e p e n d e n c e  w h i l e
a c t i ve l y  p a r t n e r i n g  w i t h  i nt e r n a l  c u s -
tomers. Af ter  a  ser ies  of scandals  in large
companies, f laws in the independence of
the external auditors have increased the pres-
sure on internal auditors to return to polic-
i n g . No n - e x e c u t i v e  d i r e c t o r s  o n  au d i t
committees  demand substant ive  test ing
against  def init ive  pol icies  and standard
operating procedures and extol the virtues
of “posit ive fear.”

Safeguards
Internal audit may extend its involvement
in ERM, provided certain conditions apply:
• Management remains responsible for

risk management.
• The nature of internal audit’s respon-

sibilit ies should be documented in the
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audit charter and approved by the
audit committee.

• Internal audit should not manage any
of the r isks on behalf of management.

• Internal auditors should provide
advice, and challenge and support
management’s decision making, as
opposed to making r isk management
decisions themselves.

• Internal audit cannot also give objec-
t ive assurance on any part of the ERM
framework for which it  is responsible.
Such assurance should be provided by
other suitably qualified part ies.

• Any work beyond the assurance 
act iv it ies should be recognized as a
consult ing engagement, and the 
implementation standards related to
such engagements should be fol lowed.

Skills and body of knowledge
Internal auditors and r isk managers share
k now ledge, sk i l ls , and va lues . B oth, for
example, understand corporate governance
requirements, have project management,
analy tical, and facilitation skills, and value
having a healthy balance of risk rather than
e x t re m e  r i s k - t a k i n g  or  r i s k - avoi d a n c e
behavior. However, r isk managers as such
ser ve only the management of the organi-
zat ion and do not have to prov ide inde-
pendent  and objec t ive  assurance  to  the
audit committee. Nor should internal audi-
tors who seek to extend their role in ERM
underest imate the r isk managers’ special-
ized areas of knowledge (such as risk trans-
fer and r isk quantificat ion and modeling
techniques), which are outside the body of
knowledge for most internal auditors. Any
internal auditor who cannot demonstrate
the appropriate skills and knowledge should
not undertake work in the area of risk man-
agement. Furthermore, the head of inter-
nal  audit  should not  prov ide consult ing
ser vices in this area if adequate skil ls  and
k now l e d ge  a re  not  ava i l able  w it h i n  t he
i nt e r n a l  au d i t  f u n c t i on  a n d  c a n n o t  b e
obtained from elsewhere.

Conclusion
Risk management is  a  fundamental  e le-
ment  of cor porate  gover nance. Manage-
ment is  responsible for establishing and

operating the risk management framework
on behalf of the board. Enterprisewide risk
m a nagement  br i ng s  m a ny  b enef i t s  a s  a
result  of i ts  s t r uc tured, consistent , and
coordinated approach. Internal audit’s core
role in relat ion to ERM should be to pro-
v ide  assu r a nce  to  management  and t he
board on the effec t iveness  of r isk man-
agement. When internal  audit  extends its
act iv it ies beyond this core role, it  should
apply cer tain safeguards, including treat-
ing  the  engagements  as  consult ing  ser-
vices. In this way, internal audit will protect
its  independence and the object iv it y of its
assurance services. Within these constraints,
ERM can help raise the profile and increase
the effect iveness of internal  audit.

ERM is  never a  f inished product. Orga-
nizat ions must  cont inuously  adjust  r isk
and event interdependencies and ident if y
relevant  r isk fac tors. Management must
constant ly  monitor  ac tual  per for mance
versus the business plan, and must  ascer-
tain that the controls in place mit igate the
r isks that  w i l l  prevent management f rom
meet ing its  object ives. By taking advan-
tage of this  r ich base of knowledge, inter-
nal  audit  can become more eff icient  in its
independent  and objec t ive  assurance to
the board that  the ERM process is  under
control . ■
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